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1. PREPARING FOR THE FIRST ENTRANCE
1.1.System requirements

Hardware requirements

Parameter Value
Processor (CPU) AMD, Intel
CPU Clock speed 1.2 GHz +
RAM 1024 Mb +
HDD 80 GB

Software requirements

(0} Other software

Win 8.1+ Mozilla Firefox, Google Chrome, Safari (two latest versions only)

macOS (two latest versions)

Java (latest version) for digital signature

1.2.Recommended settings of browser

Depending on the bank's settings and the available method of actions confirming in the
system, we recommend using one of the following Internet browsers to work with OTPAY:

e Mozilla Firefox (two latest versions only)
e Safari (two latest versions only)
e Google Chrome (two latest versions only)
Before connecting to the system, you need to set a humber of settings for the browser.
The location and name of the custom settings depends on the type of browser. You can find a

more detailed description of the recommended settings in the help files and manuals for your
browser.

1.3.Caching

The browser stores (i.e., caches) copies of web pages, images and media files in
temporary folders to speed up subsequent attempts to view them. To receive updated versions
of pages when working with the system, you should disable caching in your browser settings.
The sequence of this operation depends on the browser.

1.4.Browser security settings

For security purposes, the Internet browser checks the content of web pages for
dangerous elements. To get access to pop-up tips, banners and other content of the web page
when working with the system, you need to set the security settings of the browser.

To do this, in the security settings:
e Add the address of the site by which you are connecting to the system to the
trusted sites/allowed sites zone.

e In the security level settings, set the minimum value of the protection level for
the zone of trusted sites/allowed sites (the need for this setting is determined by
the security requirements of your browser).

1.5.Recommended platforms

The target platform for working with the Web version of the system is a personal
computer or laptop with a standard processor architecture (x86) and a screen width no less
than 1000 pixels (with an aspect ratio of 4:3).
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That is why we do not recommend to run the applications on platforms which differ from
the standard one (for example, mobile phones or tablets) to avoid interface elements incorrect
displaying or failures connected with the platform restrictions, which may interfere with the
normal run of the application.

1.6.Removing the cookie

The cookies are small text files with the help of which web sites recognize your browser.
They contain the information about user preferences (for example, language selection) and
user credentials.

To ensure safety of the system we recommend deleting cookies from time to time. You
can delete these files in the user settings of your browser.

1.7.Display of web application page

To avoid possible errors with display of web application pages in the Internet Explorer,
we recommend:

e Enable the "“Display mixed content” option in the browser security settings
(Tools/Internet Options/Security/Internet Zone icon/Custom Level);

e Disable the "Compatibility View setting” (the name may differ depending on
the Internet Explorer version). To perform this, go to Tools/Compatibility View
Settings. In the "Websites you've added to Compatibility View", delete the
address of the web application, and uncheck "Display all websites in
Compatibility View".

1.8.Documents printing

For adjusting correct document printing in the page settings of the browser set 5 mm
(or 0) as the value for the right and left margins and save the settings.
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2. GENERAL PRINCIPLES OF OPERATING THE OTPAY SYSTEM
2.1.Authorization and login

To connect the system, please do the following:

1. Enter the OTPAY Internet banking address into the address bar of your browser. A
form for connecting to the system will appear on the screen:

i — =

(] otp(."t

Eorgat sasamun!’
fnsrgency pttvale hey tecuyery
Gt e boy frons rechile

Comnest external key

Q cremissinns

2. The system is multilingual: three languages are available for operation. You can
select the interface language on this connection form or after logging in on the main
page. The start form for connecting to the system contains buttons for selecting the
interface language:

e <«EN» - English
e «RU» - Russian
e «UA» - Ukrainian (set by default)
3. You can find the contacts of the bank's support service in the corresponding block in

the upper right corner of the page (select the desired tab: "For corporate customers"
or "For self-employed individuals").

4. Enter your login and password, click on the "Next" button. At the first login, the
system will ask you to change your password (see “Initial password change to log
in").
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Click
@ otpay

ooooo

Forgot password?

Emergency private key recovery

Get a key from mobile

5. After successful authentication, depending on the rules for entering the system
established by the bank, the form may contain:

e Field for entering the path to the private key file (the L button).
LR

e The field for entering the password for the private key:

e Fields for selecting a USB token with a key (the @ button). In this case, you
need to connect the token.

00147 see

e-key IIT Almaz-1K see

6. After filling in the required fields, click the "Enter" button.

If you are logging into the system for the first time, for further work you will need to
generate working certificates (see “Working certificates generating”).

To open a window with useful information, click on the nbutton.

If you have any difficulties connecting to the system (you forgot your login password or

the private key password, the private key files were lost, or you need to get the key from your
mobile phone), use the following links:

e «Forgot password» (see “Login password recovery”).
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e «Emergency private key recovery» (see “Emergency private key recovery”).
e «Get a key from mobile» (see “Get a key from mobile”).

2.1.1. Initial password change to log in

After a successful first login, you need to change the login password. To do this, follow
these steps:

1. Enter the current password to enter the system.
2 Create and enter a new login password.

3. Re-enter new password.

4 Click on the «Apply> button.

Change the login password

£

‘ | .

If necessary, you can view the entered password by clicking on the button.

Note: the system checks the password for valid characters. Only Latin letters of
different registers, numbers and symbols are allowed: ' " # $ % & ' () *+ ,-./:; <=>7?
@[\]~_" {13} ~ All other characters, space and Cyrillic letters are ignored.

2.1.2. Working certificates generating

If you are logging into the system for the first time, for further work you need to
generate working certificates:

1. You should come up with a password for the private key yourself, enter it in the
appropriate field and confirm it once again. Then click on the "Apply" button.
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Private key generation

&

l-ﬂﬂ_

2. If you work with security tokens, you should specify the type of device, select a device
to generate a key, as well as come up with a password for the private key and confirm
it in the appropriate field.

3. If the user has the right to confirm actions on keys generating using OTP code, they
will receive SMS with a confirmation code to the mobile phone number registered at
the bank. Enter the received code into the appropriate field and click on the "Apply"
button. To request the code again, click on the button to re-request the OTP code.

4. If the user does not have the right to confirm actions to generate keys using the OTP
code:

e The system will generate and send a certificate request to the server. The user
will receive a notification:

Private key generation
~
ATTENTION!
Your request for certificate/private key generation has

been sent to the bank.

Your new private key is not activated. To activate it,
print the certificate request form [click on the «Print»
button at the bottom of the form) and submit it to the

bank. The form should be signed by the authorized

persons of the organization and sealed (if any)

Attention! Save the private key file *.dat to your PC.
After activating on the bank side, you will use it to
login and to sign the documents (providing, you have
the respective right)

m Do not print

e Click on the "Print" button. In this case, the system will generate a report with
information on the certificate request, which the user can print or save.
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If you do not want the system to generate a report, click on the "Do not print" button
on the notification form.

5. If the verification of the OTP code is successful, the request for obtaining the private
key will be sent to the bank and confirmed there. In case of successful key generating,
you will see a notification:

WARNING!

The operation was completed successfully.
Your new private key is activated. Please, use it to
log in.

Attention! Save the private key file *.dat to your PC

If you generate a key on security token, you will receive the notification:
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WARNING!

The operation was completed successfully
Your new private key is activated. Please, use it to
log In

6. At the next step you should save the private key file (* .dat).

After saving the private key file, you can log in with it and perform operations within the
granted rights.

2.1.3. Login password recovery

If you forgot your login password, you can use emergency password recovery.
To do this, follow these steps:

1. On the login page, follow the "Forgot your password" link:

Click
@ otpay
EY

" Forgot password?

Emergency private key recovery

Get a key from mobile

2. Enter your login in the appropriate field:

Login password recovery

User

| Cancel [} Continue _

3. Come up with a new password to enter the system, in the new form enter it in the

Please enter a new login password field and duplicate it in the Confirm a new
password field.

4. Specify the path to the private key in the Select a private key field (the button) and
enter the password for the key in the corresponding field.
5. Click on the "Continue" button.
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Login password recovery

Enter the private key password

| Cancel [l Continue _

. —— =3 == -
6. After successfully changing your password, you will receive a corresponding
notification:

WARNING!

The password has been changed!

2.1.4. Emergency private key recovery

If the private key has expired, the key has been damaged, or the user has forgotten the
private key password, you should make the emergency recovery procedure of the private key.

To do this, follow these steps:
1. On the login page, follow the “Emergency private key recovery”.

Click
@ otpay
B

Forgot password"

s e gy g (] G

Emergency Dnvate key recoverv

" Get 3 key from mobile

- ——————
2. Enter your login and password to enter the system. Click on the "Continue" button.
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Emergency private key recovery

3. Come up with a password for the new private key, enter it in the appropriate field
and confirm. Click on the “Apply” button.

Private key generatio

If the user restores keys on security token, on the key generation form, they should fill
in the Select the type of device, Select the device fields and click on the "Apply" button.

Note: the system checks the password for valid characters. Only Latin letters of different
registers, numbers and symbols are allowed: ' " # $ % &' () *+,-./:; <=>?2@[\]1"
_ " { | } ~ All other characters, space and Cyrillic letters are ignored.

1. If the user has the right to confirm actions on keys generating using the OTP code,
they will receive SMS with a confirmation code. You should enter the received code in the
corresponding field and click on the "Apply" button. To request the code again, you
should click on the button.

N
./

Note. If the user has not filled in the parameter "Phone No for working with keys OTP
confirmation” in the questionnaire, keys generating cannot be performed, and they will
need to contact the bank to specify the credentials.

2. If the user does not have the right to confirm keys generating with OTP code, the
system will send a request to receive the key to the server. The user will be notified:
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ATTENTION!

Your request for certifi

‘private key generztion has

the bank
Your new private key is not activated. To activate it,
print the certificate request form (click on the «Print»
buttan at the bottam aof the form) and submit it ta the
bank. The form should be signed by the suthorized

peisens of Ue orgenizetion and seasled (if any)

Attention! Save the private key file * dat to your PC.

.
o

After activating on the bank side, you will use it

login and to sign the documents {providing, you have

Lhe respective right)

3. In this case, to activate the key, the user should print the certificate request
(the “Print” button) and send it to the bank. The form should be sealed (if any) and
signed by authorized persons of the organization. The user will need to save the *.dat
private key file, and after activation on the bank's side, they will be able to use it to log
in and to sign documents.

s |
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@M. nrIN MmN
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E-mail: liobanova@csitd.com.ua
Teneghou:

OTKpLITEIT KNOY

9B OE CF 81 62 12 D8 59 18 73 C8 OF A8 BB 6A 3B 3E 84 68 1A EA AB 3C 99 EE 35

809628427101

- »
Nogrnmes SHO nomsacesTenn
M.
Mogrwcs @UO pyxosagsTen

X

If the generation is successful, the following notification will appear on the screen: "The
operation was successful. The new private key has been activated. Use it to log in." After that,
you should save the new private key to the file system. Together with the key, you should also
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save the certificate request - report.pdf, which you can print in case you do not managed to
print the certificate request and logged out.

2.1.5. Get a key from mobile

If the private key is in your mobile application and you need to transfer it to the file
system, follow these steps:

1. In the mobile application, select the option to transfer the key to another device
("Send the key to another device").
2. On the login web page, click on the “Get a key from mobile” link.
Click

@ otpay
[

-----

Forgot password?

Emergency private key recovery

Gets key from mobile

3. Enter your login and password to enter the system. Click on the "Continue" button.

Get a key from mobile

4, The form will display the linking code and QR code. Enter this code manually on your
mobile device, or scan the QR code, enter the password for the private key and confirm
the transfer.
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09:28 ull T @)
7
N
Enter this code on the device from which you are

sending the key - on the computer in Click OTPay
or on another phone

f4-5d-49 - ae

[=] 4 =]
=
[m] et

5. After the key is transferred from the mobile client, the Enter the password to the
private key field will be displayed. Enter your password and click on the “Continue”
button.

6. You will receive a notification that the transfer of the private key is successful. Click
on the “"OK” button. The private key file is loaded onto the file system.
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2.2.System main menu

The system menu is located on the left side of the page. By clicking on the menu items
you can go to the following sections:

Menu item

Description

Information on your current and card accounts (see “Accounts”)

[El] UAH transactions

Register of transactions in national currency, a form for creating a new
payment (see "Transactions in the national currency")

Currency

@ transactions

The register of currency transactions, viewing SWIFT advice (see "SWIFT
advice"), currency payments (see "Documents") and creation:

e orders for currency purchase (see "Purchase currency
requests")

o orders for currency sale (see "Sale currency requests")

e orders for currency conversion (see "Currency
conversion")

¢ SWIFT payments (see "Payments (SWIFT)")

Salary
J

Information on enterprises, employees, payrolls and salary projects:

e payrolls (see "Payrolls")

e employee questionnaires (see "Note. If the payer
account with mask 2604 is specified in the import file,
the commission account must be specified (see the
description of the import and export files in a separate
document).

e Employee applications")

e salary projects (enterprises, employees, employee
accounts) (see "Salary projects")

Statement and
balances on
accounts

Request for statement generating, viewing account balances (see "Statement
and account balances")

G

Document upload

Document uploading (for example, copies of contracts, invoices,
questionnaires, etc.), viewing them with the ability to sign and send them to
the bank's storage (see "Documents uploading")

Guaranteed
@ payments

Information about guaranteed payments. Depending on the user's rights, the
system shows a certain set of available operations:
o for a user with the "HUB" rights (see "The "HUB" role")

e for a user with the "Counteragent" rights (see "The
"Counteragent" role")

CQ(B Deposits

Viewing a list of your deposits, general information on each deposit with the
ability to perform operations, a schedule for calculating interest and an
archive of payments (see "Deposits")
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Under development
Loans

List of legal entities or individuals which the enterprise of the system client
afa Beneficiaries has financial relations ("the enterprise pays the counteragent, or the
counteragent pays the enterprise") (see "Beneficiaries")

Settings section:

@ Settings Personal settings - settings for displaying the user interface, account settings,
mailing settings, viewing the log of user operations in the system (see
«Personal settings»).

Security - passwords and certificates managing (see "Security").

Reference books - editing, deleting and creating entries in directories (see
"Reference books")

The following functions are available on the main page (and on all others):

2.3.System information menu

The system information menu is located on the right side of the page.

e Kaprouxku [==1 :L:VB*)'
R Kaproi = A
Ll CORP1 =7 IN
J
System time: 31.08.2023 18:50 Private ~
Operation day 28.12.2021 office 0:00

It includes the following sections:
@)
e Profile photo uploading button . To upload an image, click the button in

the opened form and select the photo (image) on the local disk.

e The button to go to the educational videos of the bank " . The list of available
videos is displayed in the window. You can view the video description. When you
click on the preview, the video will open in a new tab.

_z “."ll‘
EDUCATION VIDEO x |
e Button for calling help information on the current system section (in the upper

left corner of the system screen).
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&

Private
office

- user personal office (see the detailed description in the document
“OTPAY_JIn4yHbisi kabmnHeT_PyKoBOACTBO rosib3oBartesisi.docx”).

A

e “ - messaging with the bank (see *Messages”).

|
o Q - the logout button.

o E - displaying information about the client's personal manager. Clicking it
opens a form with the data of the personal manager(s) assigned to the client.

~ Kaprommem -'__‘T: f n
Syuterm 1 1 OR2023185) YT
vt 28 12 3021 en y
Personal manager _: O |
My service manager

Xapuenko Oxcaxa fipocnasissa

a =
Foppienxo Anacracin Iropiaxa
S -
o SI'E - button for viewing and setting exchange rates (see. «Viewing and

customizing currency rates»).

o - button for changing the interface language (click it to select the language).

o - - click it to get help information for the current section of the system.

2.4.Viewing and customizing currency rates

You can view exchange rates by clicking the button in the information menu. The
system will display the exchange rates for the current business day of the bank. You can
switch between the NBU, Cash, and Non-cash tabs to view the respective rates.
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(] $/€

i
Exchange rates i@}
NBU Non-cash

28.12.2021 Rate

RUB 10 3.7005 ~
USD 1 27.2306 ~
EUR 1 30.8196 ~

Note. When you select the Non-cash tab, you can view non-cash rates for currency
pairs. The rates are displayed depending on their availability.

Exchange rates

NBU
05.09.2023 Purchase Sale
RUB/UAH 0.3670 0.3770
USD/UAH 27.1600 27.3400
EUR/USD 1.1270 1.1380
EUR/UAH 30.7300 30.9900

In order to customize the list of exchange rates, click the button, select the
checkboxes with the required currency in the list, and click the "Save" button:
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If you want to see the exchange rate for a specific date or period:
Select the NBU, Cash, or Non-cash tab.

Exchange rates

36 AUD

156 CNY

208 DKK

348 HUF

392 JPY

643 RUB

756 CHF

818 EGP

840 USD

934 TMT

124 CAD

203 CZK

280 DEM

376 ILS

398 KZT

752 SEK

810 RUR

826 GBP

933 BYN

936 GHS

& [

]
Click the button, select "By date" or "For a period" in the drop-down list,

click the button in the field below and use the calendar to specify the date or

period for displaying the exchange rate.

Click the "Show" button, and the data for a certain date will be displayed in the

section below.
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. Exchange rates 5:0:3 '
Period By date @
28.12.2021

P | |

|

NBU Cash Non-cash
28.12.2021 Units Rate

RUB 10 3.7005 ~
uUsD 1 27.2306 ~
EUR 1 30.8196 ~

To print or save the data in .pdf format, click the “Print” button.

Please note: data for a certain period can only be printed or saved in .pdf format.

Exchange rates @ |

Period For a period @

fromi 05.08.2023 till  05.09.2023

2.5.List of allowed characters

The system verifies the contents of all fields on document forms. The characters allowed
for encryption are listed in the table.

Character category Character

Cyrillic characters abBrAeéX3MMKAMHONPCTYPXUYWWbLb3WAABBIAEE
X3IUNANKAMHONPCTYOXUYWWDbbIbIOArTiIiie€E

Latin characters abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNO
PQRSTUVWXYZ

Numbers 0123456789

Other characters I"#$%& ' ()*+,-./:1;<=>2@[\]*"_"{]}~"Ne
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2.6.Documents signing

To confirm an active operation, you should sign the document before sending it to the
bank using an electronic digital signature. To do this, follow these steps:

e In the appeared form using the button provide the path to the private key
file.

e Enter the password for the private key.
o After filling in all the required fields, click on the "Sign" button.

Signaktures
Signakure 1 Signature 2
Select a private key C:Afakepath\OTPAYRB1_Aa12345@_Aa12345@.dat cus

Enter the private key password | ssseresesas

Signing on behalf of another user

To sign a document on behalf of another user, follow these steps:

e Click the "Sign on behalf of another user" button.

Another user (from the list of

available CORP1 | KapTol KapTouks )
Select a private key C:\fakepath\CORP1_123_123.dat
Enter the private key password

e In the new form select the user from the drop-down list.

e In addition, you can search for the user from the list. To do this, in the Other
user (from the list of available) field in the search bar "User of another client"
(above the list of users), enter the client name - the user/users corresponding to
the parameters will be displayed.

CORP1 | KapTe! KapTouks )

ALENADT | Olena Mudra FS

ALEMNADZ | Mudra Qlena FS

ANMANAT | ANMAIA ANMAIVA
ANNAIVAZ | ANNAIVATWO ANNAIVATWO

BAMKKEYO1 | ¥xpawHckwi Bacwnui FS

CORP1 | KapThl Kapmouks -

e Select the key storage type from the list.

o If the key is on the file system, use the button to select the private key file.

e Enter the password for the secret key.

2.7.Filtering, sorting, and updating data on list forms

For the convenience of finding data in the system, you can use the following features:

1. Filters in table headers. If there are filters on forms with lists, then by setting their
parameters, you can get information only by the category of interest. To set filters, do
the following:
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e For text fields, enter the parameters according to which the data will be filtered
and press the "Enter" key on the keyboard.

e For drop-down lists, select values from the lists:

Document

state

All data @

Pre sing
Not all signatures
Pending
Rejected
1 Withdrawn
Postponed
Approved
Incoming
2. Data sorting in tables. To sort by one of the table columns, click on the button
next to its title.
"
3. Data updating in tables. Using the =/ button you can update the data in the table.
In this case, the information is synchronized with the bank's database.
4, Switching pages. Using the toolbar, you can navigate from page to page and view
the entries.
Page 1 > » of2n S

2.8.Documents status

The "Status" column in tables, as well as the Status field on document forms, contains
information about the current state of the document:
e All data - displays a list of payments/documents without filtering by status.

e Processing... - the document is accepted for processing, but not transferred to
any of the final statuses.

e Not all signatures - the document does not have all the required signatures.
e Pending - the status of the payment before it is received by the operator.

e Rejected - the payment was declined by the iFOBS server or in the banking
system.

e Withdrawn - the document was removed by iFOBS.

e Postponed - the payment in the bank was postponed.

e Approved - the document was approved in the bank.

e Incoming - documents for incoming (credit) documents.

2.9.Documents import

On some tabs you can load a list of documents from the file: for payrolls - in .xml, .dbf,
xls formats, for documents in national currency - in .txt, .xml, .dbf, .xls, iBank2 (.txt),
PAIN.001 formats, for documents in foreign currency - in .txt format for requests, .txt and
iBank2 (.txt) for SWIFT. To do this, follow these steps:

1. Click on the "Import" button on the form with a documents list.
2. In the new form, select the file format from the drop-down list (the button).
3. Specify the path to the file of the required format (the e button).
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4, Confirm your action by clicking on the "Import" button.

DOCUMENT IMPORT X

File type Text file (\ixt) @

File path saa

To cancel the action, click on the "Cancel" button.

2.10. Documents export

On some tabs, you can save the documents list to .txt or .xml file. The .xls format is
available for the list of documents in national currency. To do this, follow these steps:

1. Click on the "Export" button on the form with the documents list.

2. In the form that opens, select the file format from the drop-down list
(the @ button).

3. Confirm your action by clicking on the "Export" button. The file will be saved by

means of the browser to the "Downloads" folder. To cancel the action, click on the
"Cancel" button.

EXPORT TO A FILE

File type

Text format @

Text format
XML format

| owa |
2.11. Attached documents

When creating payment orders, as well as orders for currency purchase, sale, conversion,
etc. you can associate documents with them (for example, scanned copies of contracts,
invoices, questionnaires).

In order to link a document with a request, in the "Attached documents" section, do the
following:

1. If you already have documents that you have uploaded and sent to the bank
(see “Attached documents”), select the file from the drop-down list in the Attach

document field (the @ button) and click on the "OK" button:
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Attached documents ‘

2. If you want to upload a new document with automatic linking to this request, click on
the Browse button, select values from the drop-down lists in the Operation type,
Operation subtype and the file to upload (click on the Browse button). If necessary, enter
a comment (maximum 1000 characters):

Upload document @

3. To remove a link to a document, mark the linked document/documents using the

N
checkbox . To select all documents in the list, check the checkbox in the table
header. Click on the “Unlink” button:

Attached documents °

Note: you can remove the link to the document in the currency document until it is sent
with all the necessary signatures to the bank.
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3. FUNCTIONALITY
3.1.Accounts

You can see lists of all your current and card accounts with information on current and
forecast balances on the main page or by selecting the Accounts menu item:

» L — | Enponsioss Blaves Acougimgin .

Accounts

If a user has accounts of several enterprises under monitoring within one account, then
all accounts will be displayed in the context of enterprises. By default, enterprises are sorted
by name, and the accounts of each enterprise are sorted by account number. The user can set
their own order of displaying accounts in the Settings/Account settings menu section (see
“Personal settings”) On the “Accounts” page, you can do the following:

e To hide or show the list of cards/accounts of the counteragent, click on the
following buttons: ° ("Minimize") or ("Expand").

e To quickly go to the form for creating a new payment, click on the button
(available for accounts in national currency, if the user has the right to debit to
this account and the account status is not "Closed"). In this case, the data of the
“Payer” section will be filled in automatically, but you can change it if necessary.

¢ You may assign its own name (pseudonym) to each account. To do this, click on

the button, in the field that opens, enter the new account name and click on
the to save.
e To quickly go to the account statement request form, click on the button.

For detailed information on the account, select the entry you need in the list.
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@ Poman 5
{ Account information bepeutca -
OTPAYRE! =

R a0

UA 69 300528 Account opened) UA 69 300528 e vemsa) UAH
Date of last account activity 06.03.2020
Current balance 12 739 800.09 UAH
Overdraft imit 0.00 UAH
Unused overdraft limit 0.00 UAH
Available balance @ 12 739 800.05 UAH
Current balance 12739 800.09 UAH

Overdraft limit 0.0 UAH

Account restrictions 0.00 UAH

Unsent payment orders 0.0 UAH H

Planned balance @ 12739 690.05 UAH
Operation type 12739800.05 UAH

Unauthorized debit 110.00 UAH

Unautharized credit 0.0 UAH

Serviced office FonosHuit odic GaHkKy

In the form that opens, you can view the following information about the account:

1. Date of last activity.

2. Current balance.

3. Overdraft limit.

4, Unused overdraft limit.

5. Available balance, split into components:

e Current balance.
e Overdraft limit.
e Account restrictions.

6. Unsent payment orders.
7. Planned balance, split into components:
e Current balance.
e Unauthorized debit.
e Unauthorized credit.
8. Information about the service department.

If necessary, you can export invoice details to a .pdf document by clicking on the
«Export the account details to PDF» button.

You can view the funds movement on the account by clicking on the «Turnover on
account» button (see “Turnover on account”).

3.1.1. Turnover on account

To go to the "Turnover on account" page, click on the "Turnover on account" button
on the page for viewing account detailed information.
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To select a period, use the fields to set the period: you can enter dates manually or use
the built-in calendar, or use the "Month", "Quarter", "Year" buttons (the default value is

"Month"):

You can print the table of account turnovers by clicking on the "Print" button:

{ Turnover on account

am

16.12.2010

Date from

Recieve date
16.12.10-31.10.19
01.11.19-30.11.19
01.12.19-31.12.19
01.01.20-31.01.20
01.02.20-29.02.20

to

14.01.2021

Opening balance
0.00 UaH
936 763.62 uaH
286 583.17 usH
154 255.06 UAH
4532 563.56 uaH

Total debits

12076 724.13 uaH
12 600 215.72 usH
20 540 969.18 usH
32393 419.06 UsH
13 002 953.30 uaH

By cays

Total credits
13013 487.81 usH
11950 035.27 uaH
20 408 641.07 UaH
3677172756 UsH
10 659 726.20 usH

Closing balance

936 763.62 UaH
286 583.17 uaK
154 255.06 UsH
4532 563.56 UsH
2189 336.46 UaH

AccountGraphPrint.action

AT «OTNEAHK>, kog EAPINOY 21685166, kog Ganxy 300528, 3raH0 3 Bawas 3anuT0M NOSIONNSE, KO DYX KOWTIS 38
nepiog 3 16.12.2010p. no 14.01.2021p. 3a paxy . SLAKD! € aka Bisvec Al koA

E4APNOY 31 = B AT «OTNEAHK - cTaroauns:
LlsGsromuiiodopor | Kpewroswdofiopor |

13013487.81
11950035.27
20406641.07
36771727.56
10659726.20
10658560.19
103482178.10

Howep paxy
UA 69 500525 s S
16.12.2010 - 31.10.2019
01.11.2019 - 30.11.2019
01.12.2019 - 31.12.2019
01.01.2020 - 31.01.2020
01.02.2020 - 29.02.2020
01.03.2020 - 14.01.2021
BCLOro:

1207672419
12600215.72
20540969.18
32395419.06
13002953.30

108096.56
90722378.01

Beodyiedl semmmox
936763.62)
286583.17
154255.06

Lars Byt semamox
16.12.2010 - 31.10.2019 0.00 13013487.81
01.11.2019 - 50.11.2018 1195003527
01.12.2019 - 31.12.2018 20408641.07]
01.01.2020 - 31.01.2020 36771727.56 4532563.56
01.02.2020 - 23.02.2020 10659726.20, 2189336.46
01.03.2020 - 14.01.2021 10656560.19 0.00)
103462178.10

To return to the form of detailed information on payment, click on the ( button at the
top of the page.

3.1.2. Corporate cards
Card accounts are displayed in the general list of accounts and marked with a card icon.
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Accounts

TOB == @

UA303005:
55062268

UA3030055ma

55062268

UAB53005mn

50034794

UA273005:
55062414

UA 30 300528

UA 30 300528 »

UA 85300528 +'%

UA 27 300528

12268

268

114

X

AN

0.00

0.00

UAH 03.10.2019 19336
19335

09.10.2019 187033

18709

UAH 30.09.2019 0.0

0.00

Click on the card icon to go to the “Account Information” page.

{ Account information

&3 uass300528

Date of last account activity

Current balance

Available balance

Serviced office

i (Account opened)

Scheme of account access for cardhoiders

List of account cards

VISA Valid card

"VISA BUSINESS"

0212022
4067603605

am % B°

UA 85 30052¢ ey

187099 UAH
1969.4¢ UAH
17 ObonoHCHKe BIAAINEHHA

Separate access

0

2 F

1 969.14 UAH o

e[| et e

After entering the form with a card account, a request or data update on card accounts is
performed, including updating the cards balance.

On the page, you can find information on the card account, balances, account access
scheme, as well as a list of cards linked to the account. Card numbers are masked (in the
nnnnnn ****** nnnn format).

The following information is displayed in the card account data block:

Parameter

Value

Alias account (if not set, the account number is
displayed). Close to it (in brackets) are the
account status and currency

Account number, status in B2 CBS, symbolic
currency code

Date of account activity

DD.MM.RRRR (according to B2 CBS)

Current balance

Current account balance from B2 CBS, symbolic
currency code

Available balance

Available account balance from IS-Card, symbolic
currency code.

For accounts with separate access - the amount of
available balances for all linked accounts from IS-
Card

Serviced office

Name of branch account
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Scheme of account access for cardholders

Shared or separate access

The following information is displayed in the "List of account cards" block:

Parameter Value
Card search. When pressed, a field for data entry
i appears (Cyrillic and Latin characters, numbers,

Search button

spaces, "*", "/" are available.)
For all found matches, the filters may be used

Payment system logo

It is displayed depending on the first digit of the
card number:

° 4 - VISA;
U 5 and 6 - Mastercard;
o others - the logo is not displayed

Card type

Card type (VISA GOLD, etc.)

Card status

Current card status (active, blocked, suspended,
etc.)

Card expiry date

Card validity period in MM/YYYY format

Card number

Masked card number

Embossed name on the card

Last name and first name of the cardholder

Available balance

Available card balance from IS-Card, symbolic
currency code

£
The ™ buton

Button for updating card balance (data comes
from IS-Card)

Each line of the list is a link to the information page of the selected card (see “Card

information”).

Click on the "Export the account details to PDF" button to get a report with account
details in national or foreign currency. You can print the received information .

Click on the "Statement for all cards" button to receive a statement from the card
system for all cards issued to the account (see “Statements for all cards”).

Click on the "Card operation log" button to view the list of transactions with the card

account (see “Card operation log”).

Creating a payment from a card account is available for accounts in national currency

with public access.

3.1.2.1.Statements for all cards

For accounts with general access, the statement is generated according to the card
agreement to which the main account in B2 CBS is linked.

For accounts with separate access, a consolidated statement is generated for all card

agreements associated with the B2 CBS account.

To receive statements for all cards, click on the "Statement for all cards" button on the
"Account Information" page, specify the statement period and click on the "Generate" button.
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STATEMENT FOR ALL CARDS X

Date
from

01.01.2021 to | 18.01.2021

The generated statement will be displayed in a separate window. You can save it as a
.pdf file or print it.

3.1.2.2.Card operation log

To go to the log, click on the "Card operation log" button on the "Account information"
page.

The page displays a list of card transactions (request number, request date, card
number, account number and currency, organization name, transaction name and request
status).

The list displays requests for all account cards to the accounts to which you have access.

Application number Date Card number Account number and currency Organization Operation
5472 GO shes UA 41 300528 108 F o e ——
30797 5 04.202
4307 15.04.2020 Pl i ®
5472 66 xxex UA 86 300528 TOB o o————
430796 15.04,2020
9910 UAH -
5472 66****+  UA B85 300528 T08 ) i
430795 15.04.2020
f 9910 UAH — ©
5472 66** ***  UA B6 300528 TOB @ S
430794 15.04.202
S0 5.04.2020 9910 UAH : ©
5472 G6** wees JA 86 300528 T [ &= = ==
430793  15.04.2020 =98 hOe000A 108 ()
9910 UAH R

Request statuses are shown in the following way:

B

o - not all signatures;
o @ - approved;
o @ - rejected.

Each line in the list is a link that can take you to a page with information on a card
transaction.

For requests in the "Not all signatures" status, the "Sign" and "Reject" buttons are
available, which you can sign or reject the request with.

3.1.2.3.Card information

To view detailed information on a card linked to a corporate card account, go to the page
for viewing detailed information on a card account and select the required card in the "List of
account cards" block.

At the top of the page, you will see a card image with the following details:
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Card alias;

Card No;

Expiration date;

Embossed name of a cardholder.

In the "Information on card" block the following data is displayed:

'
e Available balance (information from the card system) and the s~ button to update
the card balance;

Card type;

Card status;
Account number;
Organization;

Current blocking (total amount). If the amount is less than 0, then an expanded
block with a list of current card blockings is displayed below. Click on the "Current
locks" line to collapse/expand the "List of current blocking by a card" block.

Information on card

Information on card

List of current blacking by a card

For cards with separate access, the button "Statement for a card" is available on the
page, which allows you to request a statement from the card system. Click on the button,
indicate the period for which you want to generate a statement, and click on the "Create"
button.

CARD STATEMENT ) ¢

Date  [95.01.2021 to | 18.01.202

from
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You can save the statement to a .pdf file or print.

The "Card spending limits" button allows you to change the limits of daily cash
withdrawals and the limits of trade operations and operations on the internet (see “Card
spending limits”).

3.1.2.4.Card spending limits

To change the values of card spending limits, click on the "Card spending limits"

button and then click on the s pictogram on the line with the limit you want to change.
Then make the appropriate changes. If the spending limits of Sum and Number of operations
exceed the limits set by the bank, you will see a message displaying the maximum available
amount for input.

Card spending limits

To cancel the changes, click on the "Cancel"™ button, and the limits section will be
hidden.

You can also save the request for changing the current limits by clicking the "Save"
button or sign it (click on the "Sign" button).

You can update the limits using the "Refresh" button.
3.1.2.5.Card financial transactions

You can use your card account to make transfers in national currency, but pay attention
to the restrictions: for accounts with public access, debit and credit operations are available,
and for accounts with separate access, only replenishment is available.

Currency transactions from card accounts are currently not available.

3.2.Transactions in the national currency

Displaying the number of signatures

Please note: on all tabs of the UAH transactions section, except for the “Inbox” tab,
information on the number of signatures applied to the document is visually displayed (the
upper indicator corresponds to the first signature, the lower indicator corresponds to the
second):

Gray - there is no signature of the corresponding level;
Green - 1st signature applied;
Yellow - 2nd signature applied;

Blue - the 3rd signature has been applied (if the user has been granted the right to
work with the third signature).

When hovering over the indicator area, a hover with information about signers will be
displayed.
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Setting display period

N -

-USER O
3.USERO

Please note: in the UAH transactions section on the tabs: "All documents",
"Incoming", "Outgoing" in the field For the period "from" to "the current date is displayed by

default.

After the user sets a different period/date on any tab of the section, except for the
"Unsigned" tab, the system will set the same period on all menu tabs (except "Unsigned") and
will display it during the session. The same period will be set in the form of a detailed view of
the document, as well as after selecting the operations of import, deletion, printing, export,
signing, copying, creating a payment or template.

In the UAH transactions menu section you can perform the following actions:

1. Switch to the form for creating a new payment, by clicking on the "Create payment"

button:

e you can transfer funds to your counteragents (see “Creating a new payment to

the counteragent”);

e you can transfer funds from one of your accounts to another your bank account

(see “Creating a new payment between own accounts”).

2. View payment templates, create a new one or use an existing one to create a new

payment in national currency (see “Document templates”).

3. View the register of transactions in national currency (see "All documents" tab):

The list of transactions in the national currency ‘

CREATE PAYMENT TEMPLATES

N el ap
E payments: 24 13 UAR
r‘

Espoouicana Sanoc
Acouisge
Caponancesa hiywas

. 5 A Acouisse
Caponmncnes hiawac

[V} 5 .. Acow s

=il
Capononcwes hizwes
Acoul

el
Crpcooncmes hivuns
Acouwimwe

Eapeneicnns Blavet
Aoz

Unsgoed (1)
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On the "All documents" tab you can do the following:

Select display period (by default - current date). To do this, enter the dates in the

From ... to ... fields manually or use the built-in calendar (button ), click on
the "OK" button:

From | 10.01.2018 18 012021
.4 | January v | 202 AL
Mon Tue Wed Thu Fn Sst Sun

Switch to the form for viewing statistics of documents in national currency for the
specified period. Click the "Show statistics" button. In the new form you can view
information on the number and amount of all user payments in the national
currency, grouped by status (info is composed for all documents, taking into
account the filters set by the user and for the date or period set for the "All
documents" tab).

STATISTICS X
MNumber
of Total amount Status
decuments
15 15 T49.24 uan Withdrawn
900 462.28 vaH Mot all signatures
2755 273 95E TT1.52 vaH Approved
2863 E 721.57 vaH Pending
4389 277 062 975.45 uaH ncoming

Search for a document by specified parameters (see “Filtering, sorting, and
updating data on list forms”).

detailed information about the selected document (see “Viewing and editing
payments in national currency”).

Go to editing and signing a document in the "Not all signatures" status, by clicking

the button (see “"Documents signing”).

Copy approved document by clicking the button
For a document with the Incoming status, create a reverse payment by clicking

the button
View the reason for rejection of the document in the "Rejected" status, which is

displayed when you hover over the icon
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Import a list of documents (txt, iBank2 (.txt), PAIN.001 formats), press the
"Import" button, see “"Documents import”.

Export the list of documents to an XLS file (the "Export" button).
Go to the list of documents requiring signing, by selecting the "Unsigned" tab.

On the "Unsigned" tab you can do the following:

Sort and filter documents in the list (see “Filtering, sorting, and updating data on
list forms”).

Switch to the form for viewing detailed information about the selected document
(see “Viewing and editing payments in national currency”).

Sign the selected document by clicking (see “Documents signing”).

a
Sign one or more documents by marking them with a symbol . and clicking on
the "Sign" button.

L
Delete one or several documents by marking them with a symbol . and
clicking on the "Delete" button.

Export the list of documents to an XLS file (the "Export" button).

Go to the list of your incoming or outgoing payments by selecting the "Outgoing"
or "Incoming" tab.

On these tabs you can do the following:

Select display period (by default - current date). To do this, enter the dates in the

From ... to ... fields manually or use the built-in calendar (button ), click on
the "OK" button.

Sort and filter documents in the list (see “Filtering, sorting, and updating data on
list forms™).

Switch to the form for viewing detailed information about the selected document
(see “Viewing and editing payments in national currency”).

Import a list of documents on the "Outgoing" tab (the "Import" button (see
“"Documents import”).

Export the list of documents to an XLS file (the "Export" button).

L
Delete one or several documents by marking them with a symbol . and
clicking on the "Delete" button (for outgoing documents in the "Awaiting
processing" status).

Print one or several documents by checking the checkboxes next to the selected

v
documents - and clicking the "Print" button (for outgoing documents in the
"Approved" status).

Please note: if you have selected one or several payments in the list, the total
amount for the selected payments and the number of selected payments will be displayed at
the top of the form:

CRATT PWYNENT

TEMPLATTS . n : Ursigrec (5575 Ostgorg rorng
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3.2.1. Viewing and editing payments in national currency

To view or change payment documents in national currency, select the UAH
transactions menu:

The list of transactions in the national currency ‘ ‘ > Al

CHEATE FAYMENT | TEMPLATES T Untignaed (2) Outgelry Inceming

= o w 1> Yy

444 LAY

Each row in the list is a link, you can click on it and switch to the form with payment
details.

See more about the items “Creating a new payment to the counteragent”, “Creating a
new payment between own accounts”.

Depending on the status of the document, on the form with detailed information you can:

¢ View document in the "Rejected" status.
e Edit document in the "Not all signatures" status.

e Create a reverse payment based on the current document - click on the "Create
reverse payment" button.

e Create payment based on the current document - click on the "Copy" button.
This will create an exact copy of the payment.

e Sign document (see “"Documents signing”).

e Save document without signing (the "Save" button).

e Withdraw payment in the "Pending processing" status (the "Withdraw" button).
e Print document (the "Print" button).

e For approved documents - view detailed information about the document
according to ISO 20022 standards ("Document details" button). A pdf form of
the payment instruction will be displayed, which can be downloaded or printed.
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Xom'six > ,:. ]

@ eoprid-lesa I: R (l\
OTPAY_CS

% _/

{ Document details
Private
System time 11.08.2023 16113 office 59:54
Operation day: 28.12.2021

Document type Incoming

Document parameters °
Document date 28.12.2021 Document number 12
Value date 28.12.2021 Amount 0.01
Posting date 24.04.2023 Currency UAH

Recipient
IBAN UA 41 300528 000000026 ATOTN

Bank code 300528 BAHK

Recipient code RETSRRNT Account 2600888228567
Name TOB "IOMARMARRNE

Payer
IBAN UA 12 300528 000002920... AT"OTN

Bank code 300528 BAHK
SSERGEC 2920

Payer code SISEEK Account 2920
Name AT "OTIN Bawx’, Yxpaina

Details of payment

test

iest

Gt pyren [ prn ot e

To return to the form with a list of payments, click the button ( at the top of the page.

3.2.2. Creating a new payment to the counteragent

In order to create and send to the bank a request for transferring funds from your
account to the counterparty's account:

1. Select the UAH transactions menu.

2. Click the "Create payment" button.

3. Select "The payment to the counterparty" tab at the top of the form - a new form will
open.

Note. To show/hide sections on the form, use the °/° buttons.
4. In the "Document parameters" section, specify the document date manually or using
the built-in calendar (button ). You can specify the document number manually or it

will be assigned automatically after selecting the account from which the payment will be
made:
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Creating a payment ‘ ‘

Payment between awn accounts in QTP BANK

Document parameters @

Document date 28.12.2021 =) Document number
<{ | Decembeor vi}an v >
~ wed 1

If it is necessary to make a payment on a date different from the bank's current business day,
you have to specify the Value date (desired payment execution date). In other cases, the
Value date field is optional.

5. In the "Payer" section, select the account from the drop-down list available in the
Account field.

Payer

\ecount

6. According to ISO 20022 standards, the payment instruction contains new sections for
adding information about the payment participants (actual payer, actual recipient), as
well as a structured payment purpose for budget payments.

If you need to enter the actual payer's data, click the "Actual payer" button and fill in
the appropriate fields. The description of the fields and the view of the form with the
expanded sections are given below (see “Description of the elements of the section with
information about payment participants”).

Actudl payer +*+

Identification type USAREOU code v USREC ) code

Please note: for participants, if they cannot be identified by a code, passport, or other
document, additional identification by address and place of birth is possible. The necessity of
additional identification depends on the requirements of the bank's financial monitoring
(identification and verification programs) and is regulated by bank settings. If additional
sections open on the form, fill in the appropriate information in their fields.
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identification type

uniry code

Location

Description of the elements of the section with information about payment

participants
Parameter Mandatory | Description
Legal entity/ + The switch indicates that the participant of the payment is a legal
Private person entity or an individual entrepreneur (according to 1S020022, it is
identified as a private person)
Country + Enter the code or select the country of residence from the list
Actual payer + Field for entering the name of the payment participant
name/Recipient
name/ Actual
recipient name
Identification type + Select the type of identification from the list. Depending on the
selected value, the ID code/USREOU field is filled in.
For legal entity:
e USREOU code - 8 digits (not zeros);
e Tax ID (taxpayer registration number) displayed for
the recipient - 9 digits (not zeros);
e No code has been assigned (the ID code/USREOU field
is filled with the value 000000000).
For an individual:
e Tax ID (register number of the tax payment record
card) - 10 digits (not zeros);
e Passport - 2 letters and 6 digits or 9 digits (ID card) or
000000000 (for non-residents);
e Another document - 2 letters and 6 digits (for a
resident);
e No information (the display depends on the bank's
settings) - the ID code/USREOQU field is filled with the
value 99999.
Please note: for participants which cannot be identified by a code,
passport or other document, additional identification by address and
place of birth is possible. The need for additional identification
depends on the requirements of the bank's financial monitoring
(identification and verification programs) and is regulated by the
settings. If additional sections ("Location" and “Date and place of
birth”) open on the form, fill in the appropriate information in their
fields
ID Code/USREOU + Field for entering data according to the selected type of
identification, see above
Location -/+ The block is displayed if selected:

- For legal entity: identification type - no code has been assigned,
- For an individual: identification type - no information.
Fill in the following fields:
e Country - enter a code or select a name from the list;
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Parameter Mandatory | Description
e Region;
e District;
e Place (required);
e Street;

e House number (required);
e Apartment;
e Postal code.
If at least one field of this block is filled in, then the required fields of
the block must be filled in.

Note. The obligation for filling in location data depends on the
settings in the bank

Date and place of -/+ The block is displayed if the identification type selected for the
birth individual is “no information”.

e Birth date;

e Place;

e Country - enter a code or select a name from the list.

Note. The obligation to fill in the date and place of birth data
depends on the settings in the bank

Button for selecting the actual payer/recipient/actual recipient from
the reference book

Button for clearing the entered data on the actual payer/actual
recipient

7. In the "Recipient" section, enter the name of the counteragent, recipient code,

account (IBAN) or use the reference book of counteragents (the e button) for
automatic filling of fields.

8. If you are filling in the fields of the section manually, select the type of identification from
the list. Depending on the selected value, fill in the ID code/EDRPOU field (see
“Description of the elements of the section with information about payment

participants”).

Recipiont  *+*

Name TOL
Amount UAH

nification type LSREQL o (v) USKREOUW/ID code 1808460

country code 104 - Yxpaina

Please note: for participants, if they cannot be identified by a code, passport, or other
document, additional identification by address and place of birth is possible. The necessity of
additional identification depends on the requirements of the bank's financial monitoring
(identification and verification programs) and is regulated by bank settings. If additional
sections open on the form, fill in the appropriate information in their fields (see “Description of
the elements of the section with information about payment participants”).
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USREOL/ID code

Date and place of birth

Barth date i) Place

9. Select a recipient country from the drop-down list.

10. Enter the payment amount.

11. According to ISO 20022 standards, the payment instruction contains new sections for
adding information about the payment participants (actual payer, actual recipient), as
well as a structured payment purpose for budget payments.

If you need to enter the actual recipient data, click the "Actual recipient" button and fill
in the appropriate fields. The look of the form with the expanded sections is given below.
For the description of the fields please see “Description of the elements of the section
with information about payment participants”.

Actual recapient  +-+

Please note: for participants, if they cannot be identified by a code, passport, or other
document, additional identification by address and place of birth is possible. The necessity of
additional identification depends on the requirements of the bank's financial monitoring
(identification and verification programs) and is regulated by bank settings. If additional
sections open on the form, fill in the appropriate information in their fields (see “Description of
the elements of the section with information about payment participants”).

Location

ode Not selected . Region

Date and place of birth
Birth date | Place

Country code Not selected
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12. Depending on the settings in the bank, a payment to the budget can include a
structured payment purpose.

To make a payment to the budget, you must fill in the details of the "Budget" section. Fill
in the fields of the "Funds transfer direction" section.

Funds transfer direction

1

Sy Nogarox »

Add Funds transfer direction

Fields description

s npwdyrox aa | xpapran 2023 poky

Parameter Mandatory | Description

Funds transfer + Section for adding data on the budget payment

direction ...

Payment type code - Select the payment type code from the list

Additional - Enter additional information about the entry (up to 140 characters)

information on the

entry

Account number - Enter the account number in IBAN format

Tax amount - Enter the tax amount.
Note: the total amount of all added directions must be equal to the
amount of the UAH document

Information about - Enter information about the tax notification (decision) (up to 140

tax notification characters)

(decision)

Type - Enter the budget revenue classification code (up to 35 characters)

@ Button for adding a new funds transfer direction. A new entry can be

added when the required fields of the previous entry are filled in. The
number of transfer directions available for adding is regulated by the
settings in the bank

|E| Button for deleting the additional funds transfer direction

13. In the "Details of payment" section specify the payment purpose manually or select

one of the previously saved templates by clicking the e button. Please note: for the

budget payments this field is filled in with a "Budget payment” link. Please note: if you
create a budget payment with a structured purpose, the data entered in the "Budget"
section will be displayed on the printed form as a consolidated line separated by a space.
The line length is up to 420 characters.

14. Set the "Save as a template"” flag to save the payment to templates list (see
“Document templates”).

15. Using the "VAT" button, you can choose one of three options for displaying value
added tax: "VAT 20%" and "VAT included 20%" with the calculated amount of tax,
"without VAT" or enter your digital VAT value. The "VAT" button becomes available after
you have entered the payment amount.
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WAT 20%
VAT included 20%

wikhout VAT

16. If necessary, specify additional details in the appropriate field.

Details of payment ***

Symbols left: 420

Save payment purpose as template

Additional details

17. To save the payment without signing, click on the "Save without signature”
button.

18. To send the payment to the bank, sign the document (see “Documents signing”).

19. To return to the previous page click on the button at the top of the page.

3.2.3. Creating a new payment between own accounts

In order to create and send to the bank a request for transferring funds between your
own accounts opened in OTP BANK:

1. Select the UAH transactions menu.
2. Click the "Create payment" button.
3. Select "Payment between own accounts in OTP BANK" tab at the top of the form - a

new form will open.

Note. To show/hide sections on the form, use the buttons /
4, In the "Document parameters" section, specify the document date and value date

(date of payment execution) manually or using the built-in calendar (button ).

5. You can specify the document number manually or it will be assigned automatically
after selecting the account from which the payment will be made.
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{ Creating a payment ‘ ‘ @ =1 2

The payment to the counteragent Payment between own accounts in OTP BANK
Document parameters °
Document date 12.03.2020 Document number 18121827
Value date
Payer
Account UA 66 300528 MpAT *AHINPOC 4 UAH 24002 ()
Recipient
Account UA 98 300528 MpAT "AHINPOL UAH 000 (®
Amount 111.00

Details of payment  «..

Between own account without VAT|

Save as a template

Additional details

additional details

6. In the section "Payer" select your account from the drop-down list available in the
Account field.

7. In the "Recipient" section, select your account from the drop-down list in the Account
field, to which funds will be transferred. Enter the transfer amount.

8. In the "Details of payment" section specify the payment purpose manually or select

one of the previously saved templates by clicking the button "

9. Set the "Save as a template" flag to save the payment to templates list (see
“Document templates”).

10. If necessary, specify additional details in the appropriate field.
11. To save the payment without signing, click on the "Save without signature" button.

12. To send the payment to the bank, sign the document (see “Documents signing”).

13. To return to the previous page click on the button ( at the top of the page.

3.2.4. Document templates
On the "Document templates" tab you can do the following:
e Search for a template by the specified parameters (see “Filtering, sorting, and
updating data on list forms”).

e Create a new template - the "New template" button (see "“Creating a new
template”).
e Create a new payment by template, view or edit a template. To do this, click on

the line with the template you need (see “View and edit templates. Create a
payment by template”).
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NEW TEMPLATE

3.2.4.1.Creating a new template

In order to create a new payment template, click on the "New template" button in the form
with a list of templates, and fill in the template fields:

Enter the payment amount.
If necessary, enter the number of days before the value date.

In the "Payer" section, in the Account field, select the account from the drop-down
list, from which the payment will be made. In this case, the Bank and Description
fields will be filled in automatically after selecting an account.

In the "Recipient" section, select a recipient from the list - the button """ In this
case, the fields Account (IBAN), Bank, Country, ID code/USREOU, Beneficiary
name will be filled in automatically after selecting an account.

According to ISO 20022 standards, the payment instruction contains new sections
for adding information about the payment participants (actual payer, actual
recipient), as well as a structured payment purpose for budget payments.

If you need to enter the actual payer's data, click the "Actual payer"/"Actual
recipient” button and fill in the appropriate fields. The description of the fields
and the view of the form with the expanded sections are given below (see
“Description of the elements of the section with information about payment

participants”).

.-":__‘n
Select the payment purpose from the drop-down list - button “='. In this case,
the field Payment purpose code will be filled in automatically.

If necessary, enter Additional details.
You can also add a description for the template.

If you want the payment template to be shared, check the box "Set the template
public".
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o [t

0 = : —

4 Create a new template : M
Tivate St

Syatem teme Maizmann oMice 2D 00

i.il'on day 2812300

Amount, UAH 1 000.00 \ Days till value date 2

Prionty
Payer
Bank

AT "OTTI BAHK®

Account UA =

|
[hY
1

uaH 3806081 (&)
Description

Recipient ...

Account (IBAN) UA 94

Bank AT "OTT BAHK'
Name [ B =
@ Legal entity O Private person
Identification type USREOU code @ USREOU/ID code U]
Country code 804 - Yxpaina @

Payment purpose

Characters left:: 400
30 TOBAPK Ta NOCITYTH

Additional detalls

Template description

B Setthe template public

Couiger I e
ETE KT KT

To save the template, click on the "Save" button.

To clear the filled fields, click on the "Clear" button.

In order to return to the previous form without saving changes, click on "Cancel" button.
3.2.4.2.View and edit templates. Create a payment by template

On the template editing form, you can perform the following actions:
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e Make changes to the required fields of the template and save the changes - click
on the "Save" button. See below for a detailed description of the template fields.

e Clear template fields - click on the "Clear" button.
e Skip the changes made to the template - click on the "Cancel" button.

e Create payment by this template - click on "New document (UAH)" button (see
description below).

. T eapeindmes = 3
4 Template editing OTPRY.CS Q)
Fiwate st
Semtem e 14022003 140 offics 20
Opmratan ay 612 2001
Amount, UAH 1.02 : Days till value date
Priority 50
Payer
Bank AT “OTTT BAMK
Account UA m O uaH 3806081, (O
Descriplion 4 =
Actual poyer
Recipient ...
Account (IBAN) LA Bank AT "OTI BAHK
Name 4]
@ Lagal entity O Private person
identification type USREOU code © USREOU/ID code
Country code 804 - Yxpalsa @
Actual reciphest
Payment purpose
Characlers left:: 403
[inaThs A0 Go/KeTY
Additional details
Template description
an A =

Set the 1emplate public

oudger [ P2

RN T R e e
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Creating a document by template

In order to create a new document using a template, follow these steps:

e On the template editing form, click on the button "New document (UAH)".

e A new window "Creating a payment" with filled fields will open.

¢ If the template was created for a transfer within Ukraine or within the bank to
another counteragent, "The payment to the counteragent" tab will open. A
detailed description of the fields is given in “Creating a new payment to the
counteragent”.

o If the template was created for transferring between your accounts, the "Payment
between own accounts in OTP BANK" tab will open. A detailed description of the
fields is given in “Creating a new payment between own accounts”.

Xowa'vm |: > M
" copeit{ o :R

Creating a payment ' &

Syatern tiene 122023 404
Opteratans day IR 123021

0 $/€ En i

B

Document parameters .

Document date 28.12.2021 Document number 539724218

Value date

Payer

Account UA uad 3806081 (&)

Recipient
Name
Account (IBAN) UA Bank code AT "OT1 BAHK
Amount 1.02 UAH
@ Legal entity Q Private person
Identification type USREOU code @ USREQU/ID code
Country code B04 - Ykpaina @

3.2

anti-f

e it s 590n e ot o

To save the payment without signing, click on the "Save without signature" button.

To send the payment to the bank, sign the document (see “Documents signing”).

To return to the previous page click on the button ( at the top of the page.
.5. SMS confirmation of potentially fraudulent payments

After creation, signing and sending to the bank, the payment should be verified by the
raud system of the bank.

In case the payment was marked as potentially fraudulent, it gets the “Requires OTP

confirmation” state, while the user is shown a pop-up notification about the detection of a
fraudulent payment with the text “Pay attention! The system has detected a payment that
requires special attention. Please perform authorization."
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WARNING!

At the same time with a pop-up notification about the detection of fraudulent payment,
the system displays a modal window on the top of all windows with the notification: “Payments
requiring special attention have been detected. These payments must be authorized using an
SMS code. Proceed?"

Click "OK" to go to the list of payments requiring authorization, or "Cancel" to close the
window and continue working in the system.

Please note: if you have refused authorization, a pop-up notification and a warning
window will be displayed upon subsequent transitions to any section of the system, as well as
when entering it.

To authorize/reject a payment:
1. Go to the "Requires OTP-confirmation" tab in "UAH transactions" menu item.

2. A list of documents requiring OTP confirmation will be displayed. The list displays:
date, document number, sender, recipient, recipient code, amount, and purpose of payment.

3. Select the document(s) you need from the list and click the "Authorize" or "Reject"
button. The authorization and rejection operations are also available in the form of detailed
information about a document requiring OTP confirmation.
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An SMS with a confirmation code will be sent to your financial phone number.

5. Enter the code from the SMS in the SMS code field and click the "Authorize" button
to authorize the document or "Reject"” to reject it.

m o @ “eran e 5 ':).
“ o~ Authotize documents with OTP password = 3
(l“’“y SLwRA — 5
m TEVECTFO A mar S SPLOM AT MEAM,
AL dacamerts rigred uigorg o
ATz
Dz Cxansmvem raamiee e Racgemm Feogemn zz2e Arreesn Peyrars pusssee
, @ limes Tumave
U irarnechees a . i Acsuisam Aiogiae 1IN Thepmeas Min B
Lt e saemesum tes (08
E TOR SOUMANHCIPOICT  TOR 30N MAPSICT I C
Y N 121 i p—— S0ar aiut TP ET i BN
sswpveavel tes MO8
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>

Discsrvere upinad

} I8 e
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If you entered the confirmation code correctly, the corresponding payment will be

authorized or rejected.
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3.3.Currency transactions

In the Currency transactions section, you can perform the following actions:

1. Go to the list of documents requiring signing by selecting the "Unsigned" tab.

2. Go to work with various types of currency documents (tabs "Purchase", "Sale",
"Conversion", "Forward", "Payments (SWIFT)", "SWIFT advices", "Documents").

3. View the general register of executed currency payments.

Displaying the number of signatures

Please note: on all tabs of the Currency transactions section, except for the “SWIFT
advices”, and “Documents” tabs, information on the number of signatures applied to the
document is visually displayed (the upper indicator corresponds to the first signature, the
lower indicator corresponds to the second):

Gray - there is no signature of the corresponding level;
Green - 1st signature applied;
Yellow - 2nd signature applied;

Blue - the 3rd signature has been applied (if the user has been granted the right to
work with the third signature).

When hovering over the indicator area, a hover with information about signers will be
displayed.

[ o
w

A 0
oo

o
w N
[ o
w

Setting display period

Please note: in all tabs of Currency transactions section except "Unsigned", in the
field For the period "from" to " the current date is displayed by default.

After the user sets a different period/date on any tab of the section, except for the
"Unsigned" tab, the system will set the same period on all menu tabs (except "Unsigned") and
will display it during the session. The same period will be set in the form of a detailed view of
the document, as well as after selecting the operations of import, printing, export, signing,
copying, creating a new request or payment.

3.3.1. Unsighed documents

To go to the list of documents requiring signing, select the "Unsigned" tab. On the form
that opens, you can do the following:

e Select the data display period (by default - the period from the date of the
previous ODB to the date of the current ODB). To do this, enter dates manually or

use the built-in calendar (the button). The specified period should not exceed
30 days, including the current day.

e Sort and filter documents in the list (see. “Filtering, sorting, and updating data on
list forms”).

e Go to the form with detailed information on the selected document, where,
depending on the status of the document, you can do the following: save the
document after editing it (the "Save" button), copy to a new form (the "Copy"
button), print (the "Print" button ) or sign (see “Documents signing”). For a
detailed description of the view form fields, see the sections “Purchase currency
requests”, “Sale currency requests”, “Currency conversion”, “Payments (SWIFT)".
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e Sign the required document by clicking on the button (see “Documents
signing”).

A
e Sign one or more documents by checking the appropriate boxes . and clicking
on the "Sign" button.

S

e Print one or several documents by checking the corresponding boxes - and
clicking on the "Print" button. In bulk printing, one report is generated, which the
user can send to print or save as a PDF file using the browser.

AV
e Remove one or more documents by checking the corresponding boxes . and
clicking on the "Remove" button.

For a detailed description of the view form fields, see the sections “Purchase currency

requests”, “Sale currency requests”, “Currency conversion”, “*Payments (SWIFT)".

3.3.2. Purchase currency requests

In order to view the list of your requests for the currency purchase or create a new one,

select the "Purchase" tab.

1.

On the form with a list of requests, you can do the following:

Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in

calendar (the button). The specified period should not exceed 30 days, including the
current day.

Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list
forms”), including sorting by the “Signatures” option:

Signatures
Al O
All

st

2nd

Go to the form with detailed information on the selected document, where,
depending on the status of the document, you can do the following: copy to a new form
(the "Copy" button), print (the "Print" button) or sign (see “"Documents signing”),
withdraw the request (the "Withdraw" button).

Import a list of documents (in .txt format) - the "Import" button (“Documents
import”).

Save the list of documents to a file (in .txt, .xml formats) - the "Export" button (see
“Documents export”).

L
Print one or several documents by checking the corresponding boxes - and
clicking on the "Print" button.

Sign the required document by clicking on the button (see “Documents
signing”).
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8. Copy the required document using the button. The form for creating a new
request for the currency purchase will be shown in the edit mode with data from the
copied request filled in automatically.

9. For documents with the "Rejected" status, the icon is displayed, when you hover
over it you can see the reason for the rejection.
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States of the documents:

¢ All data - displays a list of payments/documents without filtering by status.

e Processing... - the document is accepted for processing, but not transferred to
any of the final statuses.

¢ Sent to the bank.

¢ Received by the bank.

e Approved - the document was approved in the bank.

¢ Rejected - the payment was declined in the banking system.

e Not all signatures - the document does not have all the required signatures.
e Withdrawn - the document was removed in the system.

e Document verification — CS Manager Accepted (ForPay).

e Currency purchase. Document verification is successfully completed - CS HO
Control Accepted (ForPay).

e Crediting currency to the account - Treasury Accepted (ForPay).

Each line of the list is a link by which you can go to the form of the document detailed
viewing or editing, depending on its status and type.

Creating a new request for currency purchase
To create a new request for currency purchase, follow these steps:

1. Click on the "Create a request" button at the top of the form

Note. You can also go to the request creation form by clicking on the button on the form
with a requests list, or the "Copy" button on the form with detailed information on the
request. In this case, the fields on the payment creation form will be filled in automatically
with the possibility to edit data.
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2. In the "Document parameters" section:

e The Document number field is filled in automatically when you select a debiting
account. The value of this field can be changed (no more than 10 characters).
Acceptable are Latin letters of different registers, numbers and symbols: "/", "-",
ll?ll, Il:ll, n ll, n ll, ll.ll, ll,ll, l|||l, |l+ll , n II, ll}ll, Space, non_breaklng space'

e The document date is set by default by the current operating day of the bank. The
field is not available for editing.

3. In the "Client" section:

¢ The Name, Address, Code fields are filled in automatically after selecting the
crediting account. These fields are not available for editing.

e In the Authorized person field, enter the full name of the authorized person (no
more than 30 characters).

e In the Contact phone number field, enter the phone number of the authorized
person (no more than 13 characters).

e In the Document number field, enter the number of the required document (no
more than 38 characters).

e In the Document Date field, enter the date manually or select it using the built-in

calendar (button ).

e In the Other field, if necessary, you may enter additional information (no more
than 250 characters). This field is optional.

4, In the "Terms of foreign currency purchase" section:

e In the Currency field, select a currency from the list, and the system will
automatically fill in the currency code. In this field, you will only have access to
the currencies of your accounts. Or enter the digital currency code manually, and
the system will automatically fill in the symbolic code.

e The Currency name in words field is filled in automatically after currency
selecting. The field is not editable.

e In the Purchase amount field, enter the amount of the purchased currency.

e You can purchase currency on "urgent" terms. To do it check the appropriate
checkbox.

e Select the rate at which the currency will be purchased: “Online rate”, “Rate of
the bank” or “*Maximum rate of agreement”. If you select the "Maximum rate of
agreement" option, please specify the rate in the field on the right.

¢ The Indicative equivalent in national currency field will display the amount of
the national currency equivalent. If you hover over the field, an informational
notification will be displayed: "The amount credited may differ from the calculated
equivalent".

e In the Account field from the drop-down list, select the account which funds in
national currency will be debited from to purchase foreign currency.

e Check the box "Account in JSC "OTP Bank" (by default, the box is checked) to
select an account in the OTP bank for transferring the balance in case of excessive
transfer of funds in hryvnia, and in the Account (IBAN) field select the required
account from the drop-down list.

e To select an account in another bank, uncheck the box and in the Account (IBAN)

field manually enter the account which the currency will be credited to. In this
case, the name and address of the bank is filled in automatically.

5. Depending on the bank's settings, the "Pension fund" section may be displayed on
the form. The fields in this section are not available for editing.

6. If necessary, you can link a document to the request in the "Attached documents"
section (see “Attached documents”).
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7. To save an unsigned request, click on the "Save without signature" button.
8. To send a document to the bank, sign the document (see “"Documents signing”)to

To go to the extended/compact view of the "Document parameters" section, use the

/o buttons.
< Currency purchase ‘ ‘ ’ . ;

Documont parametecs [~}

15

Cuent

Tormas of Foraign currency purchase

UA 74 300836 0000Q2900100190000D , Bk Coda JD0838, 1D Code 214357464

OTF Bank JSC, 1D Codo 21685164, Bank Coda 300828, Niev

To return to the previous page click on the button at the top of the page.

3.3.3. Sale currency requests
To go to the list of your documents for the currency sale, select the "Sale" tab.
On the form with a list of requests, you can do the following:

1. Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in

calendar (the button). The specified period should not exceed 30 days, including the
current day.

2. Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list
forms”).
3. Go to the form with detailed information on the selected document, where,

depending on the status of the document, you can do the following: save the documents
after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the
"Print" button) or sign (see “Documents signing”).
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4, Import a list of documents (in .txt format) - the "Import" button (see “Documents
import”).
5. Save the list of documents to a file (in .txt, .xml formats) - the "Export" button

(see “Documents export”).

S
6. Print one or several documents by checking the corresponding boxes - and
clicking on the "Print" button.

7. Sign the required document by clicking on the button (see “Documents
signing”).
8. Copy the required document using the button. The form for creating a new

request for the currency sale will be shown in the edit mode with data from the copied
request filled in automatically.

9. For documents with the "Rejected" status, the icon is displayed, when you hover
over it you can see the reason for the rejection.

CREATE A REQUEST
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States of the documents:

e All data - displays a list of payments/documents without filtering by status.

e Processing... - the document is accepted for processing, but not transferred to
any of the final statuses.

e Sent to the bank.

e Received by the bank.

e Approved - the document was approved in the bank.

¢ Rejected - the payment was declined in the banking system.

e Not all signatures - the document does not have all the required signatures.
¢ Withdrawn - the document was removed in the system.

e Currency sale - CS Manager Accepted (ForPay).

e Crediting hryvnia to the account - Treasury Accepted (ForPay).

Each line of the list is a link by which you can go to the form of the document detailed
viewing or editing, depending on its status and type.
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Creating a new request for currency sale
To create a new request for currency sale, follow these steps:

1. Click on the "Create a request” button at the top of the form.
Note. You can also go to the request creation form by clicking on the button on the
form with a requests list, or the "Copy" button on the form with detailed information on
the request. In this case, the fields on the payment creation form will be filled in
automatically with the possibility to edit data.

2. In the "Document parameters" section:

e The Document number field is filled in automatically when you select a debiting
account. The value of this field can be changed (no more than 10 characters).
Acceptable are Latin letters of different registers, numbers and symbols: "/", "-",
ll?ll, Il:ll, n Il, n ll, ll.ll, ll,ll, Illll, |l+" , n III ll}ll, Space, non_breaklng Space.

e The document date is set by default by the current operating day of the bank. The
field is not available for editing.

3. In the "Terms of foreign currency sale" section:

In the Currency field, select a currency from the list, and the system will
automatically fill in the currency code. In this field, you will only have access to
the currencies of your accounts. Or enter the digital currency code manually, and
the system will automatically fill in the symbolic code.

In the Amount field, enter the amount of the currency to be sold.

The Currency name in words field is filled in automatically after currency
selecting. The field is not editable.

Select the rate at which the currency will be sold: “Online rate”, “Rate of the
bank” or “Minimum sale rate”. If you select the "Minimum sale rate" option,
please specify the rate in the field on the right.

In the Account field from the drop-down list, select the account which funds in
national currency will be debited from to purchase foreign currency.

The Indicative equivalent in national currency, excluding commission field
will display the amount of the national currency equivalent. If you hover over the
field, an informational notification will be displayed: "The amount credited may
differ from the calculated equivalent".

In the mandatory field Purpose of currency sale you need to select the reason
for currency sale from the drop-down list. The value of the Purpose of currency
sale field is duplicated in the Additional information field (not editable).

If necessary, check the "Sale under Forward Agreement", "Sale under SWAP
Agreement" boxes (not mandatory and not mutually exclusive).

In the Account field from the drop-down list, select the account from which the
funds in national currency will be debited to purchase foreign currency.

In the "Please, enter the funds in national currency with value date", select the
urgency of funds crediting (by default, the option "today" is selected):

o "Today, urgently" - the document should be urgently approved by the bank (in
this case, the course type "Minimum sale rate" will not be available for
selection)

o "Today" - the document should be approved "today" (value date is equal to
the document date)

o “Tomorrow” - the document can be approved “tomorrow” (the value date can
be one day later than the document date)

o "“Spot” - the document can be approved “the day after tomorrow” (the value
date can be two days later than the document date).
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e Check the box "Account in JSC "OTP Bank" (by default, the box is checked) to
select an account in the OTP bank and in the Account (IBAN) field select the
required account from the drop-down list.

e To select an account in another bank, uncheck the box and in the Account
(IBAN) field manually enter the account which the currency will be credited to. In
this case, the name and address of the bank is filled in automatically.

4. If necessary, you can link a document to the request in the "Attached documents" section
(see “Attached documents”).

5. To save an unsigned request, click on the "Save without signature" button.
6. To send a document to the bank, sign the document (see “"Documents signing”).
To go to the extended/compact view of the "Document parameters" section, use the

/° buttons.

To return to the previous page click on the button at the top of the page.
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3.3.4. Currency conversion

To go to the list of your documents for the currency conversion, select the "Conversion"

tab.
On the form with a list of requests, you can do the following:

1. Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in
calendar (the button). The specified period should not exceed 30 days, including the
current day.

2. Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list
forms”).

3. Go to the form with detailed information on the selected document, where,
depending on the status of the document, you can do the following: save the documents
after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the
"Print" button) or sign (see “Documents signing”).

4, Import a list of documents (in .txt format) - the "Import" button (see “Documents
import”).

5. Save the list of documents to a file (in .txt, .xml formats) - the "Export" button
(see “Documents export”).

6. Print one or several documents by checking the corresponding boxes and
clicking on the "Print" button.

7. Sign the required document by clicking on the button (see “Documents
signing”).

8. Copy the required document using the button. The form for creating a new
request for the currency sale will be shown in the edit mode with data from the copied
request filled in automatically.

9. For documents with the "Rejected" status, the icon is displayed, when you hover
over it you can see the reason for the rejection.
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1.

2.

States of the documents:

All data - displays a list of payments/documents without filtering by status.

Processing... - the document is accepted for processing, but not transferred to
any of the final statuses.

Sent to the bank.

Received by the bank.

Approved - the document was approved in the bank.

Rejected - the payment was declined in the banking system.

Not all signatures - the document does not have all the required signatures.
Withdrawn - the document was removed in the system.

Document verification — CS Manager Accepted (ForPay).

Currency exchange. Document verification is successfully completed - CS HO
Control Accepted (ForPay).

Crediting currency to the account - Treasury Accepted (ForPay).

Each line of the list is a link by which you can go to the form of the document detailed
viewing or editing, depending on its status and type.

Creating a new request for currency conversion

To create a new request for currency conversion, follow these steps:

Click on the "Create a request" button at the top of the form.

Note. You can also go to the request creation form by clicking on the button on the
form with a requests list, or the "Copy" button on the form with detailed information on
the request. In this case, the fields on the payment creation form will be filled in
automatically with the possibility to edit data.

In the "Document parameters" section:

The Document number field is filled in automatically when you select a debiting
account. The value of this field can be changed (no more than 10 characters).
Acceptable are Latin letters of different registers, numbers and symbols: "/", "-",

"?ll m.n nesn nyn nn nn mmn |l+" n n n

, ", , S, , , "}", Space, non-breaking space.

The document date is set by default by the current operating day of the bank. The
field is not available for editing.

In the "Client" section:

The Name, Address, Code fields are filled in automatically after selecting the
debiting account. These fields are not available for editing.

In the Document number field, enter the number of the required document (no
more than 38 characters).

In the Document Date field, enter the date manually or select it using the built-in

calendar (button ).

In the Other field, if necessary, you may enter additional information (no more
than 250 characters). This field is optional.

In the "Necessary conditions for FCY exchange" section:

In the Purchase currency field, select the purchased currency from the list, and
the system will automatically fill in the digital currency code; or enter the digital
currency code manually, and the system fills in the symbolic currency code
automatically. In this field, you will only have access to those currencies in which
you have accounts. If you have already selected the sale currency, it will not be
available for selection.
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e In the Sale currency field, select the currency to be sold from the list, and the
system will automatically fill in the currency code; or enter the digital currency
code manually, and the system will fill in the symbolic currency code
automatically. In this field, you will only have access to those currencies in which
you have accounts. If you already have a purchase currency been selected, it will
not be available for selection.

e In the Purchase amount field, enter the amount of the purchased currency.

e Select the rate at which the currency will be exchanged: “Rate of the bank” or
“Online rate”.

e The Indicative currency equivalent field will display the indicative amount of
the currency equivalent. If you hover over the field, an informational notification
will be displayed: "The amount credited may differ from the calculated
equivalent".

e The Currency in words field is filled in in words automatically after the purchase
currency is selected. Not editable.

5. In the "Funds in foreign currency that are bought" section you need to fill in the "We
ask to transfer to our currency account in OTP BANK" block (in the Receiving account
field select from the drop-down list the account to which the national currency will be
transferred).

Please note: the "We authorize you to transfer funds under the FCY payment order" block is
displayed in the current program version, but its fields (Payment order No. and Date) are
not available for filling.

6. If necessary, you can link a document to the request in the "Attached documents"
section (see “Attached documents”).

7. To save an unsigned request, click on the "Save without signature" button.

8. To send a document to the bank, sign the document (see “Documents signing”).

To go to the extended/compact view of the "Document parameters" section, use the

/° buttons.

To return to the previous page click on the button at the top of the page.

Requests {or currency conversior - ‘ -

Document parameters Q
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Necessary conditions For FCY exchange
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1.

9.

10.

Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in

calendar (the button). The specified period should not exceed 30 days, including the
current day.

Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list
forms”).

Go to the form with detailed information on the selected document, where,
depending on the status of the document, you can do the following: save the documents
after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the
"Print" button), sign (see “Documents signing”), withdraw the request (the "Withdraw"
button) or remove it (the "Remove" button).

Import a list of documents (in .txt format) - the "Import" button (see “Documents
import”).

Save the list of documents to a file (in .txt, .xml formats) - the "Export" button
(see “Documents export”).

a4
Print one or several documents by checking the corresponding boxes - and
clicking on the "Print" button.

Sign the required document by clicking on the button (see “Documents
signing”).
Copy the required document using the button. The form for creating a new

request for the currency sale will be shown in the edit mode with data from the copied
request filled in automatically.

For documents with the "Rejected" status, the icon is displayed, when you hover
over it you can see the reason for the rejection.

Each line of the list is a link by which you can go to the form of the document
detailed viewing or editing, depending on its status and type.

Creating a new forward request

1.

3.

To create a new forward request, follow these steps:

Click on the "Create a request"” button at the top of the form.

Note. You can also go to the request creation form by clicking on the button on the
form with a requests list, or the "Copy" button on the form with detailed information on
the request. In this case, the fields on the payment creation form will be filled in
automatically with the possibility to edit data.

In the "Document parameters" section:

¢ The Agreement number field is filled in automatically when you select a debiting
account. The value of this field can be changed (no more than 10 characters).
Acceptable are Latin letters of different registers, numbers and symbols: "/", "-",
ll?ll, ||:|l’ n ll, n ll, ll.ll, ll,ll, Illll, |l+ll , n Il, ||}", Space’ non_breaklng space.

¢ The Agreement date is set by default by the current operating day of the bank.
The field is not available for editing.

In the "Agreement" section:

e In the drop-down list, select the Agreement type: Purchase, Sell, or Conversion.
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4.

7.

Specify the Value date using the built-in calendar (the button). In this case,
the Term field is automatically filled by the system.

In the "Client" section:

The Name and Address fields are filled in automatically after filling in the Refund
forward cover to the account in OTP BANK. These fields are not available for
editing.

In the Person for customer contact field, enter the details of the contact person
(no more than 30 characters).

In the Contact phone number field, enter the phone number of the contact person
(no more than 13 characters).

In the "Contract terms" section:

In the Purchase currency/Sale currency field, select the currency from the drop-
down list. When converting, two fields are used: Purchase currency and Sale
currency.

Fill in the Purchase amount/Sale amount field. When converting, two fields are
used: Purchase amount and Sale amount.

Fill in the Forward price field.

The Equivalent in UAH field is filled in by the system automatically.

The Commission amount field is filled in by clicking the "Calculate fee" button.
If necessary, fill in the Amount of additional commission field.

In the Debit the commission from field select the account to write off commissions
from the drop-down list. If necessary, check the "Transit account" box. In this
case, the field for selecting an account will become inactive.

When you click on the "Calculate fee" button, the Commission amount field is
filled in automatically.

If necessary, fill in the Additional information field (no more than 140 characters).

In the “Forward covers and limits”:

The Amount of priority forward cover, Percent of forward cover and Amount of
priority forward cover out of the forward limit fields are automatically filled in by
the system.

The Amount of priority forward cover out of funds field automatically filled in by
the system. In this case, the user can change the value of the field.

Note: when the user makes changes, the value of the field cannot be less than the
amount calculated by the system and more than the value from the Amount of
priority forward cover field.

In the Debit the priority forward cover from select the account that will be used to
debit the commission on the forward transaction from the drop-down list, or select
the "Transit account" checkbox.

In the Debit additional forward cover from field select the account that will be
used to write off the commission on the forward transaction, or select the "Transit
account" checkbox.

In the Refund forward cover to the account in OTP BANK field select the required
account from the drop-down list.

The Date of last limits synchronization field is automatically filled in by the system
and displays the current date and time of the received data by limits.

The fields Approved amount of forward limit, Amount of used forward limit,
Available forward limit of customer, End date of forward limit are automatically
filled in by the system.

In the "Prolongation" section:
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e If necessary, check the "Terms change" box. In this case, the section will display
the fields Agreement number and Agreement date.

e In the Agreement number field from the drop-down list select the required
request.

e The Agreement date field is filled in by the system automatically after the user fills
in the Agreement number field.

8. The "Signatures" section displays the name of the person who signed the document
with the 1st and 2nd signature.

To save an unsigned request, click on the "Save without signature" button.

To send a document to the bank, sign the document (see “Documents signing”)

To go to the extended/compact view of the "Document parameters" section, use the

/° buttons.

To return to the previous page click on the button at the top of the page.
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3.3.6. Payments (SWIFT)

To view a list of your SWIFT payments or create a new one, select the "Payments

(SWIFT)" tab.
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On the form with a list of payments, you can do the following:

Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in

calendar (the button).

Sort and filter documents in the list (see “Filtering, sorting, and updating data on list
forms”).

Go to the form with detailed information on the selected document, where,
depending on the status of the document, you can do the following: save the documents
after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the
"Print" button), sign (see “"Documents signing”) or remove the document (the "Remove"
button).

Import a list of documents (in .txt, iBank2 (.txt) formats) - the "Import" button
(see “Documents import”).

Save the list of documents to a file (in .txt, .xml formats) - the "Export" button
(see “Documents export”).

S
Print one or several documents by checking the corresponding boxes . and
clicking on the "Print" button.

Sign the required document by clicking on the button (see "“Documents
signing”).
Copy the required document using the button. The form for creating a new

request for the currency sale will be shown in the edit mode with data from the copied
request filled in automatically.

For documents with the "Rejected" status, the icon is displayed, when you hover
over it you can see the reason for the rejection.
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10.

For documents in the “Approved” status, compose a SWIFT advice copy by clicking
the button.

Each line of the list is a link by which you can go to the form of the document detailed

viewing or editing, depending on its status and type. For documents in the “Approved” status,
compose a SWIFT advice copy by clicking the "Compose a SWIFT advice copy” button.

2.

States of the documents:

e All data - displays a list of payments/documents without filtering by status.

e Processing... - the document is accepted for processing, but not transferred to
any of the final statuses.

¢ Sent to the bank.

e Received by the bank.

e Approved - the document was approved in the bank.

¢ Rejected - the payment was declined in the banking system.

e Not all signatures - the document does not have all the required signatures.
e Withdrawn - the document was removed in the system.

e Document verification — Wait for Val. Vise (for payments “outside the bank”).

e Debiting currency from the account. Documents verification is successfully
completed - Wait for Val CR (for payments “outside the bank”).

Creating a new SWIFT payment
To create a new SWIFT payment, follow these steps:

Click on the "Create a payment" button at the top of the form.
Note. You can also go to the payment creation form by clicking on the button on
the form with a payments list, or the "Copy" button on the form with detailed
information on the payment. In this case, the fields on the payment creation form will
be filled in automatically with the possibility to edit data.
n
'Y
Foreign Currency Payment Order (SWIFT) ‘ ‘
umaent parameters .

In the "Document parameters" section:

¢ The Document number field is filled in automatically when you select a debiting
account. The value of this field can be changed (no more than 10 characters).
Acceptable are Latin letters of different registers, numbers and symbols: "/", "-"

ll?ll n.n nsn nmyn nn nn mn |l+ll n n "

Y G L , , "}", Space, non-breaking space.

e The document date is set by default by the current operating day of the bank. The
field is not available for editing.

4
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Check the "Within the bank" box if the payment will be made within the bank,
or leave it unchecked if the payment will be made outside the bank.

If necessary, mark the payment as "urgent" (the "Urgent" checkbox).

Set the "Select the debit correspondent account" checkbox (available for
payments outside the bank) if you need to debit the funds from the correspondent
bank account. In the Correspondent bank account field that appears, select the
required account.

To go to the extended/compact view of the "Document parameters" section, use the

buttons.

3. In the "Currency (32: Currency)" section:

In the Currency field, select a currency from the list, and the system will
automatically fill in the currency code; or enter the digital currency code
manually, and the system will substitute the symbolic currency code
automatically. In this field, you will only have access to those currencies in which
you have accounts.

In the Amount field, enter the amount of the currency to be sold.

The Amount in words field is filled in automatically after selecting a currency
entering an amount. Not editable.

g Customer)

4, In the "Payer (50 - Ordering Customer)" section:

In the Payer account field, select the account to be debited from the drop-down
list of current user accounts.

In the Commission account field, select the commission account in the national
currency from the drop-down list.

The fields Country of registration (for non-residents), Payer ID (for
residents), Name, Address are filled in automatically after selecting the payer's
account. The fields are not available for manual editing.

Correspondant bank (56 — Intermediary Bank) -+

Bank of reciplent (57 « Beneficiary Ban

5. In the "Correspondent bank (56 - Intermediary Bank)" section (this section is not
displayed for SWIFT payments within the bank) select a bank from the reference book of

L
foreign banks by clicking on the button, and then the fields BIC/SWIFT, Bank name,
Address will be filled in automatically; or enter data in these fields manually.
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Note: if the fields of block 56 are not filled in, then none of the fields are required. If at
least one field of block 56 is filled in, then the Bank name field is mandatory. In this
case, the fields BIC/SWIFT, Address are not required.

6. In the "Bank of recipient (57 - Beneficiary Bank)" section (this section is not
displayed for SWIFT payments within the bank) select a bank from the reference book of

L ]
foreign banks by clicking on the button, and then the fields BIC/SWIFT, Account
number, Bank name, Address will be filled in automatically; or enter data in these fields
manually.

Note: the fields Bank name and Address are required.

7. In the "Recipient (59 - Beneficiary)" section, select the beneficiary from the SWIFT

counteragent reference book by clicking on the button, and then the fields Name,
Address, Recipient account will be filled in automatically; or enter data in these fields
manually.

8. In the "Payment details (70 - Details Of Payment)" section: in the Payment
purpose field, specify the purpose of the SWIFT payment.

ursssion (71 - Details of charges) Additianal information (72 - Addtional information)

Attached docurnents @

9. In the "Commission (71 - Details of charges)" section (this section is not displayed
for SWIFT payments within the bank):

e OTP BANK charges - select the parameter who pays commissions of OTP Bank: to
be paid by sender, to be paid by beneficiary.

e Charges of other banks - select the parameter who pays commissions of other
banks: to be paid by sender, to be paid by beneficiary.

Note. The combination of OTP Bank chargers to be paid by beneficiary and Charges
of other banks to be paid by sender is prohibited.
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10. If necessary, in the "Additional information (72 - Additional information)" section
(this section is not displayed for SWIFT payments within the bank), you can provide
additional information for the recipient.

11. If necessary, you can link a document to the request in the "Attached documents"
section (see “Attached documents”).

12. To save an unsigned request, click on the "Save without signature™ button.

13. To send a document to the bank, sign the document (see “Documents signing”).

To return to the previous page click on the button at the top of the page.

3.3.7. SWIFT advice
To view a list of your SWIFT advice, select the "SWIFT advice" tab.
On the form with a list of advices, you can do the following:

1. Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in

calendar (the button). The specified period should not exceed 30 days, including the
current day.

2. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list
forms").

3. Compose a SWIFT advice copy by clicking the button.

4, Go to the form with detailed information on the selected document.

Each line of the list is a link by which you can go to the form of detailed viewing of the
document.

Viewing SWIFT advice
1. In the "Document parameters" section:

e The Type of advice field displays the type of SWIFT advice: "Credit" or "Debit".
e The Value date field displays the date of the SWIFT payment.

e The Reference value of SWIFT payment field displays the unique SWIFT payment
number.

e The Account field displays the number of the debited account for the "Debit" type
or the number of the credited account for the "Credit" type.

e The Account sequence field is displayed with a link in the bank's CBS for the
Account field.

e The Commission account field displays the commission account number and
account currency code.

e The Additional charges field displays the type of hold.

e The Amount field displayed is the transfer amount and the symbolic currency
code.

e The Commissions of correspondent banks field displays the amount of commission
and the symbolic currency code.

e The Payment commission field displays the amount of the commission and the
symbolic currency code.

2. In the "Sender" section, the information about the sender is displayed (Sender,
Sender’s bank fields).

3. The section "Beneficiary" displays information about the beneficiary (Beneficiary
field).
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4, The "Details" section displays the purpose of the payment.
You can compose a SWIFT advice copy by clicking the “"Compose a SWIFT advice
copy” button

Click on the ( button to return to the previous page.

== n
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3.3.8. Documents

To view the list of executed currency payments (debit and credit), select the
"Documents" tab.
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On the form with a list of documents, you can do the following:
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1. Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in

calendar (the button). The specified period should not exceed 30 days, including the
current day.

2. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list
forms”).

3. Go to the form with detailed information on the selected document.

4, Each line of the list is a link by which you can go to the form of detailed viewing of

the document.

Viewing the document

1. The section "Document parameters" displays information about the document: date,
value date, posting date, number, amount and currency.

2. The section "Recipient" displays information about the recipient of the transfer:
IBAN, bank code, account, recipient code and name.

3. In the section "Payer" information about the payer is displayed: IBAN, bank code,
account, payer's code and name.

4, In the section "Details of payment" you can view the purpose of the payment.

[~} m [] b ‘

If necessary, you can print the document - the "Print" button.

3.3.9. Trading platform

To view trading rates and create requests for the currency purchase, sale or conversion
at the trading e rates, go to the Currency transactions menu item and select the "Trading
platform" tab.

On the form, you can:

1. View general information about the standard rates set by the bank. The data is
displayed in separate widgets. By default, widgets with currency pairs USD / UAH, EUR /
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UAH, EUR / USD are displayed. You can browse through the widgets using the o / © o

® buttons.
Unsigned (8) Purchase Sale Conversian Forward Paymenks (SWIFT) SWIFT advices Documents
EUR/UAH @  SEK/UAH &  USD/UAH &  CHF/UAH &
a % - % - % - % - - x
® 300508 37.0814 3.036 + + 26.9538 21825 290875 ©

Sale Purchase Sale Purchase Sale Purchaze |

PLN/UAH
HUF/UAH
CZK/UAH

I -

Create a request for currency purchase

Create a request for currency sale

Create a request for currency conversion

Switching to the form of creating a request h

2. View and set displaying for an individual currency pair:

e FEach widget displays the standard selling and buying rates (depending on the
customer's category) and the dynamics of rate changes (= - rate increase, = -
rate decrease). If the bank has not set standard rates for the selected currency
pair, the widget is displayed with empty rates.

e To hide the buy and/or sell rate, press the * button. To return to the course
display, press +.

e To remove the currency pair widget, tap .

3. Add a new widget with a currency pair. To do this, press the button.
Select the required pair from the list. Available for selection pairs are displayed in green
font. Currency pairs for which widgets have already been created are displayed in gray
font. The ability to track exchange rates does not depend on the availability of
corresponding foreign currency accounts. The list of available currency pairs is set up by
the bank.

4, Create a new currency request. To do this, click the button "Switching to the form of
creating a request”, in the displayed list, select the required operation:
e Create a request for currency purchase, see "Purchase currency requests".
e Create a request for currency sale, see "Sale currency requests".
e Create a request for currency conversion, see "Currency conversion".

3.3.10. Currency contracts

To view the information about your currency contract cards, select the menu item
Currency transactions /Currency contracts.
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Unsignec Pyrcnass Sae Conversien Forward Payments (SWIFT) SWIFT 3cvices Trading platform Currency contracts: | Documenzs

PAREX (TIANJIN) FURNITURE
TOB "A1 EN CI Tpeia” TRADE CO. LTD e

TIANJIN GOODWILL IMP, AND
TOB ") EN CI Tpeia” EXP. CO. LTD
110001 70300528

TOB "[1 EN CI Tpena"
509

DONGGUAN BEST FOISON

Z 1 N T CO.
TOB "A1 EA CI Tpeng” MROKEN 3SXP°R . TR SRR ST

Ml TOB "B+opo Bepitac
05.05.2021 1 856.20 Uso Ykpaina" s 2438m
GE37CF PRy

On the form with a list of documents, you can perform the following actions:
1. Select the data display period (by default - the current date). To do this, enter the date

manually or use the built-in calendar (the 2 button).

2. Select the "Export" or "Import" tabs to display currency contracts for export/import
agreements.

3. Display active and/or archived contracts by selecting the appropriate checkboxes above
the list of contracts.

4. Sort and filter documents in the list (see "Filtering, sorting, and updating data on list
forms"). In addition, you can view the list of contracts, filtering them by the status:

e New/active,

e Pending of payment or shipping,

e Limiting day is expiring (shown in orange in the list),

e Delay in payment or shipping (shown in red in the list),
e Decontrolled,

e Closed (account closing),

e Transferred to another bank.

5. Set the checkbox "Active" to display contracts in the states "New/active", "Pending of
payment or shipping"”, "Limiting day is expiring", "Delay in payment or shipping" and/or
the checkbox "Archived" to display contracts in the states "Decontrolled", "Closed

(account closing)", "Transferred to another bank".
Save the list of documents to a file (in .txt, .xls formats) - the "Export" button.

Go to the form with detailed information on the selected contract by clicking on the line
in the list.
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‘ Xomnx - ]
r:ug:gn:rm = R =
4 Currency contract s Q)
Zystam tma 11842023 1259 e | s
Coaration day: 2012201 office | 52:00
Client (resident)
Name TOB ‘I EN Cl Tpeirg

Account No (IBAN)

UA73300528CC000260!

Contract parameters
Mode Impart Document number 1018
Date 29122021 Expiration date 31.12.2021
Amount 1312.00 Currency usD © | e
Remaining balance by payments -387843.00 Remaining balance by deciarations/acts -248050.00
Oper. type Delivery of goods Contract state Pending for payment or shioping
Validity term Till date Contract state B npoyecce cornacosanus
Norrresident
Name (IBAN) DONGGUAN BEST FOISON IMPORT AND EXPORT CO. LTD
Account No (IBAN) 0091203 Country CHN @ 156
Address RCOM 315, B UNIT JINAC BUILDING, NO. 18 PR. CHINA
Non resident bank
Name DONGGUAN RURAL COMMERCIAL BANK CO.LTD.
BIC DGCCCN 22 Country CHN @ 156
Address Dysryans, Kntai
Non-resident bank account 00912039202
Correspondent bank
Exist Ves
Name DONGGUAN RURAL COMMERCIAL BANK CO_LTD.
BIC DGCC CN 22 Country CHN @ 156

Attached documents @

On the form for viewing detailed information on the currency contract, you can:

1. Add attached documents.

To switch to the expanded/compact view of the “Attached documents” section, use the

/@ buttons.

The Client field displays the name of the client to which the currency contract is linked.
Fill in the fields Branch, Operation type, Operation subtype by selecting a value from the

lists, add a file (the
without a signature.

Attached documents @)

Attached documents

Client TOE "AJ ENCl Tpedg" -

Branch Bigginexxn "MositpodnoTeske” 8 M. Kuis
Operation type EneKkTpOHHI KOHTDEKTH
Operation subtype OenoadTHHE TPEHL
Add afile

List of uploaded files

Comment

Signature 1

button), enter a comment. You can sign the document or save it

© 06O

report.pdf  (0.03MB) X

Signature 2
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After uploading a document, it can be viewed, edited, and signed in the Documents
Uploading section.

Note. The fields of the "Currency contract" form, except for the "Attached documents"
section, are available only for viewing and are not available for editing.

2. View the payment schedule.

On the "Currency Contract" form, click the "Payment schedule" button.
Ve R 2

< Payment schedule Becs o M
' el Ny | e | w0
- ST
Payment date £ Purchase amoume Payment order Ne Payment currency The limiting date of shipment & Uniooyersd amiunt ot thé.
06.07.2021 1856.02 8537124 usp 05.07.2022 18562
04.08.2021 18950 6444007 uso 03.08.202
5.11.2021 5432 9623715 uso 04112022 5343,

On the “Payment schedule” form, you can:

e Save the payment schedule under the currency contract to a file (in .txt, .xls
formats) - the "Export" button.

e Go to the form with detailed information on the selected payment by clicking on
the line in the list.

A | Xomux
[ eoprif-Tens
OTPAY_CS

{ Detailed information on the payment

Client {resident)

Non-resident PRIVATE ENTREPRENEUR SHMAGIN ALEXANDER
Contract No sC139/21 Contract date 05.05.202
Currency usD ® 840 Contract category mport

Pay. order number Payment date

Purchase amount 895.00 Payment currency usD /\C/ 40
— Limiting date of the product/service R
Declaration/act amount £95.00 03.08.2022
shipping
Pending amount
Deciaration/acts
Declaration/act date Declaration/act No Declaration/act amaunt Amount for psyment closing
30.07.2021 AxT 007/BTM/BV-2021 0 189500

3. View the shipping schedule.

On the "Currency Contract" form, click the "Shipping schedule™ button.
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‘ Xommk ==
T eoprikTens =
i i CTPAY_CS
'4 Shipping schedule < -
\ Syst 11.042023 7313 Risira || g
n day 212200 aan g
NE Declarations £ Sum € Unpaid amount Shipping date Currency code Contract currenoy Paid amount Limiting date 3

0000/9/111287 10088.00 0.00 22.01.2019 840 uso 10 088.00 -

9 768.20 0.00 840 uso 9768.:0 -
9424m 0.co 840 uso 942400 -
11 166.00 0.c0 840 uso 11 166.00 -
97020 0.c0 02.08.2019 840 uso 9 702.00 -
10320.00 000 12.11.2019 849 uso 10320.00 -

On the “Shipping schedule” form, you can:

e Save the shipping schedule under the currency contract to a file (in .txt, .xls
formats) - the "Export" button.

e Go to the form with detailed information on the selected declaration/act by
clicking on the line in the list.

T eoprideia ;R
4 Detailed information on the declaration/action g

" = =
)

Declaration No. 500170000/9/017928 Shipping date 02.08.2012
Amount 9702.00 Declaration currency 840 usD
Branch 300528 Veryfing at the bank

Amount paid in other banks

List

Number MCOIW.J85.90 Date 05.08.2019
Include in the log

C\, On creation date @ On modification date 11.10.2019
Amounts

Paid 9702.00 Not paid c.00

Debt

Name

Account (IBAN)

on the di jon/act
INE Payment date Purchase amount Amount for declaration closing
16.07.2019 67911 0
05.06.2019 2910.a 0

3.3.10.1. Creating a currency purchase order

On the Currency transactions/Currency contracts form, select the contract for which
you want to create a currency purchase order and click the “Purchase” button.

After that, an additional block with fields to be filled in will be opened on the form.
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Currency contract - .

Attached documentn .

n

Fill in the fields of the section as described below:

e Purchase currency - select the purchase currency from the drop-down list. By
default, the field is filled with the value of the contract currency.

e Amount - enter the amount required for the purchase. The amount you enter
may exceed the value stated in the Remaining balance by declarations/acts
field on the “Currency contract” form, in which case the system will remind you to
provide documents to the bank to increase the contract amount when signing the
request, but you will be able to create the request;

o« "Rate of the bank" (filled in by default) and "Max. rate of agreement" (when
selecting it, you will need to fill in the Rate field) radio buttons;

e Currency deposit account - select the required account from the list. If you
have only one account in the selected currency under monitoring, the number of
this account will be inserted into the field;

e Account for settlements in hryvnia - select the required account from the list
of your UAH accounts. If you have only one hryvnia account under monitoring, the
number of this account will be inserted into the field;

e Authorized person - enter the details of the authorized person;
e Contact phone number - enter the contact number of the authorized person;

e Other - the field contains the purchase reason. It can be filled in automatically
with the selected numbers of customs declaration and acts and their dates,
amounts, and currency entered by the user. You cannot edit the automatically
filled data, but you can add the necessary information;

e The checkboxes "Customs declaration (CD)", "Acts", "Prepayment" can be
enabled simultaneously. The "Prepayment" checkbox is set by default, and no
additional sections are displayed.

When the “Acts” checkbox is enabled, the list section is displayed. Select the acts, which
are bound to the contract, from the list and specify the amount to be deducted from the
amount of the currency exchange transaction (the Amount to be paid field).
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. Customs declaration (CD)

Listof acts (2
Act(l)
Act
Act number
Act currency
Amount 1o be paid
Acr(z) @
Act
Amount to be paid
Customs declaration (CD) fist
co(1)

Customs declaration (CD)

Create 3 purchase requisition

. Acts

Quantity of
documents: 4

. Prepayment

In the amount of
1000.00

. Add new act

Act date

,
o
3
(£

Act amount

840 Uso @

20000

47331 03.062011 | 150000 (%) [} Add new act

ast.0o

4733203062011 1200000 () L
CD in anather bank

11.09.2623

1 000.00

Using the “+" button, you can add an unlimited number of acts and fill in the amount for

them. You can delete the selected acts using the w button.

For import contracts you can add a new act that has not been submitted to the bank
by checking the “"Add new act” box. Enter the data for the new act to the Act number, Act
date, Act currency, Act amount and Amount to be paid.

If the "Customs declaration (CD)" box is checked, the customs declarations list
section is displayed. Select the CDs, which are bound to the contract, from the list (the list
displays the CD number, date, and unpaid amount) and specify the amount to be credited to
the CD from the amount of the currency exchange transaction (Amount field). Using the "+"
button, you can add an unlimited number of CDs and fill in the amount for them. You can

cancel the addition of the selected CD using the ) button.

L4 Currency contract

Othes

’ Customns declaration (CO)

Cuntoms declarstion (CD) list ()

co(1) ©

Customs declsration (CD)
Amount to be paid

co(2) &

Cusioms declasation (CD)
CO number

CO currency

Amount to be pasd

Prépayment and payment CO; 47332 dd 03.06.2011 - 20000 USD,

. Pregayment

[[] Acts

47332 102.06.2071 | 200000 (%) \
CO in another bank

200.00

Not selected v .

CD In another bank

CD dote
840 ISD @ CO amount
250.00 Transterred from the bank

— Kaprows

{ |
a2 Vs -
7012 207

Symbals left 190

Quantity of in the amount of:
tocumenta: 2 450.00

12.09.2023 m
1 000G 00
AT TIPABEKC EAHK Q,
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For import contracts you can add a customs declaration issued by another bank, which
is not in the drop-down list by checking the "CD in another bank" box. The system will
display a message:

WARNING!

If you click "Yes", the window will be closed and you will be able to fill in the CD
number, CD date, CD currency, CD amount, Amount to be paid, Transferred from
bank fields.

If you click "No", the system will display a message: "To submit the customs declaration,
which was filed to another bank, you should contact the manager of the bank ".

In the Quantity of documents and In the amount of fields, the number and amount
of selected acts and CDs are displayed, including the new acts and CDs added.

Once the above fields are filled in, the “Create a purchase requisition” button
becomes active, and the system will offer you to sign the purchase request or save it without
sighature.

Please note that currency purchase requests of this kind are not available for editing
from the list of purchase currency requests.

3.3.10.2. Creating a SWIFT payment

Select the contract for which you want to create a currency purchase order on the
Currency transactions/Currency contracts form, and click the “SWIFT"” button.

After that, an additional block with fields to be filled will be opened on the form.
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y aran
Currency contract ‘ '
;:.I:Y‘.' ‘.'y.'.' '

Attached documents ‘

Paymernt currency

@ Tobopol

OTF bank commission

Other banks commissions

Commission accouml

ar

Fill in the fields of the section as described below:

Payment currency - select the purchase currency from the drop-down list. The
field is filled with the value of the contract currency by default.

Amount - enter the required transfer amount. The amount you enter may exceed
the value stated in the Remaining balance by payments field on the “Currency
contract” form, in which case the system will remind you to provide documents to
the bank to increase the contract amount, but you will be able to create the
request;

OTP bank commission - set of radio buttons “To be paid by sender” (is filled
by default) and "To be paid by beneficiary";

Other banks commissions - set of radio buttons “To be paid by sender” (is
filled by default) and "To be paid by beneficiary";

Commission account - a field for selecting a commission account (the list is
filtered by counteragent);

"Customs declaration (CD)", "Acts", "Prepayment" - checkboxes can be
enabled simultaneously. The "Prepayment" box is checked by default, and no
additional sections are displayed.

When the “Acts” box is checked, the list section is displayed. Select the acts, which are
bound to the contract, from the list and specify the amount to be deducted from the amount of
the currency exchange transaction (the Amount to be paid field).
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a eclaration (CD ‘ '

List of scty

docurnenta: 3 500.00

Act(l) W
Act{2)y B

Customs declaration (CD) list (1)

co(1y M

Using the “+" button, you can add an unlimited number of acts and fill in the amount for

each. You can delete the selected acts using the I button.

For import contracts you can add a new act that has not been submitted to the bank,
by checking the "Add new act” box. Enter the data on the new act to the Act number, Act
date, Act currency, Act amount and Amount to be paid.

1 0.00

List of pcty

Act()

£l

If the "Customs declaration (CD)" box is checked, the customs declarations list
section is displayed. Select the CDs, which are bound to the contract, from the list (the list
displays the CD number, date, and unpaid amount) and specify the amount to be credited by
the CD from the amount of the currency exchange transaction (Amount field).

You can add an unlimited number of CDs - use the "+" button, and fill in the amount for

each. You can cancel the addition of the selected CD using the w button.

Custams declaration (CO) et (&

Ir )
2 200,00

o) W

o2 W

For import contracts you can add a customs declaration issued by another bank, which

is not in the drop-down list by checking the "CD in another bank" box. The system will
display a message:
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WARNING!

If you click "Yes", the window will be closed and you will be able to fill in the CD
number, CD date, CD currency, CD amount, Amount to be paid, Transferred from the
bank fields.

Cuastoms declaration (CD) lest

co(ly =

El

If you click "No", the system will display a message: "To submit the customs declaration,
which was filed to another bank, you should contact the manager of the bank".

In the Quantity of documents and In the amount of fields, the number and amount
of selected acts and CDs are displayed, including the new acts and CDs added.

« Payment purpose - the field is automatically filled with the following data: <type
of payment> BY CNTR DD <contract date> NO. <contract number> (data is
received from the currency payment card). The automatically filled text is not
available for editing.

At the same time, if the contract number contains at least one of the characters
that are NOT included in the list of allowed ones, the system displays a message
indicating the incorrect characters and offering to edit the contract number, which
in this case will be available for editing.

After filling in the above fields, the "Create payment SWIFT" button becomes active,
and after clicking it, the system:

e generates a SWIFT payment, according to the data from the "Currency contract
card" form and the data entered by user;

o offers the user to sign the SWIFT payment or save the SWIFT payment without
sighature.

After saving or signing a SWIFT payment, the system displays a message on successfully
generated SWIFT payment, upon closing which the list of currency contract cards will be
displayed.

3.3.10.3. Creating a currency purchase order and a SWIFT payment

On the Currency transactions/Currency contracts form, select the contract for which
you want to create a purchase order and SWIFT payment and click the “Purchase+SWIFT"”
button.

After that, an additional block with fields to be filled in will open on the form.
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820 usD ® Purchase amount 1000.00

MeTperko

0505005030

(cD O Acts 4 Prepayment Quant

T currency 840 UsD ® Payment amount

OTP bank commission
@ Tobe paid by sender (O Tobe paid by beneficiary
Other banks commissions

@ To be paid by sender (O Tobe paid by beneficiary

Commission account

Fill in the fields of the currency purchase section as described below:

e Purchase currency - select the purchase currency from the drop-down list. By
default, the field is filled with the value of the contract currency.

e Purchase amount - enter the amount required for the purchase. The amount
you enter may exceed the value stated in the Remaining balance by
declarations/acts field on the “Currency contract” form, in which case the
system will remind you to provide documents to the bank to increase the contract
amount when signing the request, but you will be able to create the request.

e Select the type of rate by setting one of the radio buttons: “Rate of the bank”
(filled in by default) or "Max rate of aggreement” (when selecting it, fill in the
Rate field).

e Currency deposit account - select the required account from the list. If you
have only one account in the selected currency under monitoring, the number of
this account will be inserted into the field.

e Account for settlements in hryvnia - select the required account from the list
of your UAH accounts. If you have only one hryvnia account under monitoring, the
number of this account will be inserted into the field.

e Authorized person - enter the details of the authorized person.
¢ Contact phone number - enter the contact number of the authorized person;

e Other - the field contains the purchase reason. It can be filled in automatically
with the selected numbers of customs declaration and acts and their dates,
amounts, and currency entered by the user. You cannot edit the automatically
filled data, but you can add the necessary information.

e The checkboxes "Customs declaration (CD)", "Acts", "Prepayment"” can be
enabled simultaneously. The "Prepayment" checkbox is set by default, and no
additional sections are displayed.
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When the “Acts” checkbox is enabled, the list section is displayed. Select the acts, which
are bound to the contract, from the list and specify the amount to be deducted from the
amount of the currency exchange transaction (the Amount to be paid field).

Using the “+" button, you can add an unlimited number of acts and fill in the amount for

them. You can delete the selected acts using the I button.

For import contracts you can add a new act that has not been submitted to the bank
by checking the “"Add new act” box. Enter the data for the new act to the Act number, Act
date, Act currency, Act amount and Amount to be paid.

If the "Customs declaration (CD)" box is checked, the customs declarations list
section is displayed. Select the CDs, which are bound to the contract, from the list (the list
displays the CD number, date, and unpaid amount) and specify the amount to be credited to
the CD from the amount of the currency exchange transaction (Amount field). Using the "+"
button, you can add an unlimited number of CDs and fill in the amount for them. You can

cancel the addition of the selected CD using the w button.

Fill in the fields of the SWIFT section as described below:

e Payment currency - select the purchase currency from the drop-down list. The
field is filled with the value of the contract currency by default.

e Payment amount - enter the required transfer amount. The amount you enter
may exceed the value stated in the Remaining balance by payments field on
the “Currency contract” form, in which case the system will remind you to provide
documents to the bank to increase the contract amount, but you will be able to
create the request.

e OTP bank commission - set of radio buttons “"To be paid by sender” (is filled
by default) and "To be paid by beneficiary”.

e Other banks commissions - set of radio buttons “To be paid by sender” (is
filled by default) and "To be paid by beneficiary".

o Commission account - a field for selecting a commission account (the list is
filtered by counteragent).

« Payment purpose - the field is automatically filled with the following data: <type
of payment> BY CNTR DD <contract date> NO. <contract number> (data is
received from the currency payment card). The automatically filled text is not
available for editing.

At the same time, if the contract number contains at least one of the characters
that are NOT included in the list of allowed ones, the system displays a message
indicating the incorrect characters and offering to edit the contract number, which
in this case will be available for editing.

After filling in the above fields, the "Create purchace order and SWIFT payment "
button becomes active, and after clicking it, the system:

e Generates a purchase order and a SWIFT payment, according to the data from the
"Currency contract card" form and the data entered by user/

o Offers the user to sign the order and SWIFT payment or save them without
sighature.

After saving or signing an order and a SWIFT payment, the system displays a message
on successfully generated documents, upon closing which the list of currency contract cards
will be displayed.
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3.3.10.4. Creating an order for currency sale

On the Currency transactions/Currency contracts form, select the contract for which
you want to create a currency purchase order and click the “Sell” button.

After that, an additional block with fields to be filled in will be opened on the form.

) Amount 1000.00

ward agreement

Fill in the fields of the section as described below:

e Sale currency - select the sale currency from the drop-down list. By default, the
field is filled with the value of the contract currency.

e Amount - enter the amount required for the sale. The amount you enter may
exceed the value stated in the Remaining balance by declarations/acts field
on the “Currency contract” form, in which case the system will remind you to
provide documents to the bank to increase the contract amount when signing the
request, but you will be able to create the request.

e Select the selling rate using the radio buttons “Rate of the bank” (filled in by
default) and “"Maximum sale rate” (when selecting it, you need to fill in the
Rate field).

¢ Currency debit account - select the required account from the list. If you have
only one account in the selected currency on monitoring, the number of this
account will be inserted into the field.

¢ Account for settlements in hryvnia - select the required account from the list
of your UAH accounts. If you have only one hryvnia account under monitoring, the
number of this account will be inserted into the field.

¢ Purpose of currency sale - select the reason for currency sale from the drop-
down list.

e If you need to sell under a Forward and/or SWAP agreement, select the
appropriate checkboxes.

e Authorized person - enter the details of the authorized person.
e Contact number - enter the contact nhumber of the authorized person.

After filling in the above fields, the “Create a sale requestion” button becomes active,
after clicking which the system will offer you to sign the order or save it without signature.

Please note that currency sale requests of this kind are not available for editing from
the list of sale currency requests.

3.4.Salary

In the system you can view data about companies, employees, employee accounts,
check the processing status and sign payrolls.

To work with payrolls, employee applications or salary projects select the Salary menu
item on the main page:

Page 91 of 147



User manual OTPAY system

3.4.1. Payrolls

The system allows you to view, sign, create and import payroll. To view the list of
payrolls, select the Salary/Payrolls menu item - and the list of all created payrolls will be
displayed.

Displaying the number of signatures

Please note: on all tabs of the section, information on the number of signatures applied
to the document is visually displayed (the upper indicator corresponds to the first signature,
the lower indicator corresponds to the second):

» Gray - there is no signature of the corresponding level;
» Green - 1st signature applied;
» Yellow - 2nd signature applied;

» Blue - the 3rd signature has been applied (if the user has been granted the right to
work with the third signature).

When hovering over the indicator area, a hover with information about signers will be
displayed.

Setting display period

Please note: in the Payrolls section on the "All payrolls” tab in the field For the period
"from" to " the current date is displayed by default.

After the user sets a different period/date on this tab, the system will display it during
the session for this tab. The same period will be set in the form of a detailed view of the
document, as well as after selecting the operations of import, signing, copying.

pvj{“'r’:\’és ‘

CREATE A PAYROLL
Pay s ot F
Mo 28 04 ¢ B ‘ r3

i

On the form with the list of payrolls you can do the following:

e View the list of unsigned payrolls and sign documents on the "Unsigned" tab
(see “Documents signing”).
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Select the data display period (by default - the current date). To do this, enter the

dates manually or use the built-in calendar (button ).

Sort and filter documents in the list (see “Filtering, sorting, and updating data on
list forms™).

Go to the form with detailed information on the selected document, where,
depending on the status of the document, you can: save the document after
making changes (the "Save" button), copy to a new form (the "Copy" button),
print (the "Print" button) or sign (see “"Documents signing”).

Import payroll - the "Import" button (see description below).

Sign the required payroll. Click the button or mark the unsigned payroll/
payrolls using the checkboxes, click the "Sign" button (see “Documents signing”).

Copy the required document using the button . This will display the form for
creating a new payroll in edit mode with data that was filled in automatically from
the copied payroll.

Delete payroll/payrolls. To do this, select the payroll/payrolls using the
checkboxes, click the "Remove" button.

Print one payroll. To do this, select the payroll using the checkbox, click the
"Print" button.

For documents in the "Rejected" status, the icon is displayed, when you hover
over this icon you can see the reason for the rejection of the payroll.

For payrolls selected with the checkboxes, their number and total amount are displayed
both on the "All payrolls" tab and on the "Unsigneted" tab.

Each line of the list is a link by which you can go to the form for detailed viewing or
editing of the document, depending on its status and type.

3.4.1.1.New payroll creating

To create a new payroll, click the "Create payroll" button at the top of the form, a new
"Payroll" form will open.

Enterprise

Payroll parametars

Accruea

@
) B

Tab "Payroll”

In the “Enterprise” section, do the following:
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Enterprise

In the Enterprise field, select from the drop-down list the user's enterprise
serviced by salary projects. If the user has one company, it will be automatically
filled into the field.

In the Salary project field, select the salary project of the selected enterprise
from the drop-down list. The list of projects becomes available after selecting an
enterprise. If a value has been changed in the Enterprise field, the Salary
project field is cleared.

Select the payer account for the selected payroll project. If the account is one, it
will be automatically placed in the field.

If the payer's account with mask 2604 is specified, the Commission account
field will be displayed. Select the commission account from the drop-down list.

Set the "Another bank account" flag if the funds will be transferred from an
account in another bank. The checkbox becomes available after choosing a salary
project. If the checkbox "Another bank account" is checked, the Payer
account field is cleared, and the following fields are opened:

o Payment order number - in this field you can specify the number
of the payment order sent by the client from another bank to account 2924 as
a cover for the payroll (maximum 10 characters). This field is optional.

o Payment order date - in the field you specify the date of the
payment order sent by the client from another bank to account 2924 as cover
for the payroll (format DD.MM.YYYY). This field is optional.

Enterprise

Enterprise ] Broy paina | MignpueMcTBO 3 iHO3eMHUMY iHBECTUL qs(@

Payer account

Another bank account %)

Payment instruction

number ®
@®

1. In the section "Payroll parameters":

The Payroll Number field is filled in automatically after selecting the enterprise
and account. The field is available for editing. Available characters for this field
are: uppercase and lowercase Latin and Cyrillic letters, letters of the Ukrainian
alphabet SLICh as \\i, I’ 'I', T, T’ e, €II, digitS, "0/0", II\", "/“, |I_I|, Il?ll, II:II, ll;ll, n II, n Il,
ll\[ll’ |l\]|l’ ll!ll, II<II, Il>ll, ll.ll, ll,ll, lllll, ||+|I, n II’ n II’II/\II, llNll, I|‘||, ||*ll, llllll, "NQ", Il#ll,
"$", "M, "=", "@", space, unbroken space, line break, carriage return.

The Date field is filled in automatically with the date of the current operating day
of the bank. The field is available for editing. To make changes, enter the date

manually or select it using the built-in calendar (button ). The date of the
document cannot be less than the date of the current operating day of the bank.

In the Value date field, you can specify the date manually or select it using the
built-in calendar (button ] ). The value date cannot be less than the payroll
date.

In the Accrual type field, select a value from the drop-down list.

Enter a payment purtouse (mandatory, maximum 180 characters).

The "Accruals" tab
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After filling out the "Payroll" tab, the "Accruals" tab will be available.

XoMAK Teeed [
5 " eopri-Tesa o
< Payroll @ OTPAY.CS J—‘e 0

Education Private
Video System time: 21.05.2024 1715 office 1:00:00
Operation day: 28122020

Payroll Tax payment documents
Add accruals to accounts in OTP Bank Add accruals to accounts in other banks
Accrued OTP Other Quantit: Other 1
Total / ' 2000.00 / 0.00 / 2 000.00 Y Total / OTP Bank / 3/2/
an
Employee $ Taxpayer number & Account s Amount $
UA 36 300528
- L ; e -
5ape Nasno BaneHTuHosMY 332¢ 000000026203 0.ca UAH
i s UA 03 300528 E
wnik@ Onexcangp Ceprifosuy 277 0000000262031 O.coUAH
A 97 305749
MeTperko MeTpo MeTposuy 1234567890 A 3091t 2 000.00 UAH

0000002600530

B N T

On the tab, you can create a list of accruals for the salary project both to employees'
accounts in your own bank (the "Add accruals to accounts in OTP bank" button) and in
another bank (the "Add accruals to accounts in other banks" button), see below.

You can delete (the button) and edit accruals (depending on the status).

The list of accruals shows the amount and number of accruals - total, to OTP bank
accounts, to accounts of other banks.

Each line in the list of accruals is a link that opens a form with detailed information on
the selected accruals.

To add a new accrual to accounts in OTP Bank, do the following:
e Click the ""Add accruals to accounts in OTP bank" button. The new form will
display a list of employees according to the selected payroll parameters.

e If necessary, sort and filter the records in the list (see "Filtering, sorting, and
updating data on list forms")

e Use the checkboxes to select the employees for whom you want to make
payments. Or enable the general checkbox to select all records.

e Click the "Select" button, confirm the action.
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¥ B o

4 Accruals to accounts in OTP Bank
Education Private
Video System time: 21.05.202417:12 office 59:58
Operation day. 28122021
Page 1 @ > D3O
Beneficiary name v Beneficiary code $ Account $
O
(] » Oner B'auecnasosuu 3127 UA2930052800000002620; @
3pe Masno BaneHTuHoBMY 332¢ UA3630052800000002620: @
<a Onexcanap Cepriftosiny 2771 UA03300528000000026203 @
o Enable the general checkbox to
s Cepriv Bonoau OB 58117 AG630052800 0262
8 Ceprivt Bonogumuposuy select records to create accruals 28117 UA9630052800000002621 @

The selected employees will be displayed in the general list on the "Accruals" tab, see

above. Select an accrual to the OTP bank account from the list to edit it and set the amount of
the accrual.

ACCRUAL FOR PAYROLL X
Employee . polaenc BaneHTWHOBMWY @
Taxpayer number 332070 @
Employee account UA 36 300528 00000002620C . . _ .. 300528 946943 TOB "HOrMAPIHC... @
Amount | 3 Gﬂd ‘ !
|
— o |

To save the accrual, click the "Save" button.
To create a new accrual, click the "Create new" button.

To return to the list of accruals form, click the "Cancel" button.

To add a new accrual to accounts in other banks, do the following:

e Click the "Add accruals to accounts in other banks" button.

e In the new form, click the button.

e In the line, enter the employee's surname, name, patronymic, tax ID number (if
you do not have an ID number, enter the number of your Ukrainian passport/ID
card), account number in another bank (in IBAN format), and the amount of the
accrual.
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e If necessary, edit the record, add a new record (button ), and delete the

record (select it using the checkbox and click the button @ ).
e Select all the records in the list using the checkboxes or enable the general

checkbox.
e Click the “Select” button and confirm the action.
. l)iou'nx E‘[ @
T =

¢ Accruals to accounts in other @ e oy & O

b an kS Education Private

Video System time 21.05.2024 1715 office | 1:00:00
Operation day: 28.12.2021
®
Last name First name Patronymic ID. number o Employee account Amount

Metpesxo MeTpo MeTposuy 1234567890 UA 97 305749 000000260053002 2000.00 @

The entered accruals will be displayed in the general list on the “Accruals” tab, see
above. If necessary, select an accrual from the list to edit it.

ACCRUAL FOR PAYROLL X
Last name MeTpeHko
First name Metpo
Patronymic MeTpoEwny
Tax ID (passport / 1D card if 1234567890
no tax ID)
Employee account UA9Y3057490000002600530
Amount 2000.00

To save the accrual, click the "Save" button.
To create a new accrual, click the "Create new" button.

To return to the list of accruals form, click the "Cancel" button.

Note. The following fields are displayed for created payroll:
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e Amount of performed accruals: displays the amount of accruals successfully
completed in the bank system for salary payrolls in the statuses "Approved" and

"Partially approved".

e Status: status of accrual. The status value is displayed after the payroll has been
saved and updated during processing.

e Payroll status: the status value is displayed after the payroll has been saved and
is updated while the payroll is being processed.

3.4.1.2.Payroll import

To import a payroll, click on the "Import" button at the bottom of the payroll list form.
You can import the payroll in three formats: .xml, .dbf, .xls.

Please note: when importing salary statements, various options for the system's
behavior are provided, which depend on the settings set in the bank:

Customization options for
client locations

Description

1. If it is impossible to download part of the accruals or if the amount in the payroll header
does not coincide with the total amount of accruals

Option 1

Partial import takes place: only accruals without errors are
imported, and incorrect accruals are saved in a text protocol.

In this case, the user can view the error log and, if necessary, make
corrections and import the corrected accruals as a new payroll.

If the amount in the head of the payroll does not match with the
amount of imported correct accruals, the system will automatically
correct the amount in the header.

Option 2

The payroll is not fully imported with a message that it contains
errors.

In this case, the user can make corrections and re-import the
payroll.

2. If the payroll contains both

card and non-card accounts

Option 1 The user can import payroll, which includes accrual accounts, card
and current accounts.
Option 2 If the imported payroll includes accruals to current accounts, the

system issues a warning message to the user and further behavior
depends on the bank's settings.

3. When importing a statement for enterprises that do not have accounts

Option 1 For an enterprise that is monitored by a client and for which the
user does not have rights to any of its accounts, the user can import
a payroll, but only from an account in another bank.

Option 2 The user can import payroll only for the enterprise that is monitored
by the client and for which the user has rights to its accounts.

4. Depending on the availability of the salary card project and enterprises to the user

Option 1

If the user does not have the right to any of the client's current
account, then he can import payroll for all salary card projects of
enterprises that are monitored by the client, but only from an
account in another bank.
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If the user has the right to at least one current account of the client
(if the current account is specified), then he can import the payroll
for salary card project of enterprises, if he has the right to the
current account of this salary card project

If the user has the right to at least one current account of the client
(if the current account is not specified), then he can import the
payroll in the national currency of the enterprise of this salary card
project.

Option 2

The user can import payroll only for those salary card projects of
enterprises that are monitored by the client, and the user has rights
to accounts of these enterprises.

Note. If the payer account with mask 2604 is specified in the import file, the commission
account must be specified (see the description of the import and export files in a separate

document).

3.4.2. Employee applications

On the form with a list of employee applications, you can perform the following actions:

1. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list
forms”).
2. Go to the form with detailed information about the selected employee.
9)
Page 1@l D
Lastname 5 First name & Code & Passport < Birth date & Status
All data @
' Onbra BacunisHa 3294 HE4¢ 16.03.1950
[ Mukona IBaHOBUY 299 EA4T 16.12.1981
ANIHA MUKONAIBHA 332 M9 02.01.1991
BITAMIM MUKONAMOBUY 277 CH6 09.12.1975
i CEPTIN ONEKCAHAPOBKY 250 EABT 28.06.1968
BNAOVCIIAB BAJIEPINOBMY 331 EB17 16.10.1990
BIKTOP BOMOAVMMUPOBIY 267 EB 1T 06.03.1973
ONEHA AHATOTIBHA 275! EAB 10.06.1975
JNeoHig JecHinoeuy 275¢ CTS( 23.06.1975

In order to view the application for a specific employee, select the required line in the list
- a form with detailed information will be displayed. The form is available for viewing only.
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{ Employee application

Pomas
Bapsukos
OTPAYRB1

Employee information

Last name Mockan First name = : Patronymic Ear
Client name transliteration Code 3071¢€
Sex : male . female

Address Contacts Enterprises
Birth date 07.02.1984 Place of birth MicTo YepKack Citizenship Yxpaina
Passport HE715794 Date of issue Country of residence Yxpaira
Place of issue Residency ‘:

Country Yxpaita Postal code 18029 Oblast 23
District Place micTo Yepkacu Street Byn. Ceg
House number Apartment
Address nicto Yepkacs syn. CegosaSo

Passport data Address Contacts Enterprises
Home phone 38067 Business phone

Mobile phone

Email of employee

Passport data Address Contacts
Enterprise Salary project Branch Pers. No Details Date of hire Date of leaving
TTPAT "HOBi S i Ml 1698952 | SP/012/000061/18 300528 16.05.2018
1atus: Proc
Items description
Item Description

Section "Employee information”

Last name

First name

Patronymic

The fields display the name of the employee

Client name transliteration

The field displays transliterated first and last name of the
employee

Code

The field displays employee identification code

Sex

The field displays the sex of the employee.
Values: "male" / "female"

Tab "Passport data"

Birth date

The field displays employee's date of birth

Place of birth

The field displays employee's place of birth

Citizenship

The field displays name of the employee's country of citizenship

Passport

The field displays employee document data (series and number)

Date of issue

The field displays date of issue of the document to the employee

Place of issue

The field displays place of issue of the document to the employee
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Country of residence

The field displays name of the employee's country of residence

Checkbox "Residency"

An option shows that the employee is a resident

Tab "Address"

Country

Postal code

Region

Oblast (District)

Place

Street

House number

Apartment

The fields display employee address

Address

The field displays full address of the employee

Tab "Contacts"

Home phone

Business phone

Mobile phone

The fields display employee phone numbers

Email of employee

The field displays employee email address

Tab "Enterprises”

Enterprise

Employee salary project name

Salary project

Name of the employee's enterprise salary project

Branch Bank branch code (MFO) in which the company is incorporated

Pers. No Employee's personnel number

Details Detailed information about the employee's relationship with the
salary project of the enterprise (for example, position)

Date of hire Date of admission (binding) of the employee to the salary project

of the enterprise

Date of leaving

Date of dismissal (unbinding) of the employee from the salary
project of the enterprise

Status

Application processing status in the bank system

3.4.3. Salary projects

On the "Salary projects" form you can view the list of enterprises and their salary

projects.

If necessary, you can sort the data in the list (see “Filtering, sorting, and updating data

on list forms”).
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{ Salary projects

Page 1 > D of 2463

Enterprise code B Name of the company
(-] 38398% TOB "©PEL
° 38370 TOB'TTE
8 Show closed salary projects
SP/600/004346/17 31.10.2017
SP/600/002529/16 12.07.2016
(] 38783 TOB'T®

SP/600/004346/17

SP/600/002529/16

If you want to see the salary projects in the "Closed" status, check the "Show closed

salary projects" checkbox.

To view detailed information, click on the line with the salary project you need.

{ Salary project employees

Enterprise data

Enterprise code 38370567
Contract number SP/600/004346/17

Enterprise employees

Enterprise

Employee $ Taxpayer number $ Account number £
2a UA 3530
L 338 0000000
ac UA3230
Kar 3571 = :
e N 0000000
224 UA 89 30
Ko 334 0000000
Kot - UA 58 30
044
Tpwie T 204 0000000
Saya 208 UAS_XSO
Bor® 0000000:
Hix - i UA 07 30
Bix L 0000000;

Contract date

Account state

All data

Open

Open

Open

Open

Open

Open

TOBAPUCTBO
2017
Date of hire v
©
12.09.2019
09.09.2019
09.09.2019

Date of leaving

a

mark
O
O
O
O
O
O

The "Salary project employees" form displays detailed data on the selected salary
project and a list of employees with accounts linked to this salary project.

Items description

Item

Description

Section "Enterprise data"

Enterprise code

Enterprise USREOU code

Date of the salary project agreement

Enterprise

Enterprise name

Contract number

Contract number of the salary project

Contract date

Contract date of the salary project

Section "Enterprise employees"
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(the list displays employees associated with the selected salary project)

Employee

Last name, first name and patronymic of employee

Taxpayer number

Employee taxpayer number

Account number

Employee account binded to the selected salary project

Account state

Employee account state:

Reserve - the account is reserved
Open - the account is open

Closed - the account is closed
Limited - the account is limited
Account arrested - account arrested

Blocked by the decision of the State Tax Inspectorate - the
account was blocked by the decision of the State Tax
Inspectorate (debit blocking, except for budget payments)

Unauthorized - the account is not yet authorized
Full blocking - the account is completely blocked
Debit blocking - the account is blocked by debit

Blocked by decision ... - account blocked by decision ... (debit
blocking)

Inactive - the account is not active (debit blocking)

Not registered in the State Tax Inspectorate - the account is
not registered with the State Tax Inspectorate (debit blocking)

Transit account - the account is in transit

Date of hire

Employee hiring date (date of binding to the selected salary
project)

Date of leaving

Date of employee dismissal (date of unbinding from the selected
salary project)

Dismissal mark

Sign of dismissal of an employee (the checkbox is checked if the
employee is dismissed)

You can also save data on

employees' accounts to .dbf or .csv file format (click the

"Export" button, select the file format, click the "Export" button to upload data, or "Cancel"

to cancel the action).
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EXPORT TO A FILE

DBF format
DBF format

CSV format
CAFUKI CANLEL

3.5.Statement and account balances
3.5.1. Account statement

In the Statement section of the menu, you can request the generation of an account
statement. To do this, follow these steps:

1. Select the period for generating the statement: for the previous working day or for
the period. To select the statement period, enter the dates in the field from ... to ...
manually or use the built-in calendar (button ).

2. Set the type of movements that will be displayed in the statement by switching the
appropriate tab: "All payments", "Debit", "Credit".

3. Set the type of accounts you want to display by switching the appropriate tab: "All",
"National currency”, "Foreign currency".

4. Mark the account (list of accounts) to build the statement using the symbol .

5. Please note: you can select no more than 100 accounts to build a statement.
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6. In the "Statement parameters" section mark the required parameters using the

vy
symbol .

Statement parameters

Parameter Description
Descending dates Mark the checkbox if you need to get a statement with descending sort
documents

Sort by the posting Mark the checkbox if you want data in a statement to be sorted by the date of

date document posting in a descending order
Send to another e- If you need to send the statement to an e-mail different from the one
mail specified in the user settings, set this parameter, and in the field that

appears, enter the required e-mail address

Separate digits Mark the checkbox if you want document amounts to be shown with a
separator (1 000 000 instead of 1000000)

Fees in one line Mark the checkbox if you want documents for specified conditions to be
displayed in one line

Show revaluation Mark the checkbox if you want to get not only values of revaluation but also
non-operating rate difference in a statement

7. To display the statement on the monitor screen and further print it, click on the
"View and print" button.

8. To save the statement to a file click the "Export" button. In the form that opens,
select the file format from the drop-down list:

» Microsoft Excel (.xls);

o Text file (.iBank2) (Excel .csv);
o Text file (.txt);

o Text file (.xml);

« Database file (.dbf);

o Database file (.dbf) alternative (available only when "All payments” and "Foreign
currency" tabs are active);

e Camt.053 (.xml) - select only national currency accounts and turn off the statements
options (the availability of the format is regulated by the settings in the bank).

Click the "Export" button to confirm the action ("Cancel" - to cancel the action).

STATEMENT EXPORT

File type Microsoft Excel file (.xls) @

9. To send the statement to the e-mail specified in your account, or to the address
specified in the Send to another e-mail field, click the "Send on e-mail" button.
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O = A =
Statement generation '\'J L=s -

— =
: Fore v g By cate m

Fal e previows wurking Gy ° TROM [ 9 0 t pag i 41" v

oese e
w e coreees

Selection of accounts for statement { § accounts selected)

Enterprive = Actount number

& { { | Currency Balance
O ™
L ' Y™
O TO8 ExlyenTa K [~}

(I (ZX0
[v] 73m
2 | 1008
j' MPST CX Yratepcaonras °

!: -[x:: .: 3“:;;-:‘: Cepria °

Statement parameters

Descencing cates . Separale Sigits .

Sort by the penting dete . Fows ingee e .

Sengd on anotrer o mp

3.5.2. Account balances

In the menu section Statement and Account Balances/Account Balances, you can
view the balances on current accounts and the last movement of funds.

Ir""p' (S E el

Y lass . 280

Balances on accounts : Prinate .
. ==

For the currert working B dote

Cover. =g - . Caurtetage &
Cote & B Curescy & . e Detst § Cedt & Cutrevt Dalarey ® Last wctinty @ Couverage~ § . ©  Avoscny
e ance <
o m siicers (@)
08
12 At 02436 0 X & 44T ¥ (N2 O
2o
00
1 029 AN ooom 000 0.00 .00 1223200 e 20 Pasitive
A0
08 -
7w ¥ 000 ( 0% 4 1 o 39 1.
2 a Papp—. a0 s on - AT B -
12 \ Ak 0D0m 0.00 0.00 (oh €022 e (1028 -

Using the radio buttons, select the date for reflecting the balances (for the current
working day, for the previous working day) or specify your own date By date or display period
From... to... using the built-in calendar (button ). Click on the "Apply" button.

The list will display data for the specified date/period.
In order to go to the form with detailed information, click on the required line:
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b ‘ s

Counteragent Espone

Counteragent ID 31813 A% Currency UAH

IBAN UA 69 300528 pesassd aTaas 9aes

Account opening date 06.04.2004 Current date 19.01.2021

Date of last account activity 12.03.2020

Current balance 3 000 200.00() Opening balance 3 000 000.00()
Debit turnovers 0.00 Credit turnovers 200.00

Planned balance 30

000 200.00
By account debit 0.00 By account credit 0.00
Available balance 3 000 000.00 Overdraft limit
Unused overdraft limit 0.00 Account restrictions 0
Unsent payment orders 0.00

3.6.Documents uploading

In this section of the menu, you can upload files of necessary documents (for example,
copies of contracts, invoices, etc.), view them, sign and send them to the bank's storage.

List of uploaded documents

WPLOAD DOCUMENT
O
v a2 o -
T wa waran v - . weer iree
<) ] 9 ® g
P Hrmg o Lishad b= § rogventy Q
.- Azozar >
8 T ol o = samn
DA
o T

08 TEPGEL. TPERINS £ ae " Linkad t2 1 recuests

Displaying the number of signatures

Please note: on all tabs of the section, information on the number of signatures applied to the

document is visually displayed (the upper indicator corresponds to the first signature, the
lower indicator corresponds to the second):

» Gray - there is no signature of the corresponding level;
» Green - 1st signature applied;
» Yellow - 2nd signature applied;

e Blue - the 3rd signature has been applied (if the user has been granted the right to
work with the third signature).
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When hovering over the indicator area, a hover with information about signers will be
displayed.

Setting display period

Please note: in the Document upload section on the "All documents" tab in the field For
the period "from" to " the current date is displayed by default.

If the user sets a different period/date on this tab, the system will display it during the current
session.

3.6.1. List of uploaded documents
On a form with a list of your requests, you can do the following:

1. Select the data display period (by default - the period from the date of the previous
ODB to the date of the current ODB). To do this, enter dates manually or use the built-in

calendar (the button).

2. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list
forms”).

3. Upload a new document (see "Loading a nhew document").

4, Go to the form with detailed information on the selected document, where,

depending on the status of the document, you can do the following: save the documents
after editing it (the "Save" button), sign (see “"Documents signing”) or remove the
document (the "Remove" button).

mest stabe: Altached Bunch 1D 652081

5. On the form with detailed information, you can view the current status of the
document, date of upload, document number, client name, branch, type and subtype of
the operation; view the comment and the link between the document and the orders
("Linked to requests"). For a detailed description of the form fields, see the section
"Loading a new document".

6. For documents with the "Attached" status, sign the required document by clicking
the button (see "Documents signing").
7. For documents in the "Attached" status, sign one or several documents by checking

the boxes next to the required documents and clicking on the "Sign a document"
button.

8. For documents in the "Attached" status and in the "Not linked" link, delete one or

. . ¥4
more documents by marking the checkboxes next to the required documents . and
clicking on the "Delete a document" button.
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9. For documents in the "Linked to N orders" linking, you can view the linked orders to
which this document was attached. To do this, click on the button ("Expand").
i R W s G i:?m:neme MpAT "Hos - Linked to 1 ° —

requests

Reguest type Document number Document date

Reguest for currency purchase 31 Switch 1o the order

To go to the detailed form for viewing the order to which the document is attached, click
on the "Switch to the order" link.
You can collapse the section with detailed information about document links by clicking
on ° ("Minimize").
10. Depending on the subtype of the operation, the uploaded document may be included

in a bunch. In this case, the bunch ID will be displayed at the top of the form with
detailed information. The bunch number is a link to the list of all uploaded documents

contained in the bunch.

11. For documents with the "Rejected" status, the icon is displayed, when you hover
over which you can see the reason for the rejection of the document.

3.6.2. Unsighed documents
To go to the list of documents requiring signing, select the "Unsigned" tab.
On the "Unsigned" tab, you can do the following:

e Select the data display period (by default - the period from the date of the
previous ODB to the date of the current ODB). To do this, enter dates manually or

use the built-in calendar (the button). The specified period should not exceed
30 days, including the current day.

e Sort and filter documents in the list (see “Filtering, sorting, and updating data on
list forms”).

e Go to the form with detailed information on the selected document, where,
depending on the status of the document, you can do the following: save the
document after editing it (the "Save" button), sign (see “Documents signing”) or
remove it (the "Remove" button).

e Sign the required document by clicking on the button (see “Documents
signing”).

h
e Sign one or more documents by checking the appropriate boxes . and clicking
on the "Sign" button.

A
¢ Remove one or more documents by checking the corresponding boxes . and
clicking on the "Remove" button.
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3.6.3. Loading a new document

To upload a new document, follow these steps:

1. On the form with a list of uploaded documents, click on the "Upload document"
button. The "Document upload" form will open:

s N

2. In the "Document parameters" section:

In the Client field from the drop-down list of companies (the @ button) select
the customer name. If the user has the right to work with accounts of only one
client, the field will be filled in automatically.

In the Branch field from the drop-down list, select the client's branch (the @
button). If there is only one available compartment, the field is filled in
automatically.

In the Operation type field from the drop-down list, select the required operation

type (the @ button).
In the Operation subtype field from the drop-down list, select the required

operation subtype (the @ button).

In the Add a file section, click on the button and provide the path to the
file(s) you want to download. If necessary, you can also add the file (s) by clicking

on the button.
The name and size of the uploaded file (s) will be displayed in the List of uploaded

files field. If necessary, you can delete the file by clicking on the X button.
In the Comment field, if necessary, you can add a comment to the uploaded file.

3. To save the payment without signing, click on the "Save without signature" button.

4, To sign the uploaded file (see “Documents signing”).

After you have successfully completed the «Save without signature” and sign actions, the
document status changes to Attached.
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Oocument parameters

Oocumest stale Attached Bunch 1D: 652081

XYY Tv"

ML Unen ek

Signsterey

Note. For some document subtypes, uploaded documents are included into bunches. When a
document is successfully saved, the bunch number is displayed, which is a link to the list of
documents in the bunch.

3.7.Deposits

If you have the appropriate right, you can view information about deposit transactions of
your enterprises and perform operations with them - select the menu item Deposits.

Demand deposns
&@ Operations with deposits
Deposits Deposit tranches
Depoza apphications

3.7.1. Demand deposits

To view the list of "Demand deposits" transactions and enterprises (active and already
closed), select the menu item Deposits/Demand deposits.

Current &
=
balance

a Agreement a
number

Openingdate S  Interestrate = Status

q

Enterprise s Currency

0N My
IBax

(-] Muxaitnosiy UAH 013/000302/19 28.02.2019 6.5% 0o Acting A new deposit operation
UA 86 300528

TO0B -
Mnug" . GEE 4 2079, c oo A z i
o UA 62 300528 UAH %3.5d 12.03.2020 6.5% O.co Acting A new deposit operation

Deposit name Closing date Current account (IBAN) Forecasted amount of accrued % Date of interest payment
SLEROS, UAH, @0N null
BinbtHun, o

BOCTPEBOBaHNA
On the form with a list of deposits, you can perform the following actions:

1. Sort and filter data (see “Filtering, sorting, and updating data on list forms”).
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2. Create a deposit operation - click on "A new deposit operation” button (see “New
deposit operation”)

3. Using the buttons /o you can show/hide the section with detailed information
about the deposit, where the following is available:

e Request the history of future interest accruals by deposit - click on the "Future
interest accrual" button (see “Future interest accrual”).

e Request the history of transactions by deposit - click on the "History of
transactions" button (see “History of transactions”).

e Request a statement for the deposit - click on the "Statement" button (see
“Deposit statement on demand”).

3.7.2. Operations with deposits

To view the list of user-created and executed/outstanding operations with deposit
transactions, select the menu item Deposits/Operations with deposits.

Displaying the number of signatures

Please note: on all tabs of the section, information on the number of signatures applied
to the document is visually displayed (the upper indicator corresponds to the first signature,
the lower indicator corresponds to the second):

Gray - there is no signature of the corresponding level;
Green - 1st signature applied;
Yellow - 2nd signature applied;

Blue - the 3rd signature has been applied (if the user has been granted the right to
work with the third signature).

When hovering over the indicator area, a hover with information about signers will be
displayed.

Setting display period

Please note: in the Operation with deposits section on the "All operations" tab in the
For the period "from" to" field the current date is displayed by default.

After the user sets a different period/date on this tab of the section, the system will
display it during the session for this tab only.
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)
Operations with deposits ‘ ‘ = ol

Unsigned (V)

=

TOR "EHER™

TOB "EMER"

Umpcen repremisterot : ' ApEeay
TO8 “EMEN* H
TOR “EMEN™

TOB “EMER"

On the form with a list of deposit operations, you can perform the following actions:
1. Sort and filter data (see “Filtering, sorting, and updating data on list forms”).

2. View the list of unsigned operations and sign the necessary ones - the "Unsigned"
tab.

3. Switch to the form with detailed information about the deposit operation by clicking
on the line with the required operation, where, depending on the status of the operation,
you can:

e Save unsignhed application - click on the "Save without signature" button.
e Sign a document - click on the "Sign" button (see “Documents signing”).
e Delete application - click on the "Remove" button.

¢ Withdraw the application - click on the "Withdraw" button.

To return to the previous page click on the button at the top of the page.
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; ; N ()
Refresh
Operation state: Not all signatures
Document parameters c

Document number

Operation info

Signatures

Signature 1

1044508 Document date

UAH Agreement number

= H

Signature 2

3.7.3. New deposit operation

To create a request for new operation with valid deposit, follow these steps:

1. Go to the page for viewing deposit transactions Deposits/Demand deposits.
2. On the line with the required deposit, click the "New deposit operation" button.
3. In the section "Document parameters":

The Document number field is filled in automatically by the system but you can
edit it (no more than 10 characters).

The Document date is set automatically as the date of the current operating day
of the bank. The field is not available for editing.

4, In the section "Operation info":

The Enterprise field displays the name of the company. The field is not editable.
In the Amount field, enter the transaction amount.

The Agreement number field is filled in automatically by the system. The field is
not available for editing.

In the Deposit operation field select the required type of operation from the drop-
down list: "Not selected" (by default), "Deposit replenishment", "Partial
withdrawal".

The fields Deposit account number (IBAN) and Amount (the amount of the deposit
account balance) are filled in automatically by the system. The field is not
editable.

The fields Current account number (IBAN) and Amount (the amount of the current
account balance) are filled in automatically by the system. The field is not
editable.

The Payment purpose field is filled in automatically when you select the types of
operations "Deposit replenishment" and "Partial withdrawal".

5. The section "Signatures" displays the surname, name, patronymic of the user who
signed the document with the 1st and 2nd signature.
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To save an unsigned application, click the "Save without signature™ button.

To send a document to the bank, sign the document (see “"Documents signing”).

To return to the previous page click on the button ( at the top of the page.

<

Deposit operation

am °

s Y

Document parameters

Document number 1944598 Document date

Operation info

[53]

Enterprise T0

Amount 560.00 UAH Agreement number 001-13-43

Deposit operation Deposit replenishment

Deposit account number
(IBAN)

Amount UAH

14200056.04

Current account number
(IBAN)

UA 28 300528

Amount

Payment purpose

MonosxeHHA BKRagy Ha "smmory” srigro Jorosopy N2 001-13-43 sig 07/08/2013 12 3a

Signatures

Signature 1 Signature 2

3.7.4. Deposit tranches

On the page "Deposit tranches" the user is presented with a list of
and tranches.

Master agreements and tranches

am "

general transactions

Er =

o

Page

Tranche allocation
=

1 @ > D 2l

Enierprise / Tranche No $ Currency & P Tranche ending date & Current balance 2 Status
Agreement No 70-1-3/75DL from 30.06.2017
MpAT "QHI=—=s :
° UA 66 300528 s " . Deposit account statement
MpAT "OHIMNCFRLE ™S -
@ UA 43 300528 GE30601 AoAcaaasaacs Deposit account statement
5 UAH 30.10.2017 26.11.2021 142437923 Acting
- UAH 28.09.2017 26.11.2021 1457 634.25 Acting
2 UAH 25.07.2017 26.11.2021 1277 312.80 Acting
3 UAH 31.08.2017 26.11.2021 1254 668.65 Acting

In order to receive a statement of the deposit account, select the required line in the list
and click on the button "Deposit account statement” (see “"Deposit account statement”).

To view the tranches, you must open the form with detailed information. To do this, click

on the required line.
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<

Deposit tranche

Deposit tranche main info

Master agreement

Enterprise MpA

Deposit account (IBAN)

Current balance

Tranche allocation agreement No

Tranche allocation date 30.10.20

Amounts and interests

Tranche amount

Forecasted amount of accrued %

Interest rate for early termination 1

Pledged deposit

Currency

Status

Tranche ending date

Interest rate

Type of interest payment

Next date of interest payment 30.03.2020

Items description

Item

Description

Section "Deposit tranche main info"

Master agreement

Number of contract

Enterprise

Enterprise name

Deposit account (IBAN)

Account number

Currency

Currency symbolic code

Current balance

Current balance amount

Status

Deposit tranche status: "Active" or "Closed"

Tranche allocation agreement
No

Number of the agreement for the tranche

Tranche allocation date

Tranche allocation date

Tranche ending date

Tranche expiration date

Section "Amounts and Interests'

Tranche amount

Tranche amount

Interest rate

The value of the interest rate on the tranche

Forecasted amount of accrued
%

The projected amount of accrued interest on the tranche

Type of interest payment

Tranche interest payment type

Interest rate for early
termination

Interest rate in case of early termination

Next date of interest payment

Date of next payment of interest on the tranche

Pledged deposit

Checkbox showing whether the deposit is pledged

On the form for viewing detailed information about the tranche, you can perform the

following actions:
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1. Request future accruals of interest for the tranche - click on the "Future interest
accrual" button (see “Future interest accrual”).

2. Request the transaction history for the tranche - click on the "Transaction history"
button (see “History of transactions”).

To return to the page "Deposit tranches" click the button at the top of the page.
3.7.5. Future interest accrual

To view future interest accruals for the tranche, follow these steps:

1. Go to the menu item Deposits/Deposit tranches.

2. Click on the line with the required tranche and then click on the "Future interest
accrual” button on the detailed information form.

3. The Tranche field will display information about the selected tranche.

4, Specify the period using the "Whole term" or "Specified term" radio buttons. When

selecting the radio button "Specified term", specify the dates from... to... using the built-

in calendar - the button .

5. Click the "Perform the request" button.
I\
{ Future interest accrual ‘ ‘ l®
Tranche 5 MpAT ", UA 43300528 ( 1424 379.25 (UAH @
:‘ Whole term
© Specifiedterm from 01.01.2021 il 18.01.2021
To return to the previous page click on the button at the top of the page.

3.7.6. Future interest accrual on deposit agreement
To view future interest accrual under the deposit agreement, follow these steps:
1. Go to the menu item Deposits/Demand deposits.
2. Click on the line with the required tranche and then click the "Future interest accrual"
button. To go to the extended/compact view of the sections of deposit agreements, using
the buttons /

3. In the Deposit field, select the deposit agreement from the drop-down list. By
default, the field will display the contract from which the transition was made.

4, Specify the period using the "Whole term" or "Specified term" radio buttons. When
selecting the radio button "Specified term", specify the dates from... to... using the built-

in calendar - the button .

5. Click on the "Perform the request" button.
e
Future interest accrual ‘ ‘ @
Deposit UA 71 30052¢ TOBAPMACTBO 3 OBMEXEHOO 300-17-146 600 000.00 (UAH @
‘_\ Whole term
o Specified term from 01.01.202 B 11.01.202
To return to the previous page click on the button at the top of the page.
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3.7.7. History of transactions

To view the history of transactions under a deposit agreement or tranche click the
"History of transaction" button on the form with detailed information about deposit or a deposit
tranche.

In the displayed form, do the following:

1. Select the deposit/tranche from the drop-down list. By default, the field will display
the contract from which the transition was made.

2. Specify the period using the "Whole term" or "Specified term" radio buttons. When
selecting the radio button "Specified term", specify the dates from... to... using the built-

in calendar - the button .

3. Click the "Perform the request" button. The system will display the transaction
history with the ability to print or save the data.

{ History of transactions ‘ ‘ @ ’
300-17-146

Deposit UA 71 300528 TOBAPUCTBO 3 OBMEXEHOIO 600000.00 (UAH) (@)
() Wnoleterm
O setcsem tom|cioize | w [ teoiam
To return to the previous page click on the button at the top of the page.
3.7.8. Deposit statement on demand
To view the statement of the deposit:

1. Go to the menu item Deposits/Demand deposits.

2. Click on the line with the required deposit and then click on the "Statement" button
on the detailed information form.

3. Specify the period using the "For the current month" or "For a period" radio buttons.
When selecting the radio button "For a period", specify the dates from... till... using the
built-in calendar - the button .

4, Click the "Create a statement" button.

{ Deposit statement on demand ‘

Enterprise: TOB "BINC |

Deposit name: SLERO1, UAH, I0OP, [lo BacTpesoBatug

Account number: UA 90 300528 0000 UAH

) For the current month

° For a period from 05.01.2021 till 09.02.2021 Create a statement

To return to the previous page click on the button at the top of the page.
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3.7.9. Deposit account statement

To view the statement of the deposit account:

1. Go to the menu item Deposits/Deposit tranches.

2. On the line with the required deposit, click on the "Deposit account statement"
button.

3. Specify the period using the "For the current month" or "For a period" radio buttons.
When selecting the radio button "For a period", specify the dates from... till... using the
built-in calendar - the button .

4, Click the "Create a statement" button.

- -
Deposit account statement ‘ ‘ @)

Enterprise: NpAT "3

Deposit name: Tpanw, UAH, I00P womic.sunnata %%

Account number (IBAN): UA 87 300528 % (UAH

: ) For the current month
° For a period from 01.01.202 till 18.01.2021 E

To return to the previous page click on the button at the top of the page.

3.8.Guaranteed payments

If you have the appropriate rights, the user can access the Guaranteed payments
menu item.

Depending on the user's rights (HUB or counteragent), the system reflects a certain set
of available operations:

1. Users with "HUB" rights have access to the following operations:

e Creating of a request for a new product (see "New product creation").

e Creating and viewing requests for connecting counteragents (see "Counteragents
connecting").

e Counteragent limits (see "Counteragent limits").
e Counteragent payments (see "Counteragent payments").

2. The user with the “counteragent” rights can view and create a regular payment in
favor of the HUB (see “"The "Counteragent" role”).

3.8.1. The "HUB"” role
3.8.1.1.New product creation

In order to create a new product, go to your personal account, select the "Guaranteed
payments" tab and click on the "Order" button.

Page 119 of 147



User manual OTPAY system

(@)
e ‘ 3
Enterprise nn
Manager contacts
Ri: IudopMauin BiACYTHS, 38epHITbCA, By Ab-nacKa, 40 KOPNOPAaTUBHOTO iHHOPMELIMHOMO WeHTPY
Phone number: Homep TenedoHa KOANLEHTPa; - +38 044 495 06 91 E-mail: e-mail konmyexTpa - CoHub@otpbank.com.ua
Current accounts Deposits Loans Corp. card accounts Salery projects . j Certificates
© v:ic ) In processing & < e |1 @ > O
Beneficiary name \ ¢ USREQU coce = Total limit amount S Amount of limit used & Limit validity period S Number of payments <

Your search found no resuits

The mechanism for filling out the form for creating a new product and connecting a
counteragent coincides with the creation of a new request for connecting a counteragent
(see "Counteragents connecting").

Note: the operation of request creating for connecting a counteragent from a personal
account is available under one of the following conditions:
e HUB does not yet have any created request for connecting a counteragent;
e all previously created requests were rejected;
e all previously approved limits are closed.

The user can create requests for connecting new counteragents in the section
Guaranteed payments/Counteragents connecting (see "Counteragents connecting").

3.8.1.2.Counteragents connecting

To create a new request for connecting a counteragent or view existing ones, go to the
Guaranteed payments/Counteragents connecting menu item.

. @)
{ Counteragents connecting ‘ A

ADD A COUNTERAGENT

From | 14.01.2015 o 18012027 @ JER Page |1 & of1 3
Show rejected
Document date = Request category s Reguest type = Status
53] All data ®
16.11.2020 32REKa Ha MOQKNICHEHNE KOHTpareHTa 3anBa Ha NiZKNIOYEHHA KOKTPareHTa Pending
04.11.2020 3aABKa Ha NOAKNIOYEHNE KOHTPareHTa 3aRBa Ha NIGKAOYEHHRA KOHTPareHTa Pending

On the form with a requests list, you can:

1. Sort and filter (see “Filtering, sorting, and updating data on list forms”).

2. Create a new request for connecting a counteragent - the "Add a counteragent”
button (see below).

3. View rejected requests for counteragent connecting - the "Show rejected" checkbox.

4, Send a request in the "Not sent" status. To do this, go to the line with the required

request and click on the button.
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5. Delete a request in the "Not sent" status. To do this, go to the line with the required

request and click on the button.

6. View detailed information on the request. To do this, click on the line with the
required operation, where, depending on the status of the request, you can do the
following:

e Make changes to the request and save. To do this, edit the required fields and to
save changes without sending them to the bank, click on the "Save draft" button.

e Send a request to the bank - the "Send " button.
e Delete request - the "Remove" button.

New request for counteragent connecting
To create a request for counteragent connecting, follow these steps:

1. On the form with a list of requests, click on the "Add a counteragent" button. The
"Request to the bank" form will open.

2. The Enterprise field displays the name of the company from which the request is
created. The field is not editable.

3. In the Request category field from the drop-down list, select "3asdBka Ha
noakntoveHme koHtparenTa" ("Order for connecting a counteragent").

4. In the Request type field from the drop-down list, select "Moaknio4yeHue
koHTpareHTa" ("Counteragent connection").

Date of request set automatically by the current date. The field is not editable.
Enter the counteragent code (8-10 characters).
Select the region of the counteragent from the drop-down list.

Add a comment, if necessary (up to 250 characters).

© @ N o’

. If necessary, in the «YnonHomouyeHHoe nuuo KoHTpareHTa» ("Authorized person of
the counteragent") section, indicate the full name, phone number (12 characters in the
3BOXXXXXXXXX format) and the email address of the authorized person.

10. If necessary, in the «YnonHoMoueHHoe nuuyo HUBa» (“Authorized person of the HUB")
section, indicate the full name, phone number (12 characters in the 380XXXXXXXXX
format) and the email address of the authorized person.

In order to send a request to the bank, click on the "Send" button. If you want to save
the request without sending it to the bank, click on the "Save draft" button.

In order to return to the previous form, click on the button.
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|
Sk . N ‘

)

Request parameters

Enterprise

Reguest category

Jazz zazen

32RBKa Ha NOAKNKYEHAE KOHTPEreHTa (v) Reguest type 3283 Ha NISKAOYEHHS KOHTParerTa &

34ABA

HQ MIOKTIGUEHHA KOHMPAZERMA

19.01.2021

Kox xomrparesTa * 653763
Hainesryeasus xoxntparenra® G zent Name
Parion xoxTparenta™ Kipozorpazcssz ofinacts v

Kossenrap

comment H

VnoenoBaseHa 0coDa KOHTpParesTa

1B Tancy g e

Hostep retedony  + 3806% = & o E-Mail s @zmail.com

Vnoenoeaxena ocoda HUB'a

1B Petro] LIS Ll

Hoarep renedory + 38062 = E-Mal i @zmail.com

3.8.1.3.Counteragent limits

In order to view the list of counteragents with the limits approved by the bank, go to the
Guaranteed payments/Counteragent limits menu item.

On the "counteragent limits" form, you can perform the following actions:

Select the data display period. To do this, enter dates manually or use the built-in

calendar (the button).
Sort and filter (see “Filtering, sorting, and updating data on list forms”).

Print or save a simple report with a list of limits for the set filters - the "Print"
button.

Export the list in .CSV format - the "Export" button.

Show inactive counteragent limits in the list. To do this, check the "Show inactive"
box.

Each line contains information about a separate counteragent:

HUB name.

Counteragent USREOU code.

Counteragent name.

The region where the counteragent is located.

The total limit on counteragent accounts for guaranteed payments and the
symbolic currency code.

The amount of the available limit on the counteragent's accounts for guaranteed
payments and the symbolic currency code.

The expiration date of the limit on the selected order for this counteragent.

Limit status for the current day: "Active" (if the expiration date has not passed)
and "Not active" (if the expiration date has passed).
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Counteragent limits

From

OToBpamaTs HeaKTUBHbIe

HUB - Beneficiary code &

TOB "YTEK

21701250

TOB "VTEK

Total limit o

amount ~

Available limit .

amount ~

a Counteragent
Beneficiary name S = =
region

TosapwucTeo 3
obmMexenoo
. —
==
¥ ==

n —

ToBapucTeo 3
obmexHow
sinporiganeuicTio

3.8.1.4.Counteragent payments

null 2 000.00uaH 1347 5208

Limit validity .
period

6 UAH 10.03.2022 Active

10.03.2022

Active

In order to view the list of guaranteed payments created by counteragents in favor of the
HUB, go to the Guaranteed payments/Counteragent payments menu item or on the
"Private office" page select the "Guaranteed payments" tab with the "Active" filter set.

On the "Counteragent payments" form, you can perform the following actions:

e Select the data display period. To do this, enter dates manually or use the built-in

calendar (the button).
e Sort and filter (see “Filtering, sorting, and updating data on list forms”).

Each line represents a separate payment and contains the following information:

¢ HUB name.

e Counteragent USREOU code.
e Counteragent name.

e Date of guaranteed payment order creation by the HUB counteragent.
e Guaranteed payment order number.

e The planned date of the guaranteed payment.
¢ Guaranteed payment amount and currency symbolic code.

e Purpose of the guaranteed payment (the first 50 symbols of the purpose are
displayed. You can view the full text of the payment purpose by hovering the
cursor over the text).

e The date of the guaranteed payment by the bank (displayed for entries in the
“Executed” status).

e The current status of the guaranteed payment.
Note: rejected guaranteed payments are not shown in the list.
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IKD
Counteragent payments ‘ ~

From E tw 5[ OK Page |1 303
A Beneficiary A Beneficiary . Dateof S A Payment A
HuB > Sl S o = Amount S ! S
i code A name i creation i OURte purpose R
()
& O]
TOR "VTEK Tom
( 21 Yh i 0 202 01202 12.03,2020 16.96 ] 15.01.202 Execute
icma PO i
T e T
(=g - 2 Yhg— m—— 12.03.2020 18121831 09.03.2022 12.77ua4 1277 Pending
e P g —
n -
| s Iil 2 2.03.202 3.03.2020 2 Pending
Te -
T
Ihaem: e = :: - 12.03.2020 911163( 202 Pending
Té -
1y -
| Iil 2.03.202 529 202 1 Pending H
Te ¥

Mg = = bl
s T o 15039020 : FADEITEEA Pe
33 2.03.2020 9111628 5.03.2020 l.01uad  TapaHTUpOBaHHbI Pending

Cive Wnnarex

3.8.2. The "Counteragent" role
3.8.2.1.Guaranteed payment list

To view the list of guaranteed payments, select the Guaranteed payments side menu
section.

On the form "Counteragent payments" you can perform the following actions:

e Select the data display period (by default - the period from the date of the
previous ODB to the date of the current ODB). To do this, enter dates manually or

use the built-in calendar (the button). The specified period should not exceed
30 days, including the current day.

e Sort and filter documents in the list (see. “Filtering, sorting, and updating data on
list forms”).

e Create a new guaranteed payment - the "Create guarantee payment" button (see
"Guaranteed payment creating").

¢ View information on a counteragent, counteragent work parameters with the HUB
and a list of guaranteed payments (see description below).

e Note: deleted tickets are not displayed in the list.

¢ View detailed information on an individual guaranteed payment. To do this, click
on the required payment in the list (see ™).

e For documents with the "Rejected" status, the icon is displayed, when you
hover over it you can see the reason for the rejection.

Each line of the list is a link by which you can go to the form of the document detailed
viewing or editing, depending on its status and type.

Please note: information on the number of signatures applied to the document is
visually displayed in the page (the upper indicator corresponds to the first signature, the lower
indicator corresponds to the second):

e Gray - there is no signature of the corresponding level;
o Green - 1st signature applied;

» Yellow - 2nd sighature applied;

Page 124 of 147



User manual OTPAY system

» Blue - the 3rd signature has been applied (if the user has been granted the right to
work with the third signature).

When hovering over the indicator area, a hover with information about signers will be
displayed.

CREATE GUARANTEE PAYMENT

Enterprise

Information abeut HUB ‘

Cuarantecd payments H
Fict ] Fage ra b

The description of the form fields is given in the table below.

Field Description

The "Enterprise"” section

A drop-down list of enterprises that the user has in the system, connected as a
. counteragent to the HUB, and with not expired limits. By default, no companies
Enterprise are selected in the field

Information in the sections below is displayed on this enterprise

Counteragent account for guaranteed payments to work with this HUB.
An enterprise

account For such an account, the user should have the “Account available” right to be
able to see it and use it when creating guaranteed payments.

The "Information about the HUB" section

Name HUB name

Code HUB code

Total limit amount The total limit on counteragent accounts for guaranteed payments during the
period of its validity for this HUB, and the symbolic currency code
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Used limit amount

The amount of the used limit on counteragent accounts for guaranteed payments
during the period of its validity for this HUB, and the the symbolic currency code

Available limit | The amount of the available limit on the counteragent accounts for guaranteed
amount payments and the symbolic currency code
I&IaT;t expiration Calendar date of the limit expiry for this HUB

The "Guaranteed pay

ments" section

Date of creation

Date of the guaranteed payment creation in the DD.MM.YYYY format

Payment request Guaranteed payment number
number
:Lat:ned execution The planned date of the guaranteed payment in the DD.MM.YYYY format

HUB account

HUB account for guaranteed payment

Amount

Guaranteed payment amount and currency

Payment purpose

Purpose of guaranteed payment

Date of the guaranteed payment approved by the bank in the DD.MM.YYYY

Actual payment | format.
date ) )

Displayed for records in the "Executed" status
Status Current status of guaranteed payment

Note. You can

view brief information on guaranteed payments by enterprises on the

“Guaranteed payments” tab in your private office. The list displays the following information:
HUB name, HUB code, total limit amount, amount of limit, limit validity period, number of

payments.

Private office

cnterprise

Manager contacts
RiW:

Phone number:

Current accounts

Haumeriosatve HUB =

Deposits

Koz HUB

<im

©

Certificates

)

Loans Corp. card accounts Salary projects

e
=/

K

A

ec =

Limit valicity period S

Total limit amount S Amount of limit us

3.8.2.2.Guaranteed payment creating

To create a new guaranteed payment, follow these steps:

1. Select the

Guaranteed payments menu item and click on the "Create guaranteed

payment button.
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Note: the "Create guarantee payment" button may be inactive, and you will not be
able to create a payment if:

e the amount of the available limit on the counteragent's account for guaranteed
payments is zero;
e the date limit on the counteragent account for guaranteed payments has expired.
2. On the opened form in the "Document parameters" section:
e The Date of creation field of the guaranteed payment is filled in automatically with
the date of the current ODB without the possibility of editing.
e In the Payment request number field is substituted by the system automatically
with the possibility of editing (maximum - 10 characters).
3. In the "Payer" section:

e The Account field automatically displays account No. without editing possibility.

Note. The user should have the right to such an account. If such an account does not
exist or the user does not have rights for it, then if trying to create a guaranteed
payment (when opening the creation form), the system will display a corresponding
message indicating that the user needs to contact the bank. Under this condition, the
user cannot create a guaranteed payment.

4, In the "Beneficiary" section:
e The HUB field displays the name of the HUB and its USREOU code. The field is
filled in by the system automatically.
e In the HUB Account (IBAN) field, enter the account number (29 characters).

e Please note: the user can save the guaranteed payment only with an account in
the OTP bank.

e The HUB Bank field displays the name and bank code of the OTP bank.
5. In the "Payment details" section:
¢ In the Planned execution date field specify the date manually or using the built-in

calendar (the button).

e Please note: the planned execution date should be greater than the request date
and less than or equal to the limit expiration date. By default: the expiration date
of the limit minus one day.

e The Available limit amount field displays the amount of the available limit on the
counteragent's accounts for guaranteed payments and the symbolic currency
code.

e In the Amount field enter the amount of the guaranteed payment.

e Please note: the amount of the new guaranteed payment cannot exceed the
amount of the available limit.

e In the Payment purpose window enter the purpose of the guaranteed payment.
The maximum number of characters is 160, the minimum is 4.

6. The "Signatures" section displays the names of the persons who signhed the payment
with 1 and 2 signatures.

To save an unsigned request, click on the "Save without signature" button.

To send a document to the bank, sign the document by clicking on the "Sign" button
(see “Documents signing”). In order to sign a request on behalf of another user, click on the
"Sign on behalf of another user" button.

To return to the previous page, click on the button at the top of the page.
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{ Guaranteed payments ‘ @ .

Document parameters

Date of creation 12.03 Payment request number 191116594
Payer
Account UA 27 300528 001
Beneficiary
HUB MpAT "Hosi
HUB Account (IBAN) UA 67 300528 000Cesessts fos fa
HUE Bank
Payment details H
Planned execution date 13.03.2020 Available limit amount UAH

. Available amourt of the total ima, excluding executed guarantes payments awaiting execution and processing
Amount 1.01 UAH

There iz are 160

Payment purpose TecToBbiM [apaHTUPOBaHHDBIW NNaTex

=N KN T

3.8.2.3.Guaranteed payment viewing and editing

In order to view detailed information on a guaranteed payment or edit a payment, select
the Guaranteed payments menu item or go to your Private office and select the "Guaranteed
payments" tab, and in the list click on the line with the required payment. For a detailed
description of the form fields, see “"Guaranteed payment creating”.

Note. A payment in the "Not all signatures" status is opened in the editing mode,
payments in other statuses - only in the viewing mode.
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{ Guaranteed payments

Payment status: Not all signatures

Document parameters

Date of creation

Payer

Account

BeneFiciary
HUB
HUB Account (IBAN)

HUE Bank

Payment details
Planned execution date
Armount

Payment purpose

Signatures

Signature 1

MpAT "Hosl I

UA 67 300528 000

13.03.2020

101 UAH

TecToBbin [3paHTUPOBAHHLIM NNATEXK

@ e

Al

Payment request number

Availabie limit amount

19111694

UAH

Availabia amourt of the total i, =xciuding executed guarantes payments Twating exscution and pracessing

Signature 2

There is/are 160

On the form with detailed information, depending on the status of the payment, you can
perform the following actions:

e Delete guaranteed payment in the "Not all signatures" and "Rejected" status - the
"Remove" button.

¢ Save payment without signature in the "Not all signatures" status - the "Save"

button.

e Sign the document in the "Not all signatures" status - the "Sign" button (see
“Documents signing”).

e Sign a document in the "Not all signatures" status on behalf of another user - the
"Sign on behalf of another user" button (see “"Documents signing”).

Please note: for payments with the "Rejected" status, information about the reasons
for the payment rejection is displayed at the top of the form.

To return to the previous page, click on the ( button at the top of the page.

3.9.Beneficiaries

In the Beneficiaries menu section, you can view the list of beneficiaries of your financial

transactions.

3.9.1. Beneficiaries in national currency

To work with the list of beneficiaries of your financial transactions in national currency,
select the "Beneficiaries in UAH" tab.
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List of beneficiaries

SWIFT beneficiaries

Incoming Outgoing
Page | 1 @] > » ofees T3
Beneficiary name & Beneficiarycode S Beneficiary bank Bank code Account
UA13
MpAT "BenTe 30637114 AT "OTT1 BAH# 300528 000002600
UA 67
tociw Bi BHO02454 AT "YKPCUBBAH 351005 000002620
JA 69
TOB "YTEK 32955220 AT "OTT1 BAHK 300528 000002600
14360570 AT K5 "MPUBATBAHK'" 305299 H
NASETKO 7 2561105381 AT "OTT BAHK 300528

On the tab "Beneficiaries in UAH" you can do the following:

Filter the list of beneficiaries by the type of the payment, selecting the "Incoming" or
"Outgoing" tab.

You can use the contextual search line by specifying one of the beneficiary
credentials (beneficiary name, beneficiary code, beneficiary bank, bank code or account
number).

Sort records in descending/ascending order by clicking on the field name.
For each beneficiary from the list you can switch to the form for creating a payment
(button , see “Creating a new payment to the counteragent”). In this case, the

beneficiary credentials will be automatically substituted as the recipient's ones.

For each beneficiary from the list you can switch to the form for generating a

statement (button , see “You can also save data on employees' accounts to .dbf or
.csv file format (click the "Export" button, select the file format, click the "Export"
button to upload data, or "Cancel" to cancel the action).
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EXPORT TO A FILE

DBF format
DBF format

CSV format
CAFUKI CANLEL

6. Statement and account balances”), where the selected beneficiary will be
automatically placed. In this case, an extract is generated only for payments with this
beneficiary (for all its user accounts and the selected beneficiary).

7. If the beneficiary has several accounts in different banks, then in the columns
Beneficiary bank and Account the records "and N more banks", "and M more accounts"
will be displayed, when you click on these records, the remaining records for the
beneficiary will be displayed.

A4
8. To remove one or several beneficiaries, select them from the list by ticking .
Then click the "Remove" button.

3.9.2. SWIFT beneficiaries
To work with the list of SWIFT beneficiaries, select the "SWIFT beneficiaries" tab.
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{ List of beneficiaries ‘ ‘ @ i "

BeneFiciaries in UAH SWIFT benefidaries

U [X

Page | 1 @] > » of5 3

Beneficiary bank Intermediary

C Recipient account £  Name and address s SWIET/BIC =3 SWIFT/BIC —

()  eus11090108 Bk GLOPUS33TPG ELGLUS33

: DEBaITUI0ME g;'t:frér;cf:;: 52068 Aachen, Germany SOBKDE] HOUVDER]

HEEBorA ﬁg-ltzr;i:veaKnozwgie.y B-u’siness Park MerseysideL349... oo

UAD2300524 ::g};r;:\::}reen line st, 15 WRILDSSIELS

() 40702810938 g E—— 044525225 044525225 ‘
: 4070281093€ g?ﬁc:m;:‘ = = rerer = 044525225 044525225

C HiZI41Ea . ?g lé?;d_e—é:‘stianzspg;mierloch,%i*& Luxembourg CELLLLLL

:. HE8539050000 :R':JTI::‘Bn:ch_Dg: 52068 Aachen, Germany AAGSDESS

You can use the contextual search line by specifying one of the beneficiary credentials
(Recipient account, name or address, beneficiary bank SWIFT/BIC, Intermediary SWIFT/BIC).

For each beneficiary from the list you can switch to the form for creating a payment

(button , see “Payments (SWIFT)") with automatic substitution of requisites from this
reference book. The created SWIFT payment is characterized by the sign "within the bank" or
"outside the bank", depending on the SWIFT/BIC of the beneficiary bank.

L
To remove one or several beneficiaries, select them from the list by ticking . Then
click the "Remove" button.

3.10. Messages

To view the messages received and sent in internet banking, click on the button
Coobuwenna | |ocated on the right at the top of the page. The button displays the number of
unread messages from the bank.
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{ Messages

‘

Page 1 @&l > ) of3 G
Message

— Date ¥ 1ype Sender &
J Alldata (%)
(] 16.02.2021 Outgoing -
: 16.02.2021 Outgoing -
(] 30.12.2020 Outgoing
30.12.2020 Outgaing -
v 29.12.2020 Outgoing "
(] 29.12.2020 Outgoing
,: 29.12.2020 Outgoing
) 26172 20720 Oitaaing

Enterprise S

Esponeiam=3

Eaponevimey e T
Esponeiminl Lnms et
E€Bponeiss=a

Esponeiiie=a N

Esponeiamns e

Esponei =4

Esnonei’

The message list contains general information:

e Date;

e Message type: incoming, outgoing;

e Sender;

e Enterprise;

e Subject;

e State of reading: read, unread.
e Message state: in process, not all signatures, entered, sent to the bank, received

from the bank, virus check, virus detected, error.

Subject &

State of
reading

Alldata (&)
Unread
Unread
Unread

Read
Unread
Read
Unread

Unread

Message state
All data ®

Sent to the bank
Sent to the bank
Sent to the bank
Sent to the bank
Sentto the bank
Sent to the bank
Sent to the bank

Not all sionatures

There are filters on the form, apply them to get information only on the category of
messages you need (see “Filtering, sorting, and updating data on list forms”).

v
You can delete one or several messages by marking them with a symbol . and then
clicking the "Remove" button.

To view detailed information on a message, click on the line with the message you need.
On the viewing form, you can view full information about the message and open attachments.

{ View message

Date 28.12.2020 17:43:3

Subject

Enterprise
P

Message text

LLiaHOBHI KOnerk Ta Konexadnxku!

OB ZOMNSEMO BaM ..

e e

Create a new message

am °-

A )

e

Follow these steps to create a message:

©

Symbols feft 1994

PDF1.pdf
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Click on the "Create a message" button at the bottom of the message list form.

2. In the form that opens, specify the subject of the message.

Select a company from the drop-down list by clicking the button @ .
Write your message text (no more than 2,000 characters).
5. To attach a file to the message, click the button @ If you need to attach more

than one file, click the button again . If you need to remove the attachment, click

(]

next to the file name.

6. Please note: a message cannot contain several files with the same name.

7. To send a message to the bank, click the "Sign" button (or "Sign on behalf of
another user") (see “Documents signing”).

8. To save the message without signature, click on the "Save without signature" button.

9. To return to the page with a list of messages, click (

{ New message

Subject Nova informaciya
Enterprise TOBAapUCTEO 3 0BMEXEHO L = TR @
Message text

Symbols left 1049

WaHoBHI Konerk Ta KonexaHxu!

nOEIAOM}':.C.EP.(O BaMm.

Attachment @
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4. SETTINGS

The Settings menu allows you to switch to the following items:

e Personal settings.
e Security.
e Reference books.

Settings

How many days before the login
password expiration alert appears

14

Show closed loans [:]

Use the reference book of payment
Show closed cards D purposes without binding to the [j
reference book of correspondents

Mailing settings ) Operation log )
Record number on one page 5

Security °

Changing of phone number for OTP ) Printing the ceitificate )

confirmation of working with keys

Th ivate key t fer t bil
Change the login password ) ‘e private key fransier to moblie )
client
Private key change )
Reference books °
Templates of payment purposes )
Save

4.1.Personal settings
In the section of personal settings, you can do the following:
1. Go to the account settings form, where you can:

e view a list of all available accounts;
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assign your own name to the account for the convenience of working with it (the

button);
enable the account to be displayed on the "Accounts" page (see "Accounts");

enable the account to be displayed on the statement generation page (see "You
can also save data on employees' accounts to .dbf or .csv file format (click the
"Export" button, select the file format, click the "Export" button to upload data,
or "Cancel" to cancel the action).

EXPORT TO A FILE

DBF format
DBF format

CSV format
CAFUKI CANLEL

Statement and account balances");
view information about the account status;

set your own order of displaying accounts on the "Accounts" page (see
“Accounts”) by dragging the required account to the required position (move the
mouse pointer over the account number, press the left mouse button and drag the
account to the required position);

save changes (the "Save" button).
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{ Account setting

Accounts Settings
Display on the Display on the
Account Name «ACCOUNtss «Statements Account state
page page

Tosapucreo 3 obmexenow signosiganswicr 300528 AT "OTI BAHK™

UA 53 300528
¥ X 5 - Apcount opened
0000026002455001074 |

UA 53 300528

S N Account apened
0000026002455001074

UA 53 300578
0000025002455001074 | —

Account opened

UA 53 300528 ) = ) ;
Aocount openod
0000026002455001074 L oy
UA 08 300528 . i - {
2 ! ooount opened
0000026034455020314 116 = L el

[ N3 300578
UA D3 300578 Account opened
0R00026038455000265 ¢
UA B2 300528

‘ Apcount opened
0000026039455000264
UA 39 300528
0000026040455001683

Account openad

2. Set the time (in minutes) before auto session disconnection in the range from 1 to
10, if there are no actions performed on the system.

3. Set the "Show closed accounts" option, which controls the display of accounts in the
"Closed" status and information on them in the "Accounts" section.

4. Reset counters for selected counteragents and document types.
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\

{ Reset the counters

Reset the counters

All counteragents

All documents u

]

(300528) Esponehcuxa Bisneo a Payment otder in national currency i_-;
Acouwiauin L
(300528) IN "PETAT YKpoiny' ’ Foreign Currency Payment Order | 1
bt = = Request for currency sale |M
(300528) ©ON AYHIH BNAQUCNAB | &b
MUKOTAROBIUY :

Request for currency purchase
(300528) HAKT SDECEM k. |

Request for currency conversion ]
(300528) HT BHIMND "Eapona’ ==

Payrolls |v\
{300528) NOTr "ANBT “PIPMA JTACKA' L7 -
{300528) NpAT "Hosl lrxusipuirosi ]

5. Set the "Show closed deposits" option, which regulates the display of deposits in the

"Closed" state and information on them in the Deposits menu item.

6. Go to the form for configuring account settings. On the form, you can specify or edit
the phone number for SMS mailings and email addresses for mailings.

{ Profile parameters ‘ ‘

Profile parameters

Phone numbet/a-mall for SMS +300951224567

alerts
E-mall for alerts name@example.ua
E-muil 1 namel [@example.ua
E-mall 2 nameaZ(lexample.ua
7. Set the "Show closed loans" option, which controls the display of loans in the
"Closed" state and information on them in the "Loans" section.
8. Specify how many days in advance you should be notified about the expiration of the
login password (1 - 365 days).
9. Set the "Show closed cards" option, which regulates the display of cards in the

"Closed" state and information on them in the "Accounts" section.

10. Set the option "Use the reference book of payment purposes without linking to the
reference book of correspondents”.

11. Go to the form for setting up mailings and information on the movement of funds via
SMS and e-mail. By checking the necessary options, you can set individual parameters

Page 138 of 147



User manual OTPAY system

for sending reports on the movement of funds for each account, as well as set the limit
amounts, and when exceeding them you will receive SMS notifications about debit and
credit transactions on the account.

Note: The availability of this option depends on your bank settings.

12. You can view the user's activity log - 10 last user actions in the system. The log
records information about the operations of creating, removing, changing documents and
messages, information about logging into the system, about regenerating certificates,
etc. To view the details of the operation, click on the selected line.

Operation details

Document in national currency
Document ID 51124146
Recipient ID code 03769729
Amount 2402

Document number 2402006
Recipient name AN "BITAN-ArPO"

Document date 12.03.2020

4.2.Security

In the "Security" section you can do the following:

=

Change phone number for OTP confirmation of actions with keys (see “Change of
phone number for working with keys OTP confirmation”).

View and print information about a valid certificate (see “Certificate printing”).
Change login password (see “Change the login password”).

Transfer the secret key to the mobile client (see “Key transfer to mobile client”).

v kN

Change the private key (see “Private key change”).

4.2.1. Change of phone number for working with keys OTP
confirmation

To change the phone number for working with keys OTP confirmation, select the
Settings/Security/Change of phone number menu item.

A field with the current phone number will appear on the screen. Enter a new phone
number and click on the "Change" button.
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Changing of phone number ‘ @ ima E
ing of ph b

Current number

ch

+38097 ™

The form will display fields for selecting a private key and a password to it to
change of the phone number. After filling in the fields, click on the "Sign" button.

Changing of phone number

Current number

Select a private key

ven
Enter the private key password

If you successfully change your phone number, you will receive a correspondent
notification.

4.2.2. Certificate printing

To print information about vyour public keys (certificate), select the
Settings/Security/Printing the certificate menu item.
Information about the certificate will appear on the screen.
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PRINT X

BankCertificatePrint.action

Mo ceprugixara:
Hasaa:

[eHTHgikarop knieHTa
Agpeca:

Teneghow.

nis.
[neqTudiarop xopueTysasa.
E-mall;
Tenagow.
Bilaxpwrmi xnos

DC A5 3C C7 B4 St=mw o W5 i B a5 0 0 50 00 o Sem o e o
SC 2 FEOFeC 01

Click on the E button - "Print" to print the certificate. To save the certificate, click on

the E button - "Save", the certificate will be saved to a file.
4.2.3. Change the login password

In order to change the password for logging in, select the Settings/Security/Change
the login password menu item.

On the “Change the login password” form, do the following:

1. Enter your current login password in the Current password field.

2. Enter a new password in the New password field and retype it in the Re-enter the
new password field.

3. Click on the “Apply” button.
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{ Change the login password ‘ @ —

Change the login password

Currentpassword | seses

New password

Re-enterthe new password | e

Note: the system verifies the password for valid characters. Only Latin letters of different
registers, numbers and symbols are allowed:! "# $% & '() * +, -. /i;; <=>? @ [\] * _" {|} ~
All other characters, space and Cyrillic letters are ignored.

4.2.4. Key transfer to mobile client
To transfer the private key to the mobile client, follow these steps:
1. Go to the Settings/Security/The key transfer to mobile client menu item.

2. A message will be displayed on the form:

The key transfer to mobile client ‘ ‘ @ -

Step 1 of 3: mobile phone activation

To begin key transfer via mobile client please log in to the system using the OTPAYRB1 account and go to the menu item Settings/Key transfer

3. According to the instructions, go to the mobile client with your account and go to the
Settings/Key transfer menu item. The linking code will be displayed on your screen.

09:28 v w T

< Key transfer

Enter this code on the device from which you are
sending the key - on the computer in Click OTPay
or on another phone

f4-5d-49 - ae

[=] 5 =]
S
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4, Click on the “Continue” button on the web page. Enter the linking code received in
the mobile client in the Linking code field on the form that opens. Specify the path to the

private key ( "') and enter the password for it. Click on the "Continue" button.

The key transfer to mobile client ‘ ‘ @ p—

Step 2 of 3: entering a linking code

Login to the system from your mobile device. After you |ogin a “linking code" will be displayed, enter it and your private key password in the fields below.

Linking code: 3 23 an 23

Select a private key C\fakepath\OTPROP1_201228_1320.dat L

Enterthe privatekey | ciceeeees
password

T
5. After clicking on the "Continue" button, the system verifies the correctness of the
data and sends the encrypted key to the server for further transmission to the mobile
client. You will proceed to the next step and receive a notification: “All necessary
operations have been completed. To finish accepting certificates and keys on your mobile
device, enter the password for the secret key." To perform the operation, click on the
"Finish" button.

4.2.5. Private key change
To change the private key, follow these steps:
1. Go to the Settings/Security/Private key change menu section.

e Depending on the types of certificates you are working with, the form may
contain:

e The field for entering the current password for the private key.

e A field for entering a password for a new private key.

e The field for confirming the password for the new private key.

e Field for specifying the path to the current private key (the e button).
e Field for selecting the type of device.
e Device selection field.

{ Private key change ‘ ‘ @ R

Private key change

£1 10 save the private key file after generating

Enter the current private Key password

Enter the new private key password =~ ssseseeens

Confirm entering the new private key
password

Select a private key OTPRDP1_201228_1320.dat
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2. After filling in the fields, click on the "Continue" button.

3. To confirm the operation, you may be sent an SMS with a code that you will need to
enter in the appropriate field. After entering the code, click on the "Confirm" button. If
necessary, you can apply for sending the code once again by clicking the button to re-

send the request *

Private key change

Enter the current private key password | sesee

Note. If the user does not have a phone number for OTP confirmation of working with
keys, the system will not be able to generate keys. A corresponding notification will be
displayed on the screen and the user will be prompted to fill in the phone number.

4, If the user does not have the right to confirm the generation of keys with OTP code,
the system generates and sends a request to obtain a private key and certificate to the
server. The user will see a window with a notification: “The operation was successful. The
new key has been activated. Use it to log in. Attention! Be sure to save the *.dat private
key file on your PC. "

5. Upon successful replacement of the private key, a notification will be displayed on
the screen and you will be prompted to save the private key file to the file system. The
private key is then ready for use.

4.3.Reference books
In the "Reference books" section you can perform the following actions:
e View the list of existing reference books.
¢ Go to managing the settings of the selected reference book.
4.3.1. Details of payment

You can use the reference book of payment purposes when creating a payment

document in national currency by clicking the button in the section "Details of payment".

When you select one of the reference book templates, the Details of payment field will
be filled in automatically.

To set up this reference book, go to the Settings/Reference books/Details of
payment menu item.

In the form that opens, you can perform the following actions:

e View a list of existing templates;

e Search for a template by the specified parameters (see “Filtering, sorting, and
updating data on list forms”);

e Go to the form for editing and deleting a template;
e Add new template.
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e Each line of the list is a link, using it you can switch to the form for editing and
deleting a template.

To edit the template, make the necessary changes to the fields and click on the "Save"
button. To delete a template, click on the "Remove" button.

. @ = =
e ‘ — | 2
Counteragent
Account (IBAN) UA 46 300528 00000

Beneficiary name OHHKS

Details of payment
Symbals feft 120

Details of payment
*:107; ;TeCTMPOBAHUA Ha3HAYEHWE NNATENXE;

[ = O B e

Creating a new "Details of payment" template

Follow these steps to create a new template:

1. Select the Settings/Reference books/Details of payment menu item.
2. Click the "Add payment details" button.
3. Fill in the template fields with the required values:
o
e In the Account (IBAN) field (button ) select the required counteragent from

the list that opens in a new form.
e The Beneficiary name field will be filled in automatically after selecting a
counteragent from the list. The field is not available for editing.

e If necessary, enter the Details of payment (maximum 160 characters).

4. Click the "Save" button to save the template.
5. To return to the list of templates click (
Q= A =
) e 10:00
Counteragent
Account (IBAN) UA 09 300528 00000260
Beneficiary name AN *BiTA

Details of payment
Symbols left 138

Details of payment
*.101; ;TecTMpOBaHHA Ha3HaYeHWE NNBTEXS,

e
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5. SYSTEM SAFETY INFO

Providing of security while operating via the Internet

The security of data exchange at operation via the Internet is assured by accurate
mutual authentication of data exchange participants.

The client application sends to the server a connection request which is signed with the
digital signature of the user; after that the crypto-safety libraries create the required private
parameters and keys and confirm connection establishment. So, every connection has its
unique parameters and makes it possible to identify data exchange participants definitely.

The data exchange can be started only after establishment of cryptographic connection
between «Client» and «Server» units. All the data exchange between client and system server,
including sending of client’s authentic authorities (passwords) for registration and access to the
data and operation, is performed in an encrypted way. The operation of data
encryption/decryption is provided by crypto-safety libraries and performed on application level
at the time of data preparation for sending to the bank.

Hold in confidence your login and password

The system identifies a user by their login and password. To prevent illegal access to
your confidential information do not disclose your credentials to other persons.

Do not share your username and password with third parties

The system identifies the user by login and password. To avoid unauthorized access to
your confidential information, do not disclose your data to third parties.

It is not recommended to operate the system:

e in internet cafes and other places of the kind where there is no guarantee that
user actions are not followed by outliers;

e in places with visual inspection units using which it's possible to get the password
information;

e if you are not confident in the used software safety (presence of viruses,
programs that send password information to unauthorized people etc).

If you suspect any security breach, please contact the bank's contact center immediately.
Save your private key on an external media device
The working private key and certificate will be generated during your first login.

Keeping this information on the external media device ensures not only protection of
your confidential information in the "OTPAY” system but also assures the safety of private keys
at sudden failures of your computer.

Do not keep the external media device with your private key together with login
and passwords

Do not keep the external media device with your private key together with login and
passwords. In case of loss other people can use this information for their needs.

Use the «Exit» button to finish the system session

If you are distracted from the computer when the system is running without logging out,
an outlier may be provoked to use the situation.

Do not forget to extract the external media device as soon as you finish working with the
«OTPAY» system

Do not forget to extract the external media device as soon as you finish working with the
«OTPAY» system - this information may be used by unauthorized persons, it may be
irretrievably lost or damaged when using other applications.
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User rights

Subject to the mode of operation mentioned in the agreement for the connection and
service of the "OTPAY” system client, a user may be provided with a full or restricted access to
the system menu, accounts, and rights for carrying out operations or for viewing information
only.

The limitation of rights may be also stipulated. For example, a user has the right to
prepare documents but not to sign them.

To change the user rights it's necessary to contact the system administrator in the bank.
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