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1. PREPARING FOR THE FIRST ENTRANCE 

1.1. System requirements 

Hardware requirements 

Parameter Value 

Processor (CPU) AMD, Intel 

CPU Clock speed  1.2 GHz + 

RAM 1024 Mb + 

HDD 80 GB 

Software requirements 

OS Other software 

Win 8.1+ 

macOS 

Mozilla Firefox, Google Chrome, Safari (two latest versions only) 
(two latest versions) 

Java (latest version) for digital signature 

1.2. Recommended settings of browser  

Depending on the bank's settings and the available method of actions confirming in the 

system, we recommend using one of the following Internet browsers to work with OTPAY: 

 Mozilla Firefox (two latest versions only) 

 Safari (two latest versions only) 

 Google Chrome (two latest versions only) 

Before connecting to the system, you need to set a number of settings for the browser. 

The location and name of the custom settings depends on the type of browser. You can find a 

more detailed description of the recommended settings in the help files and manuals for your 

browser. 

1.3. Caching 

The browser stores (i.e., caches) copies of web pages, images and media files in 

temporary folders to speed up subsequent attempts to view them. To receive updated versions 

of pages when working with the system, you should disable caching in your browser settings. 

The sequence of this operation depends on the browser. 

1.4. Browser security settings 

For security purposes, the Internet browser checks the content of web pages for 

dangerous elements. To get access to pop-up tips, banners and other content of the web page 

when working with the system, you need to set the security settings of the browser. 

To do this, in the security settings: 

 Add the address of the site by which you are connecting to the system to the 

trusted sites/allowed sites zone. 

 In the security level settings, set the minimum value of the protection level for 

the zone of trusted sites/allowed sites (the need for this setting is determined by 

the security requirements of your browser). 

 

1.5. Recommended platforms 

The target platform for working with the Web version of the system is a personal 

computer or laptop with a standard processor architecture (x86) and a screen width no less 

than 1000 pixels (with an aspect ratio of 4:3). 
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That is why we do not recommend to run the applications on platforms which differ from 

the standard one (for example, mobile phones or tablets) to avoid interface elements incorrect 

displaying or failures connected with the platform restrictions, which may interfere with the 

normal run of the application. 

1.6. Removing the cookie 

The cookies are small text files with the help of which web sites recognize your browser. 

They contain the information about user preferences (for example, language selection) and 

user credentials.  

To ensure safety of the system we recommend deleting cookies from time to time. You 

can delete these files in the user settings of your browser. 

1.7. Display of web application page 

To avoid possible errors with display of web application pages in the Internet Explorer, 

we recommend: 

 Enable the “Display mixed content” option in the browser security settings 

(Tools/Internet Options/Security/Internet Zone icon/Custom Level); 

 Disable the “Compatibility View setting” (the name may differ depending on 

the Internet Explorer version). To perform this, go to Tools/Compatibility View 

Settings. In the "Websites you’ve added to Compatibility View", delete the 

address of the web application, and uncheck "Display all websites in 

Compatibility View". 

1.8. Documents printing 

For adjusting correct document printing in the page settings of the browser set 5 mm 

(or 0) as the value for the right and left margins and save the settings. 
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2. GENERAL PRINCIPLES OF OPERATING THE OTPAY SYSTEM 

2.1. Authorization and login 

To connect the system, please do the following:  

1. Enter the OTPAY Internet banking address into the address bar of your browser. A 

form for connecting to the system will appear on the screen: 

 

2. The system is multilingual: three languages are available for operation. You can 

select the interface language on this connection form or after logging in on the main 

page. The start form for connecting to the system contains buttons for selecting the 

interface language: 

 «EN» – English 

 «RU» – Russian 

 «UA» – Ukrainian (set by default) 

3. You can find the contacts of the bank's support service in the corresponding block in 

the upper right corner of the page (select the desired tab: "For corporate customers" 

or "For self-employed individuals"). 

4. Enter your login and password, click on the "Next" button. At the first login, the 

system will ask you to change your password (see “Initial password change to log 

in”). 
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5. After successful authentication, depending on the rules for entering the system 

established by the bank, the form may contain: 

 Field for entering the path to the private key file (the  button). 

 

 The field for entering the password for the private key: 

 

 Fields for selecting a USB token with a key (the  button). In this case, you 

need to connect the token. 

 

 

6. After filling in the required fields, click the "Enter" button. 

If you are logging into the system for the first time, for further work you will need to 

generate working certificates (see “Working certificates generating”). 

To open a window with useful information, click on the button. 

If you have any difficulties connecting to the system (you forgot your login password or 

the private key password, the private key files were lost, or you need to get the key from your 

mobile phone), use the following links: 

 «Forgot password» (see “Login password recovery”).  
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 «Emergency private key recovery» (see “Emergency private key recovery”). 

 «Get a key from mobile» (see “Get a key from mobile”). 

2.1.1. Initial password change to log in 

After a successful first login, you need to change the login password. To do this, follow 

these steps: 

1. Enter the current password to enter the system.  

2. Create and enter a new login password. 

3. Re-enter new password. 

4. Click on the «Apply» button. 

  

If necessary, you can view the entered password by clicking on the  button. 

Note: the system checks the password for valid characters. Only Latin letters of 

different registers, numbers and symbols are allowed: ! " # $ % & ' ( ) * + , - . / : ; < = > ? 

@ [ \ ] ^ _ ` { | } ~ All other characters, space and Cyrillic letters are ignored. 

2.1.2. Working certificates generating 

If you are logging into the system for the first time, for further work you need to 

generate working certificates: 

1. You should come up with a password for the private key yourself, enter it in the 

appropriate field and confirm it once again. Then click on the "Apply" button.  
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2. If you work with security tokens, you should specify the type of device, select a device 

to generate a key, as well as come up with a password for the private key and confirm 

it in the appropriate field.  

3. If the user has the right to confirm actions on keys generating using OTP code, they 

will receive SMS with a confirmation code to the mobile phone number registered at 

the bank. Enter the received code into the appropriate field and click on the "Apply" 

button. To request the code again, click on the button to re-request the OTP code. 

4. If the user does not have the right to confirm actions to generate keys using the OTP 

code: 

 The system will generate and send a certificate request to the server. The user 

will receive a notification: 

 

 Click on the "Print" button. In this case, the system will generate a report with 

information on the certificate request, which the user can print or save.  
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If you do not want the system to generate a report, click on the "Do not print" button 

on the notification form. 

5. If the verification of the OTP code is successful, the request for obtaining the private 

key will be sent to the bank and confirmed there. In case of successful key generating, 

you will see a notification: 

 

If you generate a key on security token, you will receive the notification: 
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6. At the next step you should save the private key file (* .dat).  

After saving the private key file, you can log in with it and perform operations within the 

granted rights. 

2.1.3. Login password recovery  

If you forgot your login password, you can use emergency password recovery. 

To do this, follow these steps: 

1. On the login page, follow the "Forgot your password" link: 

 

2. Enter your login in the appropriate field: 

 

3.  Come up with a new password to enter the system, in the new form enter it in the 

Please enter a new login password field and duplicate it in the Confirm a new 

password field.  

4.  Specify the path to the private key in the Select a private key field (the button) and 

enter the password for the key in the corresponding field.  

5. Click on the "Continue" button. 
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6. After successfully changing your password, you will receive a corresponding 

notification: 

 

2.1.4. Emergency private key recovery  

If the private key has expired, the key has been damaged, or the user has forgotten the 

private key password, you should make the emergency recovery procedure of the private key. 

To do this, follow these steps: 

1. On the login page, follow the “Emergency private key recovery”. 

 

2. Enter your login and password to enter the system. Click on the "Continue" button. 
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3. Come up with a password for the new private key, enter it in the appropriate field 

and confirm. Click on the “Apply” button. 

 

 If the user restores keys on security token, on the key generation form, they should fill 

in the Select the type of device, Select the device fields and click on the "Apply" button.  

Note: the system checks the password for valid characters. Only Latin letters of different 

registers, numbers and symbols are allowed: ! " # $ % & ' ( ) * + , - . / : ; < = > ? @ [ \ ] ^ 

_ ` { | } ~ All other characters, space and Cyrillic letters are ignored. 

1. If the user has the right to confirm actions on keys generating using the OTP code, 

they will receive SMS with a confirmation code. You should enter the received code in the 

corresponding field and click on the "Apply" button. To request the code again, you 

should click on the button.  

 

Note. If the user has not filled in the parameter "Phone No for working with keys OTP 

confirmation" in the questionnaire, keys generating cannot be performed, and they will 

need to contact the bank to specify the credentials. 

2. If the user does not have the right to confirm keys generating with OTP code, the 

system will send a request to receive the key to the server. The user will be notified: 
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3.  In this case, to activate the key, the user should print the certificate request 

(the “Print” button) and send it to the bank. The form should be sealed (if any) and 

signed by authorized persons of the organization. The user will need to save the *.dat 

private key file, and after activation on the bank's side, they will be able to use it to log 

in and to sign documents. 

 

 

If the generation is successful, the following notification will appear on the screen: "The 

operation was successful. The new private key has been activated. Use it to log in." After that, 

you should save the new private key to the file system. Together with the key, you should also 
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save the certificate request – report.pdf, which you can print in case you do not managed to 

print the certificate request and logged out.  

2.1.5. Get a key from mobile 

If the private key is in your mobile application and you need to transfer it to the file 

system, follow these steps:  

1. In the mobile application, select the option to transfer the key to another device 

("Send the key to another device"). 

2. On the login web page, click on the “Get a key from mobile” link. 

 

3. Enter your login and password to enter the system. Click on the "Continue" button. 

 

4. The form will display the linking code and QR code. Enter this code manually on your 

mobile device, or scan the QR code, enter the password for the private key and confirm 

the transfer. 
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5. After the key is transferred from the mobile client, the Enter the password to the 

private key field will be displayed. Enter your password and click on the “Continue” 

button. 

6. You will receive a notification that the transfer of the private key is successful. Click 

on the “OK” button. The private key file is loaded onto the file system.  
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2.2. System main menu  

The system menu is located on the left side of the page. By clicking on the menu items 

you can go to the following sections: 

Menu item  Description 

 

Information on your current and card accounts (see “Accounts”)  

 

Register of transactions in national currency, a form for creating a new 

payment (see "Transactions in the national currency") 

 

The register of currency transactions, viewing SWIFT advice (see "SWIFT 
advice"), currency payments (see "Documents") and creation:  

 orders for currency purchase (see "Purchase currency 
requests") 

 orders for currency sale (see "Sale currency requests") 

 orders for currency conversion (see "Currency 

conversion") 

 SWIFT payments (see "Payments (SWIFT)")  

 

Information on enterprises, employees, payrolls and salary projects: 

 payrolls (see "Payrolls") 

 employee questionnaires (see "Note. If the payer 

account with mask 2604 is specified in the import file, 

the commission account must be specified (see the 

description of the import and export files in a separate 

document). 

 Employee applications") 

 salary projects (enterprises, employees, employee 
accounts) (see "Salary projects") 

 

Request for statement generating, viewing account balances (see "Statement 
and account balances") 

 

Document uploading (for example, copies of contracts, invoices, 
questionnaires, etc.), viewing them with the ability to sign and send them to 
the bank's storage (see "Documents uploading") 

 

Information about guaranteed payments. Depending on the user's rights, the 
system shows a certain set of available operations: 

 for a user with the "HUB" rights (see "The “HUB” role") 

 for a user with the "Counteragent" rights (see "The 
"Counteragent" role") 

 

Viewing a list of your deposits, general information on each deposit with the 

ability to perform operations, a schedule for calculating interest and an 

archive of payments (see "Deposits") 
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Under development  

 

List of legal entities or individuals which the enterprise of the system client 

has financial relations ("the enterprise pays the counteragent, or the 

counteragent pays the enterprise") (see "Beneficiaries") 

 

Settings section: 

Personal settings - settings for displaying the user interface, account settings, 
mailing settings, viewing the log of user operations in the system (see 

«Personal settings»). 

Security - passwords and certificates managing (see "Security"). 

Reference books – editing, deleting and creating entries in directories (see 

"Reference books")  

The following functions are available on the main page (and on all others): 

2.3. System information menu 

The system information menu is located on the right side of the page. 

 

It includes the following sections:  

 Profile photo uploading button . To upload an image, click the  button in 

the opened form and select the photo (image) on the local disk. 

 The button to go to the educational videos of the bank . The list of available 

videos is displayed in the window. You can view the video description. When you 

click on the preview, the video will open in a new tab. 

 

 Button for calling help information on the current system section (in the upper 

left corner of the system screen). 
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 – user personal office (see the detailed description in the document 

“OTPAY_Личный кабинет_Руководство пользователя.docx”). 

 – messaging with the bank (see “Messages”). 

 – the logout button. 

  - displaying information about the client's personal manager. Clicking it 

opens a form with the data of the personal manager(s) assigned to the client. 

 

  - button for viewing and setting exchange rates (see. «Viewing and 

customizing currency rates»). 

  - button for changing the interface language (click it to select the language). 

  - click it to get help information for the current section of the system. 

 

 

2.4. Viewing and customizing currency rates 

You can view exchange rates by clicking the  button in the information menu. The 

system will display the exchange rates for the current business day of the bank. You can 

switch between the NBU, Cash, and Non-cash tabs to view the respective rates. 
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Note. When you select the Non-cash tab, you can view non-cash rates for currency 

pairs. The rates are displayed depending on their availability. 

 

In order to customize the list of exchange rates, click the  button, select the 

checkboxes with the required currency in the list, and click the "Save" button: 
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If you want to see the exchange rate for a specific date or period:  

 Select the NBU, Cash, or Non-cash tab.  

 Click the  button, select "By date" or "For a period" in the drop-down list, 

click the  button in the field below and use the calendar to specify the date or 

period for displaying the exchange rate. 

 Click the "Show" button, and the data for a certain date will be displayed in the 

section below. 
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To print or save the data in .pdf format, click the “Print” button. 

Please note: data for a certain period can only be printed or saved in .pdf format. 

 

 

2.5. List of allowed characters 

The system verifies the contents of all fields on document forms. The characters allowed 

for encryption are listed in the table. 

Character category Character 

Cyrillic characters а б в г д е ё ж з и й к л м н о п р с т у ф х ц ч ш щ ъ ы ь э ю я А Б В Г Д Е Ё 

Ж З И Й К Л М Н О П Р С Т У Ф Х Ц Ч Ш Щ Ъ Ы Ь Э Ю Я ґ Ґ і І ї Ї є Є  

Latin characters a b c d e f g h i j k l m n o p q r s t u v w x y z A B C D E F G H I J K L M N O 

P Q R S T U VW X Y Z 

Numbers 0 1 2 3 4 5 6 7 8 9 

Other characters ! " # $ % & ' ( ) * + , - . / : ; < = > ? @ [ \ ] ^ _ ` { | } ~ ’ № 
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2.6. Documents signing 

To confirm an active operation, you should sign the document before sending it to the 

bank using an electronic digital signature. To do this, follow these steps: 

 In the appeared form using the button  provide the path to the private key 

file. 

 Enter the password for the private key.  

 After filling in all the required fields, click on the "Sign" button. 

 

 

Signing on behalf of another user 

To sign a document on behalf of another user, follow these steps: 

 Click the "Sign on behalf of another user" button.  

 

 In the new form select the user from the drop-down list. 

 In addition, you can search for the user from the list. To do this, in the Other 

user (from the list of available) field in the search bar "User of another client" 

(above the list of users), enter the client name - the user/users corresponding to 

the parameters will be displayed. 

  

 Select the key storage type from the list. 

 If the key is on the file system, use the button to select the private key file. 

 Enter the password for the secret key. 

 

2.7. Filtering, sorting, and updating data on list forms 

For the convenience of finding data in the system, you can use the following features: 

1. Filters in table headers. If there are filters on forms with lists, then by setting their 

parameters, you can get information only by the category of interest. To set filters, do 

the following: 
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 For text fields, enter the parameters according to which the data will be filtered 

and press the "Enter" key on the keyboard. 

 For drop-down lists, select values from the lists: 

 

2. Data sorting in tables. To sort by one of the table columns, click on the  button 

next to its title.  

3. Data updating in tables. Using the  button you can update the data in the table. 

In this case, the information is synchronized with the bank's database. 

4. Switching pages. Using the toolbar, you can navigate from page to page and view 

the entries. 

 

2.8. Documents status 

The "Status" column in tables, as well as the Status field on document forms, contains 

information about the current state of the document: 

 All data - displays a list of payments/documents without filtering by status. 

 Processing... - the document is accepted for processing, but not transferred to 

any of the final statuses. 

 Not all signatures - the document does not have all the required signatures. 

 Pending - the status of the payment before it is received by the operator. 

 Rejected - the payment was declined by the iFOBS server or in the banking 

system. 

 Withdrawn - the document was removed by iFOBS. 

 Postponed - the payment in the bank was postponed. 

 Approved - the document was approved in the bank. 

 Incoming - documents for incoming (credit) documents. 

2.9. Documents import 

On some tabs you can load a list of documents from the file: for payrolls – in .xml, .dbf, 

.xls formats, for documents in national currency – in .txt, .xml, .dbf, .xls, iBank2 (.txt), 

PAIN.001 formats, for documents in foreign currency – in .txt format for requests, .txt and 

iBank2 (.txt) for SWIFT. To do this, follow these steps: 

1. Click on the "Import" button on the form with a documents list.  

2. In the new form, select the file format from the drop-down list (the button). 

3. Specify the path to the file of the required format (the  button). 
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4.  Confirm your action by clicking on the "Import" button.  

 

To cancel the action, click on the "Cancel" button. 

2.10. Documents export 

On some tabs, you can save the documents list to .txt or .xml file. The .xls format is 

available for the list of documents in national currency. To do this, follow these steps: 

1. Click on the "Export" button on the form with the documents list.  

2. In the form that opens, select the file format from the drop-down list 

(the button). 

3. Confirm your action by clicking on the "Export" button. The file will be saved by 

means of the browser to the "Downloads'' folder. To cancel the action, click on the 

"Cancel" button. 

 

2.11. Attached documents 

When creating payment orders, as well as orders for currency purchase, sale, conversion, 

etc. you can associate documents with them (for example, scanned copies of contracts, 

invoices, questionnaires). 

In order to link a document with a request, in the "Attached documents" section, do the 

following: 

1. If you already have documents that you have uploaded and sent to the bank 

(see “Attached documents”), select the file from the drop-down list in the Attach 

document field (the  button) and click on the "OK" button: 
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2. If you want to upload a new document with automatic linking to this request, click on 

the Browse button, select values from the drop-down lists in the Operation type, 

Operation subtype and the file to upload (click on the Browse button). If necessary, enter 

a comment (maximum 1000 characters): 

 

3. To remove a link to a document, mark the linked document/documents using the 

checkbox . To select all documents in the list, check the checkbox in the table 

header. Click on the “Unlink” button: 

 

Note: you can remove the link to the document in the currency document until it is sent 

with all the necessary signatures to the bank. 
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3. FUNCTIONALITY 

3.1. Accounts 

You can see lists of all your current and card accounts with information on current and 

forecast balances on the main page or by selecting the Accounts menu item: 

 

If a user has accounts of several enterprises under monitoring within one account, then 

all accounts will be displayed in the context of enterprises. By default, enterprises are sorted 

by name, and the accounts of each enterprise are sorted by account number. The user can set 

their own order of displaying accounts in the Settings/Account settings menu section (see 

“Personal settings”) On the “Accounts” page, you can do the following: 

 To hide or show the list of cards/accounts of the counteragent, click on the 

following buttons:  ("Minimize") or  ("Expand"). 

 To quickly go to the form for creating a new payment, click on the  button 

(available for accounts in national currency, if the user has the right to debit to 

this account and the account status is not "Closed"). In this case, the data of the 

“Payer” section will be filled in automatically, but you can change it if necessary. 

 You may assign its own name (pseudonym) to each account. To do this, click on 

the  button, in the field that opens, enter the new account name and click on 

the  to save. 

 To quickly go to the account statement request form, click on the  button. 

For detailed information on the account, select the entry you need in the list. 
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In the form that opens, you can view the following information about the account: 

1.  Date of last activity. 

2. Current balance. 

3. Overdraft limit. 

4. Unused overdraft limit. 

5. Available balance, split into components: 

 Current balance. 

 Overdraft limit. 

 Account restrictions. 

6. Unsent payment orders. 

7. Planned balance, split into components: 

 Current balance. 

 Unauthorized debit. 

 Unauthorized credit. 

8. Information about the service department. 

If necessary, you can export invoice details to a .pdf document by clicking on the 

«Export the account details to PDF» button. 

You can view the funds movement on the account by clicking on the «Turnover on 

account» button (see “Turnover on account”). 

3.1.1. Turnover on account 

To go to the "Turnover on account" page, click on the "Turnover on account" button 

on the page for viewing account detailed information. 
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To select a period, use the fields to set the period: you can enter dates manually or use 

the built-in calendar, or use the "Month", "Quarter", "Year" buttons (the default value is 

"Month"): 

You can print the table of account turnovers by clicking on the "Print" button: 

 

To return to the form of detailed information on payment, click on the  button at the 

top of the page.  

3.1.2. Corporate cards 

Card accounts are displayed in the general list of accounts and marked with a card icon.  
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Click on the card icon to go to the “Account Information” page.  

 

After entering the form with a card account, a request or data update on card accounts is 

performed, including updating the cards balance. 

On the page, you can find information on the card account, balances, account access 

scheme, as well as a list of cards linked to the account. Card numbers are masked (in the 

nnnnnn ****** nnnn format). 

The following information is displayed in the card account data block:  

Parameter Value 

Alias account (if not set, the account number is 

displayed). Close to it (in brackets) are the 
account status and currency 

Account number, status in B2 CBS, symbolic 

currency code 

Date of account activity DD.MM.RRRR (according to B2 CBS) 

Current balance 
Current account balance from B2 CBS, symbolic 
currency code 

Available balance 

Available account balance from IS-Card, symbolic 
currency code. 

For accounts with separate access - the amount of 
available balances for all linked accounts from IS-
Card 

Serviced office Name of branch account 
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Scheme of account access for cardholders Shared or separate access 

The following information is displayed in the "List of account cards" block: 

Parameter Value 

Search button   

Card search. When pressed, a field for data entry 
appears (Cyrillic and Latin characters, numbers, 
spaces, "*", "/" are available.) 

For all found matches, the filters may be used 

Payment system logo 

It is displayed depending on the first digit of the 
card number: 

● 4 – VISA; 

● 5 and 6 – Mastercard; 

● others – the logo is not displayed 

Card type Card type (VISA GOLD, etc.) 

Card status Current card status (active, blocked, suspended, 
etc.) 

Card expiry date Card validity period in MM/YYYY format 

Card number Masked card number  

Embossed name on the card Last name and first name of the cardholder 

Available balance Available card balance from IS-Card, symbolic 
currency code 

The  buton 

Button for updating card balance (data comes 
from IS-Card) 

Each line of the list is a link to the information page of the selected card (see “Card 

information”).  

Click on the "Export the account details to PDF" button to get a report with account 

details in national or foreign currency. You can print the received information . 

Click on the "Statement for all cards" button to receive a statement from the card 

system for all cards issued to the account (see “Statements for all cards”).  

Click on the "Card operation log" button to view the list of transactions with the card 

account (see “Card operation log”).  

Creating a payment from a card account is available for accounts in national currency 

with public access.  

3.1.2.1. Statements for all cards 

For accounts with general access, the statement is generated according to the card 

agreement to which the main account in B2 CBS is linked. 

For accounts with separate access, a consolidated statement is generated for all card 

agreements associated with the B2 CBS account. 

To receive statements for all cards, click on the "Statement for all cards" button on the 

"Account Information" page, specify the statement period and click on the "Generate" button.  
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The generated statement will be displayed in a separate window. You can save it as a 

.pdf file or print it.  

3.1.2.2. Card operation log 

To go to the log, click on the "Card operation log" button on the "Account information" 

page.  

The page displays a list of card transactions (request number, request date, card 

number, account number and currency, organization name, transaction name and request 

status).  

The list displays requests for all account cards to the accounts to which you have access. 

 

Request statuses are shown in the following way:  

 - not all signatures; 

 - approved; 

 - rejected.  

Each line in the list is a link that can take you to a page with information on a card 

transaction.  

For requests in the "Not all signatures" status, the "Sign" and "Reject" buttons are 

available, which you can sign or reject the request with. 

 

3.1.2.3. Card information 

To view detailed information on a card linked to a corporate card account, go to the page 

for viewing detailed information on a card account and select the required card in the "List of 

account cards" block.  

At the top of the page, you will see a card image with the following details:  
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 Card alias;  

 Card No;  

 Expiration date;  

 Embossed name of a cardholder.  

In the "Information on card" block the following data is displayed: 

 Available balance (information from the card system) and the  button to update 

the card balance;  

 Card type;  

 Card status;  

 Account number;  

 Organization;  

 Current blocking (total amount). If the amount is less than 0, then an expanded 

block with a list of current card blockings is displayed below. Click on the "Current 

locks" line to collapse/expand the "List of current blocking by a card" block. 

 

 

For cards with separate access, the button "Statement for a card" is available on the 

page, which allows you to request a statement from the card system. Click on the button, 

indicate the period for which you want to generate a statement, and click on the "Create" 

button. 
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You can save the statement to a .pdf file or print.  

The "Card spending limits" button allows you to change the limits of daily cash 

withdrawals and the limits of trade operations and operations on the internet (see “Card 

spending limits”).  

3.1.2.4. Card spending limits  

To change the values of card spending limits, click on the "Card spending limits" 

button and then click on the pictogram on the line with the limit you want to change. 

Then make the appropriate changes. If the spending limits of Sum and Number of operations 

exceed the limits set by the bank, you will see a message displaying the maximum available 

amount for input.  

 

To cancel the changes, click on the "Cancel" button, and the limits section will be 

hidden. 

You can also save the request for changing the current limits by clicking the "Save" 

button or sign it (click on the "Sign" button). 

 You can update the limits using the "Refresh" button. 

3.1.2.5. Card financial transactions  

You can use your card account to make transfers in national currency, but pay attention 

to the restrictions: for accounts with public access, debit and credit operations are available, 

and for accounts with separate access, only replenishment is available. 

Currency transactions from card accounts are currently not available. 
 

3.2. Transactions in the national currency 

Displaying the number of signatures 

Please note: on all tabs of the UAH transactions section, except for the “Inbox” tab, 

information on the number of signatures applied to the document is visually displayed (the 

upper indicator corresponds to the first signature, the lower indicator corresponds to the 

second): 

 Gray - there is no signature of the corresponding level; 

 Green – 1st signature applied; 

 Yellow – 2nd signature applied; 

 Blue - the 3rd signature has been applied (if the user has been granted the right to 

work with the third signature). 

When hovering over the indicator area, a hover with information about signers will be 

displayed. 
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Setting display period  

Please note: in the UAH transactions section on the tabs: "All documents", 

"Incoming", "Outgoing" in the field For the period "from" to "the current date is displayed by 

default. 

After the user sets a different period/date on any tab of the section, except for the 

"Unsigned" tab, the system will set the same period on all menu tabs (except "Unsigned") and 

will display it during the session. The same period will be set in the form of a detailed view of 

the document, as well as after selecting the operations of import, deletion, printing, export, 

signing, copying, creating a payment or template. 

 

In the UAH transactions menu section you can perform the following actions: 

1. Switch to the form for creating a new payment, by clicking on the "Create payment" 

button:  

 you can transfer funds to your counteragents (see “Creating a new payment to 

the counteragent”); 

 you can transfer funds from one of your accounts to another your bank account 

(see “Creating a new payment between own accounts”). 

2. View payment templates, create a new one or use an existing one to create a new 

payment in national currency (see “Document templates”). 

3. View the register of transactions in national currency (see "All documents" tab): 
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On the "All documents" tab you can do the following: 

 Select display period (by default - current date). To do this, enter the dates in the 

From ... to ... fields manually or use the built-in calendar (button ), click on 

the "OK" button: 

 

 Switch to the form for viewing statistics of documents in national currency for the 

specified period. Click the "Show statistics" button. In the new form you can view 

information on the number and amount of all user payments in the national 

currency, grouped by status (info is composed for all documents, taking into 

account the filters set by the user and for the date or period set for the "All 

documents" tab). 

 

 Search for a document by specified parameters (see “Filtering, sorting, and 

updating data on list forms”).  

 detailed information about the selected document (see “Viewing and editing 

payments in national currency”). 

 Go to editing and signing a document in the "Not all signatures" status, by clicking 

the button  (see “Documents signing”).  

 Copy approved document by clicking the button . 

 For a document with the Incoming status, create a reverse payment by clicking 

the button . 

 View the reason for rejection of the document in the "Rejected" status, which is 

displayed when you hover over the icon . 
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 Import a list of documents  (txt, iBank2 (.txt), PAIN.001 formats), press  the 

"Import" button, see “Documents import”. 

 Export the list of documents to an XLS file (the "Export" button). 

 Go to the list of documents requiring signing, by selecting the "Unsigned" tab. 

On the "Unsigned" tab you can do the following: 

 Sort and filter documents in the list (see “Filtering, sorting, and updating data on 

list forms”). 

 Switch to the form for viewing detailed information about the selected document 

(see “Viewing and editing payments in national currency”). 

 Sign the selected document by clicking  (see “Documents signing”). 

 Sign one or more documents by marking them with a symbol  and clicking on 

the "Sign" button. 

 Delete one or several documents by marking them with a symbol  and 

clicking on the "Delete" button. 

 Export the list of documents to an XLS file (the "Export" button). 

 Go to the list of your incoming or outgoing payments by selecting the "Outgoing" 

or "Incoming" tab.  

On these tabs you can do the following: 

 Select display period (by default - current date). To do this, enter the dates in the 

From ... to ... fields manually or use the built-in calendar (button ), click on 

the "OK" button. 

 Sort and filter documents in the list (see “Filtering, sorting, and updating data on 

list forms”). 

 Switch to the form for viewing detailed information about the selected document 

(see “Viewing and editing payments in national currency”). 

 Import a list of documents on the "Outgoing" tab (the "Import" button (see 

“Documents import”).  

 Export the list of documents to an XLS file (the "Export" button). 

 Delete one or several documents by marking them with a symbol  and 

clicking on the "Delete" button (for outgoing documents in the "Awaiting 

processing" status). 

 Print one or several documents by checking the checkboxes next to the selected 

documents  and clicking the "Print" button (for outgoing documents in the 

"Approved" status). 

  Please note: if you have selected one or several payments in the list, the total 

amount for the selected payments and the number of selected payments will be displayed at 

the top of the form: 
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3.2.1. Viewing and editing payments in national currency  

To view or change payment documents in national currency, select the UAH 

transactions menu: 

 

Each row in the list is a link, you can click on it and switch to the form with payment 

details. 

See more about the items “Creating a new payment to the counteragent”, “Creating a 

new payment between own accounts”.  

Depending on the status of the document, on the form with detailed information you can: 

 View document in the "Rejected" status. 

 Edit document in the "Not all signatures" status. 

 Create a reverse payment based on the current document - click on the "Create 

reverse payment" button. 

 Create payment based on the current document - click on the "Copy" button. 

This will create an exact copy of the payment. 

 Sign document (see “Documents signing”).  

 Save document without signing (the "Save" button). 

 Withdraw payment in the "Pending processing" status (the "Withdraw" button). 

 Print document (the "Print" button). 

 For approved documents – view detailed information about the document 

according to ISO 20022 standards ("Document details" button). A pdf form of 

the payment instruction will be displayed, which can be downloaded or printed. 
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To return to the form with a list of payments, click the button  at the top of the page. 

 

3.2.2. Creating a new payment to the counteragent 

In order to create and send to the bank a request for transferring funds from your 

account to the counterparty's account: 

1. Select the UAH transactions menu. 

2. Click the "Create payment" button. 

3. Select "The payment to the counterparty" tab at the top of the form - a new form will 

open. 

Note. To show/hide sections on the form, use the /  buttons. 

4. In the "Document parameters" section, specify the document date manually or using 

the built-in calendar (button ). You can specify the document number manually or it 

will be assigned automatically after selecting the account from which the payment will be 

made: 
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If it is necessary to make a payment on a date different from the bank's current business day, 

you have to specify the Value date (desired payment execution date). In other cases, the 

Value date field is optional. 

5. In the "Payer" section, select the account from the drop-down list available in the 

Account field. 

 

6. According to ISO 20022 standards, the payment instruction contains new sections for 

adding information about the payment participants (actual payer, actual recipient), as 

well as a structured payment purpose for budget payments.  

If you need to enter the actual payer's data, click the "Actual payer" button and fill in 

the appropriate fields. The description of the fields and the view of the form with the 

expanded sections are given below (see “Description of the elements of the section with 

information about payment participants”). 

 

 

 

Please note: for participants, if they cannot be identified by a code, passport, or other 

document, additional identification by address and place of birth is possible. The necessity of 

additional identification depends on the requirements of the bank's financial monitoring 

(identification and verification programs) and is regulated by bank settings. If additional 

sections open on the form, fill in the appropriate information in their fields. 
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Description of the elements of the section with information about payment 

participants 

Parameter Mandatory Description 

Legal entity/ 
Private person 

+ The switch indicates that the participant of the payment is a legal 
entity or an individual entrepreneur (according to ISO20022, it is 
identified as a private person) 

Country + Enter the code or select the country of residence from the list 

Actual payer 
name/Recipient 
name/ Actual 
recipient name 

+ Field for entering the name of the payment participant 

Identification type + Select the type of identification from the list. Depending on the 
selected value, the ID code/USREOU field is filled in. 

For legal entity: 

 USREOU code - 8 digits (not zeros); 

 Tax ID (taxpayer registration number) displayed for 
the recipient - 9 digits (not zeros); 

 No code has been assigned (the ID code/USREOU field 
is filled with the value 000000000). 

For an individual: 

 Tax ID (register number of the tax payment record 
card) - 10 digits (not zeros); 

 Passport - 2 letters and 6 digits or 9 digits (ID card) or 
000000000 (for non-residents);  

 Another document - 2 letters and 6 digits (for a 
resident);  

 No information (the display depends on the bank's 
settings) - the ID code/USREOU field is filled with the 

value 99999. 

Please note: for participants which cannot be identified by a code, 
passport or other document, additional identification by address and 

place of birth is possible. The need for additional identification 
depends on the requirements of the bank's financial monitoring 
(identification and verification programs) and is regulated by the 
settings. If additional sections ("Location" and “Date and place of 
birth”) open on the form, fill in the appropriate information in their 
fields 

ID Code/USREOU + Field for entering data according to the selected type of 
identification, see above 

Location -/+ The block is displayed if selected: 

- For legal entity: identification type - no code has been assigned, 

- For an individual: identification type - no information. 

Fill in the following fields: 

 Country - enter a code or select a name from the list; 
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Parameter Mandatory Description 

 Region; 

 District; 

 Place (required); 

 Street; 

 House number (required); 

 Apartment; 

 Postal code. 

If at least one field of this block is filled in, then the required fields of 
the block must be filled in. 

Note. The obligation for filling in location data depends on the 
settings in the bank 

Date and place of 

birth 

-/+ The block is displayed if the identification type selected for the 

individual is “no information”. 

 Birth date; 

 Place; 

 Country - enter a code or select a name from the list. 

Note. The obligation to fill in the date and place of birth data 

depends on the settings in the bank 

 

 Button for selecting the actual payer/recipient/actual recipient from 
the reference book 

 

 Button for clearing the entered data on the actual payer/actual 
recipient 

7. In the "Recipient" section, enter the name of the counteragent, recipient code, 

account (IBAN) or use the reference book of counteragents (the  button) for 

automatic filling of fields. 

8. If you are filling in the fields of the section manually, select the type of identification from 

the list. Depending on the selected value, fill in the ID code/EDRPOU field (see 

“Description of the elements of the section with information about payment 

participants”). 

 

Please note: for participants, if they cannot be identified by a code, passport, or other 

document, additional identification by address and place of birth is possible. The necessity of 

additional identification depends on the requirements of the bank's financial monitoring 

(identification and verification programs) and is regulated by bank settings. If additional 

sections open on the form, fill in the appropriate information in their fields (see “Description of 

the elements of the section with information about payment participants”). 
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9. Select a recipient country from the drop-down list. 

10. Enter the payment amount. 

11. According to ISO 20022 standards, the payment instruction contains new sections for 

adding information about the payment participants (actual payer, actual recipient), as 

well as a structured payment purpose for budget payments.  

If you need to enter the actual recipient data, click the "Actual recipient" button and fill 

in the appropriate fields. The look of the form with the expanded sections is given below.  

For the description of the fields please see “Description of the elements of the section 

with information about payment participants”. 

 

Please note: for participants, if they cannot be identified by a code, passport, or other 

document, additional identification by address and place of birth is possible. The necessity of 

additional identification depends on the requirements of the bank's financial monitoring 

(identification and verification programs) and is regulated by bank settings. If additional 

sections open on the form, fill in the appropriate information in their fields (see “Description of 

the elements of the section with information about payment participants”). 
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12. Depending on the settings in the bank, a payment to the budget can include a 

structured payment purpose. 

To make a payment to the budget, you must fill in the details of the "Budget" section. Fill 

in the fields of the "Funds transfer direction" section. 

 

Fields description 

Parameter Mandatory Description 

Funds transfer 
direction … 

+ Section for adding data on the budget payment 

Payment type code - Select the payment type code from the list 

Additional 
information on the 
entry 

- Enter additional information about the entry (up to 140 characters) 

Account number - Enter the account number in IBAN format 

Tax amount - Enter the tax amount. 

Note: the total amount of all added directions must be equal to the 
amount of the UAH document 

Information about 
tax notification 
(decision) 

- Enter information about the tax notification (decision) (up to 140 
characters) 

Type - Enter the budget revenue classification code (up to 35 characters) 

 
 Button for adding a new funds transfer direction. A new entry can be 

added when the required fields of the previous entry are filled in. The 
number of transfer directions available for adding is regulated by the 
settings in the bank 

 
 Button for deleting the additional funds transfer direction 

13. In the "Details of payment" section specify the payment purpose manually or select 

one of the previously saved templates by clicking the  button. Please note: for the 

budget payments this field is filled in with a “Budget payment” link. Please note: if you 

create a budget payment with a structured purpose, the data entered in the "Budget" 

section will be displayed on the printed form as a consolidated line separated by a space. 

The line length is up to 420 characters. 

14. Set the "Save as a template" flag to save the payment to templates list (see 

“Document templates”). 

15. Using the "VAT" button, you can choose one of three options for displaying value 

added tax: "VAT 20%" and "VAT included 20%" with the calculated amount of tax, 

"without VAT" or enter your digital VAT value. The "VAT" button becomes available after 

you have entered the payment amount. 
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16. If necessary, specify additional details in the appropriate field.  

 

17. To save the payment without signing, click on the "Save without signature" 

button. 

18. To send the payment to the bank, sign the document (see “Documents signing”). 

19. To return to the previous page click on the button  at the top of the page. 

3.2.3. Creating a new payment between own accounts 

In order to create and send to the bank a request for transferring funds between your 

own accounts opened in OTP BANK: 

1. Select the UAH transactions menu. 

2. Click the "Create payment" button. 

3. Select "Payment between own accounts in OTP BANK" tab at the top of the form - a 

new form will open. 

Note. To show/hide sections on the form, use the buttons / . 

4. In the "Document parameters" section, specify the document date and value date 

(date of payment execution) manually or using the built-in calendar (button ).  

5. You can specify the document number manually or it will be assigned automatically 

after selecting the account from which the payment will be made. 
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6. In the section "Payer" select your account from the drop-down list available in the 

Account field.  

7. In the "Recipient" section, select your account from the drop-down list in the Account 

field, to which funds will be transferred. Enter the transfer amount. 

8. In the "Details of payment" section specify the payment purpose manually or select 

one of the previously saved templates by clicking the button .  

9. Set the "Save as a template" flag to save the payment to templates list (see 

“Document templates”). 

10. If necessary, specify additional details in the appropriate field.  

11. To save the payment without signing, click on the "Save without signature" button. 

12. To send the payment to the bank, sign the document (see “Documents signing”). 

13. To return to the previous page click on the button  at the top of the page. 

3.2.4. Document templates 

On the "Document templates" tab you can do the following: 

 Search for a template by the specified parameters (see “Filtering, sorting, and 

updating data on list forms”). 

 Create a new template - the "New template" button (see “Creating a new 

template”). 

 Create a new payment by template, view or edit a template. To do this, click on 

the line with the template you need (see “View and edit templates. Create a 

payment by template”). 
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3.2.4.1. Creating a new template  

In order to create a new payment template, click on the "New template" button in the form 

with a list of templates, and fill in the template fields:  

 Enter the payment amount. 

 If necessary, enter the number of days before the value date. 

 In the "Payer" section, in the Account field, select the account from the drop-down 

list, from which the payment will be made. In this case, the Bank and Description 

fields will be filled in automatically after selecting an account. 

 In the "Recipient" section, select a recipient from the list - the button . In this 

case, the fields Account (IBAN), Bank, Country, ID code/USREOU, Beneficiary 

name will be filled in automatically after selecting an account. 

 According to ISO 20022 standards, the payment instruction contains new sections 

for adding information about the payment participants (actual payer, actual 

recipient), as well as a structured payment purpose for budget payments.  

If you need to enter the actual payer's data, click the "Actual payer"/"Actual 

recipient" button and fill in the appropriate fields. The description of the fields 

and the view of the form with the expanded sections are given below (see 

“Description of the elements of the section with information about payment 

participants”). 

 Select the payment purpose from the drop-down list - button . In this case, 

the field Payment purpose code will be filled in automatically. 

 If necessary, enter Additional details. 

 You can also add a description for the template. 

 If you want the payment template to be shared, check the box "Set the template 

public". 
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To save the template, click on the "Save" button. 

To clear the filled fields, click on the "Clear" button. 

In order to return to the previous form without saving changes, click on "Cancel" button. 

3.2.4.2. View and edit templates. Create a payment by template 

On the template editing form, you can perform the following actions: 
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 Make changes to the required fields of the template and save the changes – click 

on the "Save" button. See below for a detailed description of the template fields. 

 Clear template fields - click on the "Clear" button. 

 Skip the changes made to the template - click on the "Cancel" button. 

 Create payment by this template - click on "New document (UAH)" button (see 

description below). 
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Creating a document by template 

In order to create a new document using a template, follow these steps: 

 On the template editing form, click on the button "New document (UAH)". 

 A new window "Creating a payment" with filled fields will open. 

 If the template was created for a transfer within Ukraine or within the bank to 

another counteragent, "The payment to the counteragent" tab will open. A 

detailed description of the fields is given in “Creating a new payment to the 

counteragent”. 

 If the template was created for transferring between your accounts, the "Payment 

between own accounts in OTP BANK" tab will open. A detailed description of the 

fields is given in “Creating a new payment between own accounts”. 

 

 

To save the payment without signing, click on the "Save without signature" button. 

To send the payment to the bank, sign the document (see “Documents signing”). 

To return to the previous page click on the button  at the top of the page. 

3.2.5. SMS confirmation of potentially fraudulent payments 

After creation, signing and sending to the bank, the payment should be verified by the 

anti-fraud system of the bank. 

In case the payment was marked as potentially fraudulent, it gets the “Requires OTP 

confirmation” state, while the user is shown a pop-up notification about the detection of a 

fraudulent payment with the text “Pay attention! The system has detected a payment that 

requires special attention. Please perform authorization." 
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At the same time with a pop-up notification about the detection of fraudulent payment, 

the system displays a modal window on the top of all windows with the notification: “Payments 

requiring special attention have been detected. These payments must be authorized using an 

SMS code. Proceed?" 

Click "OK" to go to the list of payments requiring authorization, or "Cancel" to close the 

window and continue working in the system. 

Please note: if you have refused authorization, a pop-up notification and a warning 

window will be displayed upon subsequent transitions to any section of the system, as well as 

when entering it. 

To authorize/reject a payment: 

1. Go to the "Requires OTP-confirmation" tab in "UAH transactions" menu item. 

2. A list of documents requiring OTP confirmation will be displayed. The list displays: 

date, document number, sender, recipient, recipient code, amount, and purpose of payment. 

3. Select the document(s) you need from the list and click the "Authorize" or "Reject" 

button. The authorization and rejection operations are also available in the form of detailed 

information about a document requiring OTP confirmation. 
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An SMS with a confirmation code will be sent to your financial phone number. 

5. Enter the code from the SMS in the SMS code field and click the "Authorize" button 

to authorize the document or "Reject" to reject it.  

 

If you entered the confirmation code correctly, the corresponding payment will be 

authorized or rejected. 
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3.3. Currency transactions  

In the Currency transactions section, you can perform the following actions: 

1. Go to the list of documents requiring signing by selecting the "Unsigned" tab. 

2. Go to work with various types of currency documents (tabs "Purchase", "Sale", 

"Conversion", "Forward", "Payments (SWIFT)", "SWIFT advices", "Documents"). 

3. View the general register of executed currency payments. 

Displaying the number of signatures 

Please note: on all tabs of the Currency transactions section, except for the “SWIFT 

advices”, and “Documents” tabs, information on the number of signatures applied to the 

document is visually displayed (the upper indicator corresponds to the first signature, the 

lower indicator corresponds to the second): 

 Gray - there is no signature of the corresponding level; 

 Green – 1st signature applied; 

 Yellow – 2nd signature applied; 

 Blue - the 3rd signature has been applied (if the user has been granted the right to 

work with the third signature). 

When hovering over the indicator area, a hover with information about signers will be 

displayed. 

 

Setting display period  

Please note: in all tabs of Currency transactions section except "Unsigned", in the 

field For the period "from" to " the current date is displayed by default. 

After the user sets a different period/date on any tab of the section, except for the 

"Unsigned" tab, the system will set the same period on all menu tabs (except "Unsigned") and 

will display it during the session. The same period will be set in the form of a detailed view of 

the document, as well as after selecting the operations of import, printing, export, signing, 

copying, creating a new request or payment.  

3.3.1. Unsigned documents 

To go to the list of documents requiring signing, select the "Unsigned" tab. On the form 

that opens, you can do the following: 

 Select the data display period (by default - the period from the date of the 

previous ODB to the date of the current ODB). To do this, enter dates manually or 

use the built-in calendar (the  button). The specified period should not exceed 

30 days, including the current day. 

 Sort and filter documents in the list (see. “Filtering, sorting, and updating data on 

list forms”). 

 Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: save the 

document after editing it (the "Save" button), copy to a new form (the "Copy" 

button), print (the "Print" button ) or sign (see “Documents signing”). For a 

detailed description of the view form fields, see the sections “Purchase currency 

requests”, “Sale currency requests”, “Currency conversion”, “Payments (SWIFT)”.  
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 Sign the required document by clicking on the  button (see “Documents 

signing”). 

 Sign one or more documents by checking the appropriate boxes  and clicking 

on the "Sign" button. 

 Print one or several documents by checking the corresponding boxes  and 

clicking on the "Print" button. In bulk printing, one report is generated, which the 

user can send to print or save as a PDF file using the browser. 

 Remove one or more documents by checking the corresponding boxes  and 

clicking on the "Remove" button. 

For a detailed description of the view form fields, see the sections “Purchase currency 

requests”, “Sale currency requests”, “Currency conversion”, “Payments (SWIFT)”. 

3.3.2. Purchase currency requests 

In order to view the list of your requests for the currency purchase or create a new one, 

select the "Purchase" tab.  

On the form with a list of requests, you can do the following: 

1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button). The specified period should not exceed 30 days, including the 

current day. 

2. Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list 

forms”), including sorting by the “Signatures” option: 

 

3. Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: copy to a new form 

(the "Copy" button), print (the "Print" button) or sign (see “Documents signing”), 

withdraw the request (the "Withdraw" button). 

4. Import a list of documents (in .txt format) - the "Import" button (“Documents 

import”). 

5. Save the list of documents to a file (in .txt, .xml formats) - the "Export" button (see 

“Documents export”). 

6. Print one or several documents by checking the corresponding boxes  and 

clicking on the "Print" button. 

7. Sign the required document by clicking on the  button (see “Documents 

signing”). 
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8. Copy the required document using the  button. The form for creating a new 

request for the currency purchase will be shown in the edit mode with data from the 

copied request filled in automatically.  

9. For documents with the "Rejected" status, the icon  is displayed, when you hover 

over it you can see the reason for the rejection. 

 

States of the documents: 

 All data - displays a list of payments/documents without filtering by status. 

 Processing... - the document is accepted for processing, but not transferred to 

any of the final statuses. 

 Sent to the bank. 

 Received by the bank.  

 Approved - the document was approved in the bank. 

 Rejected - the payment was declined in the banking system. 

 Not all signatures - the document does not have all the required signatures. 

 Withdrawn - the document was removed in the system. 

 Document verification – CS Manager Accepted (ForPay). 

 Currency purchase. Document verification is successfully completed - CS HO 

Control Accepted (ForPay). 

 Crediting currency to the account - Treasury Accepted (ForPay). 

 

Each line of the list is a link by which you can go to the form of the document detailed 

viewing or editing, depending on its status and type. 

Creating a new request for currency purchase 

To create a new request for currency purchase, follow these steps: 

1. Click on the "Create a request" button at the top of the form 

Note. You can also go to the request creation form by clicking on the  button on the form 

with a requests list, or the "Copy" button on the form with detailed information on the 

request. In this case, the fields on the payment creation form will be filled in automatically 

with the possibility to edit data.  
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2. In the "Document parameters" section: 

 The Document number field is filled in automatically when you select a debiting 

account. The value of this field can be changed (no more than 10 characters). 

Acceptable are Latin letters of different registers, numbers and symbols: "/", "-", 

"?", ":", "(", ")", ".", ",", "'", "+" , "{", "}", Space, non-breaking space.  

 The document date is set by default by the current operating day of the bank. The 

field is not available for editing. 

3. In the "Client" section: 

 The Name, Address, Code fields are filled in automatically after selecting the 

crediting account. These fields are not available for editing. 

 In the Authorized person field, enter the full name of the authorized person (no 

more than 30 characters). 

 In the Contact phone number field, enter the phone number of the authorized 

person (no more than 13 characters). 

 In the Document number field, enter the number of the required document (no 

more than 38 characters). 

 In the Document Date field, enter the date manually or select it using the built-in 

calendar (button ). 

 In the Other field, if necessary, you may enter additional information (no more 

than 250 characters). This field is optional. 

4. In the "Terms of foreign currency purchase" section:  

 In the Currency field, select a currency from the list, and the system will 

automatically fill in the currency code. In this field, you will only have access to 

the currencies of your accounts. Or enter the digital currency code manually, and 

the system will automatically fill in the symbolic code. 

 The Currency name in words field is filled in automatically after currency 

selecting. The field is not editable. 

 In the Purchase amount field, enter the amount of the purchased currency. 

 You can purchase currency on "urgent" terms. To do it check the appropriate 

checkbox. 

 Select the rate at which the currency will be purchased: “Online rate”, “Rate of 

the bank” or “Maximum rate of agreement”. If you select the "Maximum rate of 

agreement" option, please specify the rate in the field on the right. 

 The Indicative equivalent in national currency field will display the amount of 

the national currency equivalent. If you hover over the field, an informational 

notification will be displayed: "The amount credited may differ from the calculated 

equivalent". 

 In the Account field from the drop-down list, select the account which funds in 

national currency will be debited from to purchase foreign currency. 

 Check the box "Account in JSC "OTP Bank" (by default, the box is checked) to 

select an account in the OTP bank for transferring the balance in case of excessive 

transfer of funds in hryvnia, and in the Account (IBAN) field select the required 

account from the drop-down list. 

 To select an account in another bank, uncheck the box and in the Account (IBAN) 

field manually enter the account which the currency will be credited to. In this 

case, the name and address of the bank is filled in automatically.   

5. Depending on the bank's settings, the "Pension fund" section may be displayed on 

the form. The fields in this section are not available for editing. 

6. If necessary, you can link a document to the request in the "Attached documents" 

section (see “Attached documents”). 



User manual                                                                                                                               OTPAY system 

Page 59 of 147 

7. To save an unsigned request, click on the "Save without signature" button. 

8. To send a document to the bank, sign the document (see “Documents signing”)ю 

To go to the extended/compact view of the "Document parameters" section, use the 

/  buttons. 

 

 

To return to the previous page click on the  button at the top of the page. 

 

3.3.3. Sale currency requests 

To go to the list of your documents for the currency sale, select the "Sale" tab.  

On the form with a list of requests, you can do the following: 

1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button). The specified period should not exceed 30 days, including the 

current day. 

2. Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list 

forms”). 

3. Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: save the documents 

after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the 

"Print" button) or sign (see “Documents signing”). 
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4. Import a list of documents (in .txt format) - the "Import" button (see “Documents 

import”). 

5. Save the list of documents to a file (in .txt, .xml formats) - the "Export" button 

(see “Documents export”). 

6. Print one or several documents by checking the corresponding boxes  and 

clicking on the "Print" button. 

7. Sign the required document by clicking on the  button (see “Documents 

signing”). 

8. Copy the required document using the  button. The form for creating a new 

request for the currency sale will be shown in the edit mode with data from the copied 

request filled in automatically.  

9. For documents with the "Rejected" status, the icon  is displayed, when you hover 

over it you can see the reason for the rejection. 

 

States of the documents: 

 All data - displays a list of payments/documents without filtering by status. 

 Processing... - the document is accepted for processing, but not transferred to 

any of the final statuses. 

 Sent to the bank. 

 Received by the bank.  

 Approved - the document was approved in the bank. 

 Rejected - the payment was declined in the banking system. 

 Not all signatures - the document does not have all the required signatures. 

 Withdrawn - the document was removed in the system. 

 Currency sale - CS Manager Accepted (ForPay). 

 Crediting hryvnia to the account - Treasury Accepted (ForPay). 

 

Each line of the list is a link by which you can go to the form of the document detailed 

viewing or editing, depending on its status and type. 
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Creating a new request for currency sale 

To create a new request for currency sale, follow these steps: 

1. Click on the "Create a request" button at the top of the form.  

Note. You can also go to the request creation form by clicking on the  button on the 

form with a requests list, or the "Copy" button on the form with detailed information on 

the request. In this case, the fields on the payment creation form will be filled in 

automatically with the possibility to edit data.  

2. In the "Document parameters" section: 

 The Document number field is filled in automatically when you select a debiting 

account. The value of this field can be changed (no more than 10 characters). 

Acceptable are Latin letters of different registers, numbers and symbols: "/", "-", 

"?", ":", "(", ")", ".", ",", "'", "+" , "{", "}", Space, non-breaking space.  

 The document date is set by default by the current operating day of the bank. The 

field is not available for editing. 

3. In the "Terms of foreign currency sale" section:  

 In the Currency field, select a currency from the list, and the system will 

automatically fill in the currency code. In this field, you will only have access to 

the currencies of your accounts. Or enter the digital currency code manually, and 

the system will automatically fill in the symbolic code. 

 In the Amount field, enter the amount of the currency to be sold. 

 The Currency name in words field is filled in automatically after currency 

selecting. The field is not editable. 

 Select the rate at which the currency will be sold: “Online rate”, “Rate of the 

bank” or “Minimum sale rate”. If you select the "Minimum sale rate" option, 

please specify the rate in the field on the right. 

 In the Account field from the drop-down list, select the account which funds in 

national currency will be debited from to purchase foreign currency. 

 The Indicative equivalent in national currency, excluding commission field 

will display the amount of the national currency equivalent. If you hover over the 

field, an informational notification will be displayed: "The amount credited may 

differ from the calculated equivalent". 

 In the mandatory field Purpose of currency sale you need to select the reason 

for currency sale from the drop-down list. The value of the Purpose of currency 

sale field is duplicated in the Additional information field (not editable). 

 If necessary, check the "Sale under Forward Agreement", "Sale under SWAP 

Agreement" boxes (not mandatory and not mutually exclusive). 

 In the Account field from the drop-down list, select the account from which the 

funds in national currency will be debited to purchase foreign currency. 

 In the "Please, enter the funds in national currency with value date", select the 

urgency of funds crediting (by default, the option "today" is selected):  

o "Today, urgently" - the document should be urgently approved by the bank (in 

this case, the course type "Minimum sale rate" will not be available for 

selection) 

o "Today" - the document should be approved "today" (value date is equal to 

the document date) 

o “Tomorrow” - the document can be approved “tomorrow” (the value date can 

be one day later than the document date) 

o “Spot” - the document can be approved “the day after tomorrow” (the value 

date can be two days later than the document date). 
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 Check the box "Account in JSC "OTP Bank" (by default, the box is checked) to 

select an account in the OTP bank and in the Account (IBAN) field select the 

required account from the drop-down list. 

 To select an account in another bank, uncheck the box and in the Account 

(IBAN) field manually enter the account which the currency will be credited to. In 

this case, the name and address of the bank is filled in automatically.   

4. If necessary, you can link a document to the request in the "Attached documents" section 

(see “Attached documents”). 

5. To save an unsigned request, click on the "Save without signature" button. 

6. To send a document to the bank, sign the document (see “Documents signing”). 

To go to the extended/compact view of the "Document parameters" section, use the 

/  buttons. 

  To return to the previous page click on the  button at the top of the page. 
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3.3.4. Currency conversion 

To go to the list of your documents for the currency conversion, select the "Conversion" 

tab.  

On the form with a list of requests, you can do the following: 

1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button). The specified period should not exceed 30 days, including the 

current day. 

2. Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list 

forms”). 

3. Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: save the documents 

after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the 

"Print" button) or sign (see “Documents signing”). 

4. Import a list of documents (in .txt format) - the "Import" button (see “Documents 

import”). 

5. Save the list of documents to a file (in .txt, .xml formats) - the "Export" button 

(see “Documents export”).  

6. Print one or several documents by checking the corresponding boxes  and 

clicking on the "Print" button. 

7. Sign the required document by clicking on the  button (see “Documents 

signing”). 

8. Copy the required document using the  button. The form for creating a new 

request for the currency sale will be shown in the edit mode with data from the copied 

request filled in automatically.  

9. For documents with the "Rejected" status, the icon  is displayed, when you hover 

over it you can see the reason for the rejection. 
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States of the documents: 

 All data - displays a list of payments/documents without filtering by status. 

 Processing... - the document is accepted for processing, but not transferred to 

any of the final statuses. 

 Sent to the bank. 

 Received by the bank.  

 Approved - the document was approved in the bank. 

 Rejected - the payment was declined in the banking system. 

 Not all signatures - the document does not have all the required signatures. 

 Withdrawn - the document was removed in the system. 

 Document verification – CS Manager Accepted (ForPay). 

 Currency exchange. Document verification is successfully completed - CS HO 

Control Accepted (ForPay).  

 Crediting currency to the account - Treasury Accepted (ForPay). 

 

Each line of the list is a link by which you can go to the form of the document detailed 

viewing or editing, depending on its status and type. 

Creating a new request for currency conversion 

To create a new request for currency conversion, follow these steps: 

1. Click on the "Create a request" button at the top of the form.  

Note. You can also go to the request creation form by clicking on the  button on the 

form with a requests list, or the "Copy" button on the form with detailed information on 

the request. In this case, the fields on the payment creation form will be filled in 

automatically with the possibility to edit data.  

2. In the "Document parameters" section: 

 The Document number field is filled in automatically when you select a debiting 

account. The value of this field can be changed (no more than 10 characters). 

Acceptable are Latin letters of different registers, numbers and symbols: "/", "-", 

"?", ":", "(", ")", ".", ",", "'", "+" , "{", "}", Space, non-breaking space.  

 The document date is set by default by the current operating day of the bank. The 

field is not available for editing. 

3. In the "Client" section: 

 The Name, Address, Code fields are filled in automatically after selecting the 

debiting account. These fields are not available for editing. 

 In the Document number field, enter the number of the required document (no 

more than 38 characters). 

 In the Document Date field, enter the date manually or select it using the built-in 

calendar (button ). 

 In the Other field, if necessary, you may enter additional information (no more 

than 250 characters). This field is optional. 

4. In the "Necessary conditions for FCY exchange" section: 

 In the Purchase currency field, select the purchased currency from the list, and 

the system will automatically fill in the digital currency code; or enter the digital 

currency code manually, and the system fills in the symbolic currency code 

automatically. In this field, you will only have access to those currencies in which 

you have accounts. If you have already selected the sale currency, it will not be 

available for selection. 
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 In the Sale currency field, select the currency to be sold from the list, and the 

system will automatically fill in the currency code; or enter the digital currency 

code manually, and the system will fill in the symbolic currency code 

automatically. In this field, you will only have access to those currencies in which 

you have accounts. If you already have a purchase currency been selected, it will 

not be available for selection. 

 In the Purchase amount field, enter the amount of the purchased currency. 

 Select the rate at which the currency will be exchanged: “Rate of the bank” or 

“Online rate”. 

 The Indicative currency equivalent field will display the indicative amount of 

the currency equivalent. If you hover over the field, an informational notification 

will be displayed: "The amount credited may differ from the calculated 

equivalent". 

 The Currency in words field is filled in in words automatically after the purchase 

currency is selected. Not editable. 

5. In the "Funds in foreign currency that are bought" section you need to fill in the "We 

ask to transfer to our currency account in OTP BANK" block (in the Receiving account 

field select from the drop-down list the account to which the national currency will be 

transferred). 

Please note: the "We authorize you to transfer funds under the FCY payment order" block is 

displayed in the current program version, but its fields (Payment order No. and Date) are 

not available for filling. 

6. If necessary, you can link a document to the request in the "Attached documents" 

section (see “Attached documents”). 

7. To save an unsigned request, click on the "Save without signature" button. 

8. To send a document to the bank, sign the document (see “Documents signing”). 

To go to the extended/compact view of the "Document parameters" section, use the 

/  buttons. 

To return to the previous page click on the  button at the top of the page. 
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3.3.5. Forward 

To view a list of your forward orders or create a new one, select the “Forward” tab.  

 

 

On the form with a list of requests, you can do the following: 
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1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button). The specified period should not exceed 30 days, including the 

current day. 

2. Sort and filter documents in the list (see. “Filtering, sorting, and updating data on list 

forms”). 

3. Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: save the documents 

after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the 

"Print" button), sign (see “Documents signing”), withdraw the request (the "Withdraw" 

button) or remove it (the "Remove" button). 

4. Import a list of documents (in .txt format) - the "Import" button (see “Documents 

import”). 

5. Save the list of documents to a file (in .txt, .xml formats) - the "Export" button 

(see “Documents export”).  

6. Print one or several documents by checking the corresponding boxes  and 

clicking on the "Print" button. 

7. Sign the required document by clicking on the  button (see “Documents 

signing”). 

8. Copy the required document using the  button. The form for creating a new 

request for the currency sale will be shown in the edit mode with data from the copied 

request filled in automatically.  

9. For documents with the "Rejected" status, the icon  is displayed, when you hover 

over it you can see the reason for the rejection. 

10. Each line of the list is a link by which you can go to the form of the document 

detailed viewing or editing, depending on its status and type. 

 

Creating a new forward request 

To create a new forward request, follow these steps: 

1. Click on the "Create a request" button at the top of the form.  

Note. You can also go to the request creation form by clicking on the  button on the 

form with a requests list, or the "Copy" button on the form with detailed information on 

the request. In this case, the fields on the payment creation form will be filled in 

automatically with the possibility to edit data.  

2. In the "Document parameters" section: 

 The Agreement number field is filled in automatically when you select a debiting 

account. The value of this field can be changed (no more than 10 characters). 

Acceptable are Latin letters of different registers, numbers and symbols: "/", "-", 

"?", ":", "(", ")", ".", ",", "'", "+" , "{", "}", Space, non-breaking space.  

 The Agreement date is set by default by the current operating day of the bank. 

The field is not available for editing. 

3. In the "Agreement" section: 

 In the drop-down list, select the Agreement type: Purchase, Sell, or Conversion. 
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 Specify the Value date using the built-in calendar (the  button). In this case, 

the Term field is automatically filled by the system. 

4. In the "Client" section: 

 The Name and Address fields are filled in automatically after filling in the Refund 

forward cover to the account in OTP BANK. These fields are not available for 

editing. 

 In the Person for customer contact field, enter the details of the contact person 

(no more than 30 characters). 

 In the Contact phone number field, enter the phone number of the contact person 

(no more than 13 characters). 

5. In the "Contract terms" section: 

 In the Purchase currency/Sale currency field, select the currency from the drop-

down list. When converting, two fields are used: Purchase currency and Sale 

currency. 

 Fill in the Purchase amount/Sale amount field. When converting, two fields are 

used: Purchase amount and Sale amount. 

 Fill in the Forward price field. 

 The Equivalent in UAH field is filled in by the system automatically. 

 The Commission amount field is filled in by clicking the "Calculate fee" button. 

 If necessary, fill in the Amount of additional commission field. 

 In the Debit the commission from field select the account to write off commissions 

from the drop-down list. If necessary, check the "Transit account" box. In this 

case, the field for selecting an account will become inactive. 

 When you click on the "Calculate fee" button, the Commission amount field is 

filled in automatically.  

 If necessary, fill in the Additional information field (no more than 140 characters). 

6. In the “Forward covers and limits”: 

 The Amount of priority forward cover, Percent of forward cover and Amount of 

priority forward cover out of the forward limit fields are automatically filled in by 

the system. 

 The Amount of priority forward cover out of funds field automatically filled in by 

the system. In this case, the user can change the value of the field. 

 Note: when the user makes changes, the value of the field cannot be less than the 

amount calculated by the system and more than the value from the Amount of 

priority forward cover field.  

 In the Debit the priority forward cover from select the account that will be used to 

debit the commission on the forward transaction from the drop-down list, or select 

the "Transit account" checkbox. 

 In the Debit additional forward cover from field select the account that will be 

used to write off the commission on the forward transaction, or select the "Transit 

account" checkbox. 

 In the Refund forward cover to the account in OTP BANK field select the required 

account from the drop-down list. 

 The Date of last limits synchronization field is automatically filled in by the system 

and displays the current date and time of the received data by limits. 

 The fields Approved amount of forward limit, Amount of used forward limit, 

Available forward limit of customer, End date of forward limit are automatically 

filled in by the system. 

7. In the "Prolongation" section: 
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 If necessary, check the "Terms change" box. In this case, the section will display 

the fields Agreement number and Agreement date. 

 In the Agreement number field from the drop-down list select the required 

request. 

 The Agreement date field is filled in by the system automatically after the user fills 

in the Agreement number field.  

8. The "Signatures" section displays the name of the person who signed the document 

with the 1st and 2nd signature. 

To save an unsigned request, click on the "Save without signature" button. 

To send a document to the bank, sign the document (see “Documents signing”) 

To go to the extended/compact view of the "Document parameters" section, use the 

/  buttons. 

To return to the previous page click on the  button at the top of the page. 
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3.3.6. Payments (SWIFT) 

To view a list of your SWIFT payments or create a new one, select the "Payments 

(SWIFT)" tab.  
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On the form with a list of payments, you can do the following: 

1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button).  

2. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list 

forms”). 

3. Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: save the documents 

after editing it (the "Save" button), copy to a new form (the "Copy" button), print (the 

"Print" button), sign (see “Documents signing”) or remove the document (the "Remove" 

button). 

4. Import a list of documents (in .txt, iBank2 (.txt)  formats) - the "Import" button 

(see “Documents import”). 

5. Save the list of documents to a file (in .txt, .xml formats) - the "Export" button 

(see “Documents export”).  

6. Print one or several documents by checking the corresponding boxes  and 

clicking on the "Print" button. 

7. Sign the required document by clicking on the  button (see “Documents 

signing”). 

8. Copy the required document using the  button. The form for creating a new 

request for the currency sale will be shown in the edit mode with data from the copied 

request filled in automatically.  

9. For documents with the "Rejected" status, the icon  is displayed, when you hover 

over it you can see the reason for the rejection. 
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10. For documents in the “Approved” status, compose a SWIFT advice copy by clicking 

the  button. 

Each line of the list is a link by which you can go to the form of the document detailed 

viewing or editing, depending on its status and type. For documents in the “Approved” status, 

compose a SWIFT advice copy by clicking the “Compose a SWIFT advice copy” button. 

States of the documents: 

 All data - displays a list of payments/documents without filtering by status. 

 Processing... - the document is accepted for processing, but not transferred to 

any of the final statuses. 

 Sent to the bank. 

 Received by the bank.  

 Approved - the document was approved in the bank. 

 Rejected - the payment was declined in the banking system. 

 Not all signatures - the document does not have all the required signatures. 

 Withdrawn - the document was removed in the system. 

 Document verification – Wait for Val. Vise (for payments “outside the bank”). 

 Debiting currency from the account. Documents verification is successfully 

completed - Wait for Val СR (for payments “outside the bank”).  

 

Creating a new SWIFT payment 

To create a new SWIFT payment, follow these steps: 

1. Click on the "Create a payment" button at the top of the form.  

Note. You can also go to the payment creation form by clicking on the  button on 

the form with a payments list, or the "Copy" button on the form with detailed 

information on the payment. In this case, the fields on the payment creation form will 

be filled in automatically with the possibility to edit data.  

 

 

2. In the "Document parameters" section: 

 The Document number field is filled in automatically when you select a debiting 

account. The value of this field can be changed (no more than 10 characters). 

Acceptable are Latin letters of different registers, numbers and symbols: "/", "-", 

"?", ":", "(", ")", ".", ",", "'", "+" , "{", "}", Space, non-breaking space.  

 The document date is set by default by the current operating day of the bank. The 

field is not available for editing. 
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 Check the "Within the bank" box if the payment will be made within the bank, 

or leave it unchecked if the payment will be made outside the bank.  

 If necessary, mark the payment as "urgent" (the "Urgent" checkbox).  

 Set the "Select the debit correspondent account" checkbox (available for 

payments outside the bank) if you need to debit the funds from the correspondent 

bank account. In the Correspondent bank account field that appears, select the 

required account. 

To go to the extended/compact view of the "Document parameters" section, use the 

/  buttons. 

3. In the "Currency (32: Currency)" section: 

 In the Currency field, select a currency from the list, and the system will 

automatically fill in the currency code; or enter the digital currency code 

manually, and the system will substitute the symbolic currency code 

automatically. In this field, you will only have access to those currencies in which 

you have accounts. 

 In the Amount field, enter the amount of the currency to be sold. 

 The Amount in words field is filled in automatically after selecting a currency 

entering an amount. Not editable. 

 

 

4. In the "Payer (50 - Ordering Customer)" section: 

 In the Payer account field, select the account to be debited from the drop-down 

list of current user accounts. 

 In the Commission account field, select the commission account in the national 

currency from the drop-down list. 

 The fields Country of registration (for non-residents), Payer ID (for 

residents), Name, Address are filled in automatically after selecting the payer's 

account. The fields are not available for manual editing. 

 

 

5. In the "Correspondent bank (56 - Intermediary Bank)" section (this section is not 

displayed for SWIFT payments within the bank) select a bank from the reference book of 

foreign banks by clicking on the  button, and then the fields BIC/SWIFT, Bank name, 

Address will be filled in automatically; or enter data in these fields manually. 
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 Note: if the fields of block 56 are not filled in, then none of the fields are required. If at 

 least one field of block 56 is filled in, then the Bank name field is mandatory. In this 

 case, the fields BIC/SWIFT, Address are not required. 

6. In the "Bank of recipient (57 - Beneficiary Bank)" section (this section is not 

displayed for SWIFT payments within the bank) select a bank from the reference book of 

foreign banks by clicking on the  button, and then the fields BIC/SWIFT, Account 

number, Bank name, Address will be filled in automatically; or enter data in these fields 

manually. 

  Note: the fields Bank name and Address are required. 

 

 

7. In the "Recipient (59 - Beneficiary)" section, select the beneficiary from the SWIFT 

counteragent reference book by clicking on the  button, and then the fields Name, 

Address, Recipient account will be filled in automatically; or enter data in these fields 

manually. 

8. In the "Payment details (70 - Details Of Payment)" section: іn the Payment 

purpose field, specify the purpose of the SWIFT payment. 

 

 

9. In the "Commission (71 - Details of charges)" section (this section is not displayed 

for SWIFT payments within the bank): 

 OTP BANK charges - select the parameter who pays commissions of OTP Bank: to 

be paid by sender, to be paid by beneficiary. 

 Charges of other banks - select the parameter who pays commissions of other 

banks: to be paid by sender, to be paid by beneficiary. 

Note. The combination of OTP Bank chargers to be paid by beneficiary and Charges 

of other banks to be paid by sender is prohibited. 
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10. If necessary, in the "Additional information (72 - Additional information)" section 

(this section is not displayed for SWIFT payments within the bank), you can provide 

additional information for the recipient. 

11. If necessary, you can link a document to the request in the "Attached documents" 

section (see “Attached documents”). 

12. To save an unsigned request, click on the "Save without signature" button. 

13. To send a document to the bank, sign the document (see “Documents signing”). 

 To return to the previous page click on the  button at the top of the page. 

 

3.3.7. SWIFT advice 

To view a list of your SWIFT advice, select the "SWIFT advice" tab.  

On the form with a list of advices, you can do the following: 

1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button). The specified period should not exceed 30 days, including the 

current day. 

2. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list 

forms”). 

3. Compose a SWIFT advice copy by clicking the  button. 

4. Go to the form with detailed information on the selected document. 

Each line of the list is a link by which you can go to the form of detailed viewing of the 

document. 

Viewing SWIFT advice 

1. In the "Document parameters" section: 

 The Type of advice field displays the type of SWIFT advice: "Credit" or "Debit". 

 The Value date field displays the date of the SWIFT payment. 

 The Reference value of SWIFT payment field displays the unique SWIFT payment 

number. 

 The Account field displays the number of the debited account for the "Debit" type 

or the number of the credited account for the "Credit" type. 

 The Account sequence field is displayed with a link in the bank's CBS for the 

Account field. 

 The Commission account field displays the commission account number and 

account currency code. 

 The Additional charges field displays the type of hold. 

 The Amount field displayed is the transfer amount and the symbolic currency 

code. 

 The Commissions of correspondent banks field displays the amount of commission 

and the symbolic currency code. 

 The Payment commission field displays the amount of the commission and the 

symbolic currency code. 

2. In the "Sender" section, the information about the sender is displayed (Sender, 

Sender’s bank fields). 

3. The section "Beneficiary" displays information about the beneficiary (Beneficiary 

field). 
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4. The "Details" section displays the purpose of the payment. 

You can compose a SWIFT advice copy by clicking the “Compose a SWIFT advice 

copy” button 

Click on the  button to return to the previous page.  

 

 

 

 

3.3.8. Documents 

To view the list of executed currency payments (debit and credit), select the 

"Documents" tab. 

 

On the form with a list of documents, you can do the following: 
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1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button). The specified period should not exceed 30 days, including the 

current day. 

2. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list 

forms”). 

3. Go to the form with detailed information on the selected document. 

4. Each line of the list is a link by which you can go to the form of detailed viewing of 

the document. 

Viewing the document 

1. The section "Document parameters" displays information about the document: date, 

value date, posting date, number, amount and currency. 

2. The section "Recipient" displays information about the recipient of the transfer: 

IBAN, bank code, account, recipient code and name. 

3. In the section "Payer" information about the payer is displayed: IBAN, bank code, 

account, payer's code and name. 

4. In the section "Details of payment" you can view the purpose of the payment. 

 

If necessary, you can print the document - the "Print" button. 

3.3.9. Trading platform 

To view trading rates and create requests for the currency purchase, sale or conversion 

at the trading e rates, go to the Currency transactions menu item and select the "Trading 

platform" tab. 

On the form, you can: 

1. View general information about the standard rates set by the bank. The data is 

displayed in separate widgets. By default, widgets with currency pairs USD / UAH, EUR / 
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UAH, EUR / USD are displayed. You can browse through the widgets using the  /  or 

.buttons. 

 

2. View and set displaying for an individual currency pair: 

 Each widget displays the standard selling and buying rates (depending on the 

customer's category) and the dynamics of rate changes (  - rate increase,  - 

rate decrease). If the bank has not set standard rates for the selected currency 

pair, the widget is displayed with empty rates. 

 To hide the buy and/or sell rate, press the  button. To return to the course 

display, press . 

 To remove the currency pair widget, tap . 

3. Add a new widget with a currency pair. To do this, press the  button. 

Select the required pair from the list. Available for selection pairs are displayed in green 

font. Currency pairs for which widgets have already been created are displayed in gray 

font. The ability to track exchange rates does not depend on the availability of 

corresponding foreign currency accounts. The list of available currency pairs is set up by 

the bank. 

4. Create a new currency request. To do this, click the button "Switching to the form of 

creating a request", in the displayed list, select the required operation: 

 Create a request for currency purchase, see "Purchase currency requests". 

 Create a request for currency sale, see "Sale currency requests". 

 Create a request for currency conversion, see "Currency conversion". 

3.3.10. Currency contracts 

To view the information about your currency contract cards, select the menu item 

Currency transactions /Currency contracts. 
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On the form with a list of documents, you can perform the following actions: 

1. Select the data display period (by default – the current date). To do this, enter the date 

manually or use the built-in calendar (the   button). 

2. Select the "Export" or "Import" tabs to display currency contracts for export/import 

agreements. 

3. Display active and/or archived contracts by selecting the appropriate checkboxes above 

the list of contracts. 

4. Sort and filter documents in the list (see "Filtering, sorting, and updating data on list 

forms"). In addition, you can view the list of contracts, filtering them by the status: 

 New/active, 

 Pending of payment or shipping, 

 Limiting day is expiring (shown in orange in the list), 

 Delay in payment or shipping (shown in red in the list), 

 Decontrolled, 

 Closed (account closing), 

 Transferred to another bank. 

5. Set the checkbox "Active" to display contracts in the states "New/active", "Pending of 

payment or shipping", "Limiting day is expiring", "Delay in payment or shipping" and/or 

the checkbox "Archived" to display contracts in the states "Decontrolled", "Closed 

(account closing)", "Transferred to another bank". 

6. Save the list of documents to a file (in .txt, .xls formats) - the "Export" button. 

7. Go to the form with detailed information on the selected contract by clicking on the line 

in the list. 
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On the form for viewing detailed information on the currency contract, you can: 

1. Add attached documents. 

To switch to the expanded/compact view of the “Attached documents” section, use the 

/  buttons. 

The Client field displays the name of the client to which the currency contract is linked. 

Fill in the fields Branch, Operation type, Operation subtype by selecting a value from the 

lists, add a file (the  button), enter a comment. You can sign the document or save it 

without a signature. 
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After uploading a document, it can be viewed, edited, and signed in the Documents 

Uploading section. 

Note. The fields of the "Currency contract" form, except for the "Attached documents" 

section, are available only for viewing and are not available for editing. 

2. View the payment schedule. 

On the "Currency Contract" form, click the "Payment schedule" button. 

 

On the “Payment schedule” form, you can: 

 Save the payment schedule under the currency contract to a file (in .txt, .xls 

formats) - the "Export" button. 

 Go to the form with detailed information on the selected payment by clicking on 

the line in the list. 

 

3. View the shipping schedule. 

On the "Currency Contract" form, click the "Shipping schedule" button. 
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On the “Shipping schedule” form, you can: 

 Save the shipping schedule under the currency contract to a file (in .txt, .xls 

formats) - the "Export" button. 

 Go to the form with detailed information on the selected declaration/act by 

clicking on the line in the list. 

 

3.3.10.1. Creating a currency purchase order 

On the Currency transactions/Currency contracts form, select the contract for which 

you want to create a currency purchase order and click the “Purchase” button. 

After that, an additional block with fields to be filled in will be opened on the form. 
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Fill in the fields of the section as described below: 

 Purchase currency - select the purchase currency from the drop-down list. By 

default, the field is filled with the value of the contract currency. 

 Amount - enter the amount required for the purchase. The amount you enter 

may exceed the value stated in the Remaining balance by declarations/acts 

field on the “Currency contract” form, in which case the system will remind you to 

provide documents to the bank to increase the contract amount when signing the 

request, but you will be able to create the request; 

 "Rate of the bank" (filled in by default) and "Max. rate of agreement" (when 

selecting it, you will need to fill in the Rate field) radio buttons; 

 Currency deposit account - select the required account from the list. If you 

have only one account in the selected currency under monitoring, the number of 

this account will be inserted into the field; 

 Account for settlements in hryvnia - select the required account from the list 

of your UAH accounts. If you have only one hryvnia account under monitoring, the 

number of this account will be inserted into the field; 

 Authorized person - enter the details of the authorized person; 

 Contact phone number - enter the contact number of the authorized person; 

 Other - the field contains the purchase reason. It can be filled in automatically 

with the selected numbers of customs declaration and acts and their dates, 

amounts, and currency entered by the user. You cannot edit the automatically 

filled data, but you can add the necessary information; 

 The checkboxes "Customs declaration (CD)", "Acts", "Prepayment" can be 

enabled simultaneously. The "Prepayment" checkbox is set by default, and no 

additional sections are displayed. 

When the “Acts” checkbox is enabled, the list section is displayed. Select the acts, which 

are bound to the contract, from the list and specify the amount to be deducted from the 

amount of the currency exchange transaction (the Amount to be paid field). 
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Using the “+” button, you can add an unlimited number of acts and fill in the amount for 

them. You can delete the selected acts using the button.  

For import contracts you can add a new act that has not been submitted to the bank 

by checking the “Add new act” box. Enter the data for the new act to the Act number, Act 

date, Act currency, Act amount and Amount to be paid.   

If the "Customs declaration (CD)" box is checked, the customs declarations list 

section is displayed. Select the CDs, which are bound to the contract, from the list (the list 

displays the CD number, date, and unpaid amount) and specify the amount to be credited to 

the CD from the amount of the currency exchange transaction (Amount field). Using the "+" 

button, you can add an unlimited number of CDs and fill in the amount for them. You can 

cancel the addition of the selected CD using the button. 
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For import contracts you can add a customs declaration issued by another bank, which 

is not in the drop-down list by checking the "CD in another bank" box. The system will 

display a message: 

 

If you click "Yes", the window will be closed and you will be able to fill in the CD 

number, CD date, CD currency, CD amount, Amount to be paid, Transferred from 

bank fields. 

If you click "No", the system will display a message: "To submit the customs declaration, 

which was filed to another bank, you should contact the manager of the bank ". 

In the Quantity of documents and In the amount of fields, the number and amount 

of selected acts and CDs are displayed, including the new acts and CDs added. 

Once the above fields are filled in, the “Create a purchase requisition” button 

becomes active, and the system will offer you to sign the purchase request or save it without 

signature.  

Please note that currency purchase requests of this kind are not available for editing 

from the list of purchase currency requests. 

 

3.3.10.2. Creating a SWIFT payment 

Select the contract for which you want to create a currency purchase order on the 

Currency transactions/Currency contracts form, and click the “SWIFT” button. 

After that, an additional block with fields to be filled will be opened on the form. 
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Fill in the fields of the section as described below: 

 Payment currency - select the purchase currency from the drop-down list. The 

field is filled with the value of the contract currency by default. 

 Amount - enter the required transfer amount. The amount you enter may exceed 

the value stated in the Remaining balance by payments field on the “Currency 

contract” form, in which case the system will remind you to provide documents to 

the bank to increase the contract amount, but you will be able to create the 

request; 

 OTP bank commission – set of radio buttons “To be paid by sender” (is filled 

by default) and "To be paid by beneficiary"; 

 Other banks commissions – set of radio buttons “To be paid by sender” (is 

filled by default) and "To be paid by beneficiary"; 

 Commission account - a field for selecting a commission account (the list is 

filtered by counteragent); 

 "Customs declaration (CD)", "Acts", "Prepayment" - checkboxes can be 

enabled simultaneously. The "Prepayment" box is checked by default, and no 

additional sections are displayed. 

When the “Acts” box is checked, the list section is displayed. Select the acts, which are 

bound to the contract, from the list and specify the amount to be deducted from the amount of 

the currency exchange transaction (the Amount to be paid field). 
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Using the “+” button, you can add an unlimited number of acts and fill in the amount for 

each. You can delete the selected acts using the button.  

For import contracts you can add a new act that has not been submitted to the bank, 

by checking the “Add new act” box. Enter the data on the new act to the Act number, Act 

date, Act currency, Act amount and Amount to be paid.   

 

If the "Customs declaration (CD)" box is checked, the customs declarations list 

section is displayed. Select the CDs, which are bound to the contract, from the list (the list 

displays the CD number, date, and unpaid amount) and specify the amount to be credited by 

the CD from the amount of the currency exchange transaction (Amount field).  

You can add an unlimited number of CDs - use the "+" button, and fill in the amount for 

each. You can cancel the addition of the selected CD using the button. 

 

For import contracts you can add a customs declaration issued by another bank, which 

is not in the drop-down list by checking the "CD in another bank" box. The system will 

display a message: 
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If you click "Yes", the window will be closed and you will be able to fill in the CD 

number, CD date, CD currency, CD amount, Amount to be paid, Transferred from the 

bank fields. 

 

If you click "No", the system will display a message: "To submit the customs declaration, 

which was filed to another bank, you should contact the manager of the bank". 

In the Quantity of documents and In the amount of fields, the number and amount 

of selected acts and CDs are displayed, including the new acts and CDs added. 

 Payment purpose - the field is automatically filled with the following data: <type 

of payment> BY CNTR DD <contract date> NO. <contract number> (data is 

received from the currency payment card). The automatically filled text is not 

available for editing. 

At the same time, if the contract number contains at least one of the characters 

that are NOT included in the list of allowed ones, the system displays a message 

indicating the incorrect characters and offering to edit the contract number, which 

in this case will be available for editing. 

After filling in the above fields, the "Create payment SWIFT" button becomes active, 

and after clicking it, the system: 

 generates a SWIFT payment, according to the data from the "Currency contract 

card" form and the data entered by user; 

 offers the user to sign the SWIFT payment or save the SWIFT payment without 

signature. 

After saving or signing a SWIFT payment, the system displays a message on successfully 

generated SWIFT payment, upon closing which the list of currency contract cards will be 

displayed. 

 

3.3.10.3. Creating a currency purchase order and a SWIFT payment 

On the Currency transactions/Currency contracts form, select the contract for which 

you want to create a purchase order and SWIFT payment and click the “Purchase+SWIFT” 

button. 

After that, an additional block with fields to be filled in will open on the form.   
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Fill in the fields of the currency purchase section as described below: 

 Purchase currency - select the purchase currency from the drop-down list. By 

default, the field is filled with the value of the contract currency. 

 Purchase amount - enter the amount required for the purchase. The amount 

you enter may exceed the value stated in the Remaining balance by 

declarations/acts field on the “Currency contract” form, in which case the 

system will remind you to provide documents to the bank to increase the contract 

amount when signing the request, but you will be able to create the request. 

 Select the type of rate by setting one of the radio buttons: “Rate of the bank” 

(filled in by default) or “Max rate of aggreement” (when selecting it, fill in the 

Rate field). 

 Currency deposit account - select the required account from the list. If you 

have only one account in the selected currency under monitoring, the number of 

this account will be inserted into the field. 

 Account for settlements in hryvnia - select the required account from the list 

of your UAH accounts. If you have only one hryvnia account under monitoring, the 

number of this account will be inserted into the field. 

 Authorized person - enter the details of the authorized person. 

 Contact phone number - enter the contact number of the authorized person; 

 Other - the field contains the purchase reason. It can be filled in automatically 

with the selected numbers of customs declaration and acts and their dates, 

amounts, and currency entered by the user. You cannot edit the automatically 

filled data, but you can add the necessary information. 

 The checkboxes "Customs declaration (CD)", "Acts", "Prepayment" can be 

enabled simultaneously. The "Prepayment" checkbox is set by default, and no 

additional sections are displayed. 
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When the “Acts” checkbox is enabled, the list section is displayed. Select the acts, which 

are bound to the contract, from the list and specify the amount to be deducted from the 

amount of the currency exchange transaction (the Amount to be paid field). 

Using the “+” button, you can add an unlimited number of acts and fill in the amount for 

them. You can delete the selected acts using the button.  

For import contracts you can add a new act that has not been submitted to the bank 

by checking the “Add new act” box. Enter the data for the new act to the Act number, Act 

date, Act currency, Act amount and Amount to be paid.   

If the "Customs declaration (CD)" box is checked, the customs declarations list 

section is displayed. Select the CDs, which are bound to the contract, from the list (the list 

displays the CD number, date, and unpaid amount) and specify the amount to be credited to 

the CD from the amount of the currency exchange transaction (Amount field). Using the "+" 

button, you can add an unlimited number of CDs and fill in the amount for them. You can 

cancel the addition of the selected CD using the button. 

 

Fill in the fields of the SWIFT section as described below: 

 Payment currency - select the purchase currency from the drop-down list. The 

field is filled with the value of the contract currency by default. 

 Payment amount - enter the required transfer amount. The amount you enter 

may exceed the value stated in the Remaining balance by payments field on 

the “Currency contract” form, in which case the system will remind you to provide 

documents to the bank to increase the contract amount, but you will be able to 

create the request. 

 OTP bank commission – set of radio buttons “To be paid by sender” (is filled 

by default) and "To be paid by beneficiary". 

 Other banks commissions – set of radio buttons “To be paid by sender” (is 

filled by default) and "To be paid by beneficiary". 

 Commission account - a field for selecting a commission account (the list is 

filtered by counteragent). 

 Payment purpose - the field is automatically filled with the following data: <type 

of payment> BY CNTR DD <contract date> NO. <contract number> (data is 

received from the currency payment card). The automatically filled text is not 

available for editing. 

At the same time, if the contract number contains at least one of the characters 

that are NOT included in the list of allowed ones, the system displays a message 

indicating the incorrect characters and offering to edit the contract number, which 

in this case will be available for editing. 

After filling in the above fields, the "Create purchace order and SWIFT payment " 

button becomes active, and after clicking it, the system: 

 Generates a purchase order and a SWIFT payment, according to the data from the 

"Currency contract card" form and the data entered by user/ 

 Offers the user to sign the order and SWIFT payment or save them without 

signature. 

After saving or signing an order and a SWIFT payment, the system displays a message 

on successfully generated documents, upon closing which the list of currency contract cards 

will be displayed. 
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3.3.10.4. Creating an order for currency sale 

On the Currency transactions/Currency contracts form, select the contract for which 

you want to create a currency purchase order and click the “Sell” button. 

After that, an additional block with fields to be filled in will be opened on the form. 

 

Fill in the fields of the section as described below: 

 Sale currency - select the sale currency from the drop-down list. By default, the 

field is filled with the value of the contract currency. 

 Amount - enter the amount required for the sale. The amount you enter may 

exceed the value stated in the Remaining balance by declarations/acts field 

on the “Currency contract” form, in which case the system will remind you to 

provide documents to the bank to increase the contract amount when signing the 

request, but you will be able to create the request. 

 Select the selling rate using the radio buttons “Rate of the bank” (filled in by 

default) and “Maximum sale rate” (when selecting it, you need to fill in the 

Rate field). 

 Currency debit account - select the required account from the list. If you have 

only one account in the selected currency on monitoring, the number of this 

account will be inserted into the field. 

 Account for settlements in hryvnia - select the required account from the list 

of your UAH accounts. If you have only one hryvnia account under monitoring, the 

number of this account will be inserted into the field. 

 Purpose of currency sale - select the reason for currency sale from the drop-

down list.  

 If you need to sell under a Forward and/or SWAP agreement, select the 

appropriate checkboxes. 

 Authorized person - enter the details of the authorized person. 

 Contact number - enter the contact number of the authorized person. 

After filling in the above fields, the “Create a sale requestion” button becomes active, 

after clicking which the system will offer you to sign the order or save it without signature.  

Please note that currency sale requests of this kind are not available for editing from 

the list of sale currency requests. 

 

3.4. Salary 

In the system you can view data about companies, employees, employee accounts, 

check the processing status and sign payrolls. 

To work with payrolls, employee applications or salary projects select the Salary menu 

item on the main page:  



User manual                                                                                                                               OTPAY system 

Page 92 of 147 

 

3.4.1. Payrolls 

The system allows you to view, sign, create and import payroll. To view the list of 

payrolls, select the Salary/Payrolls menu item – and the list of all created payrolls will be 

displayed.  

Displaying the number of signatures 

Please note: on all tabs of the section, information on the number of signatures applied 

to the document is visually displayed (the upper indicator corresponds to the first signature, 

the lower indicator corresponds to the second): 

 Gray - there is no signature of the corresponding level; 

 Green – 1st signature applied; 

 Yellow – 2nd signature applied; 

 Blue - the 3rd signature has been applied (if the user has been granted the right to 

work with the third signature). 

When hovering over the indicator area, a hover with information about signers will be 

displayed. 

 

Setting display period  

Please note: in the Payrolls section on the "All payrolls” tab in the field For the period 

"from" to " the current date is displayed by default. 

After the user sets a different period/date on this tab, the system will display it during 

the session for this tab. The same period will be set in the form of a detailed view of the 

document, as well as after selecting the operations of import, signing, copying. 

 

On the form with the list of payrolls you can do the following: 

 View the list of unsigned payrolls and sign documents on the "Unsigned" tab 

(see “Documents signing”). 
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 Select the data display period (by default - the current date). To do this, enter the 

dates manually or use the built-in calendar (button ). 

 Sort and filter documents in the list (see “Filtering, sorting, and updating data on 

list forms”). 

 Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can: save the document after 

making changes (the "Save" button), copy to a new form (the "Copy" button), 

print (the "Print" button) or sign (see “Documents signing”). 

 Import payroll - the "Import" button (see description below). 

 Sign the required payroll.  Click the button  or mark the unsigned payroll/ 

payrolls using the checkboxes, click the "Sign" button (see “Documents signing”). 

 Copy the required document using the button . This will display the form for 

creating a new payroll in edit mode with data that was filled in automatically from 

the copied payroll.  

 Delete payroll/payrolls. To do this, select the payroll/payrolls using the 

checkboxes, click the "Remove" button. 

 Print one payroll. To do this, select the payroll using the checkbox, click the 

"Print" button. 

 For documents in the "Rejected" status, the icon is displayed, when you hover 

over this icon you can see the reason for the rejection of the payroll.  

For payrolls selected with the checkboxes, their number and total amount are displayed 

both on the "All payrolls" tab and on the "Unsigneted" tab. 

Each line of the list is a link by which you can go to the form for detailed viewing or 

editing of the document, depending on its status and type. 

 

3.4.1.1. New payroll creating 

To create a new payroll, click the "Create payroll" button at the top of the form, a new 

"Payroll" form will open. 

 

Tab "Payroll" 

In the “Enterprise” section, do the following: 
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 In the Enterprise field, select from the drop-down list the user's enterprise 

serviced by salary projects. If the user has one company, it will be automatically 

filled into the field. 

 In the Salary project field, select the salary project of the selected enterprise 

from the drop-down list. The list of projects becomes available after selecting an 

enterprise. If a value has been changed in the Enterprise field, the Salary 

project field is cleared. 

 Select the payer account for the selected payroll project. If the account is one, it 

will be automatically placed in the field. 

 If the payer's account with mask 2604 is specified, the Commission account 

field will be displayed. Select the commission account from the drop-down list. 

 

 Set the "Another bank account" flag if the funds will be transferred from an 

account in another bank. The checkbox becomes available after choosing a salary 

project. If the checkbox "Another bank account" is checked, the Payer 

account field is cleared, and the following fields are opened: 

 Payment order number - in this field you can specify the number 

of the payment order sent by the client from another bank to account 2924 as 

a cover for the payroll (maximum 10 characters). This field is optional. 

 Payment order date - in the field you specify the date of the 

payment order sent by the client from another bank to account 2924 as cover 

for the payroll (format DD.MM.YYYY). This field is optional. 

 

1. In the section "Payroll parameters": 

 The Payroll Number field is filled in automatically after selecting the enterprise 

and account. The field is available for editing. Available characters for this field 

are: uppercase and lowercase Latin and Cyrillic letters, letters of the Ukrainian 

alphabet such as “і, І, ї, Ї, Ї, є, Є”, digits, "%", "\", "/", "-", "?", ":", ";", "(", ")", 

"\[", "\]", "!", "<", ">", ".", ",", "'", "+", "{", "}","^", "~", "`", "*", """, "№", "#", 

"$", "&", "=", "@", space, unbroken space, line break, carriage return. 

 The Date field is filled in automatically with the date of the current operating day 

of the bank. The field is available for editing. To make changes, enter the date 

manually or select it using the built-in calendar (button ). The date of the 

document cannot be less than the date of the current operating day of the bank. 

 In the Value date field, you can specify the date manually or select it using the 

built-in calendar (button ). The value date cannot be less than the payroll 

date. 

 In the Accrual type field, select a value from the drop-down list. 

 Enter a payment purtouse (mandatory, maximum 180 characters). 

 

The "Accruals" tab 
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After filling out the "Payroll" tab, the "Accruals" tab will be available.  

 

 

On the tab, you can create a list of accruals for the salary project both to employees' 

accounts in your own bank (the "Add accruals to accounts in OTP bank" button) and in 

another bank (the "Add accruals to accounts in other banks" button), see below.  

You can delete (the  button) and edit accruals (depending on the status). 

The list of accruals shows the amount and number of accruals - total, to OTP bank 

accounts, to accounts of other banks.  

Each line in the list of accruals is a link that opens a form with detailed information on 

the selected accruals.  

 

To add a new accrual to accounts in OTP Bank, do the following: 

 Click the ""Add accruals to accounts in OTP bank" button. The new form will 

display a list of employees according to the selected payroll parameters. 

 If necessary, sort and filter the records in the list (see "Filtering, sorting, and 

updating data on list forms") 

 Use the checkboxes to select the employees for whom you want to make 

payments. Or enable the general checkbox to select all records. 

 Click the "Select" button, confirm the action. 
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The selected employees will be displayed in the general list on the "Accruals" tab, see 

above. Select an accrual to the OTP bank account from the list to edit it and set the amount of 

the accrual. 

 

 

To save the accrual, click the "Save" button.  

To create a new accrual, click the "Create new" button. 

To return to the list of accruals form, click the "Cancel" button. 

 

To add a new accrual to accounts in other banks, do the following: 

 Click the "Add accruals to accounts in other banks" button. 

 In the new form, click the  button. 

 In the line, enter the employee's surname, name, patronymic, tax ID number (if 

you do not have an ID number, enter the number of your Ukrainian passport/ID 

card), account number in another bank (in IBAN format), and the amount of the 

accrual.  
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 If necessary, edit the record, add a new record (button ), and delete the 

record (select it using the checkbox and click the button ). 

 Select all the records in the list using the checkboxes or enable the general 

checkbox. 

 Click the “Select” button and confirm the action. 

 

 

The entered accruals will be displayed in the general list on the “Accruals” tab, see 

above. If necessary, select an accrual from the list to edit it. 

 

 

To save the accrual, click the "Save" button.  

To create a new accrual, click the "Create new" button. 

To return to the list of accruals form, click the "Cancel" button. 

 

Note. The following fields are displayed for created payroll: 
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 Amount of performed accruals: displays the amount of accruals successfully 

completed in the bank system for salary payrolls in the statuses "Approved" and 

"Partially approved". 

 Status: status of accrual. The status value is displayed after the payroll has been 

saved and updated during processing. 

 Payroll status: the status value is displayed after the payroll has been saved and 

is updated while the payroll is being processed. 

 

3.4.1.2. Payroll import  

To import a payroll, click on the "Import" button at the bottom of the payroll list form. 

You can import the payroll in three formats: .xml, .dbf, .xls. 

Please note: when importing salary statements, various options for the system's 

behavior are provided, which depend on the settings set in the bank: 

Customization options for 

client locations 

 

Description 

1. If it is impossible to download part of the accruals or if the amount in the payroll header 
does not coincide with the total amount of accruals 
 

Option 1 Partial import takes place: only accruals without errors are 

imported, and incorrect accruals are saved in a text protocol.  

In this case, the user can view the error log and, if necessary, make 
corrections and import the corrected accruals as a new payroll. 

If the amount in the head of the payroll does not match with the 

amount of imported correct accruals, the system will automatically 

correct the amount in the header. 

Option 2 The payroll is not fully imported with a message that it contains 

errors. 

In this case, the user can make corrections and re-import the 

payroll. 

2. If the payroll contains both card and non-card accounts 
 

Option 1 The user can import payroll, which includes accrual accounts, card 

and current accounts. 

Option 2 If the imported payroll includes accruals to current accounts, the 

system issues a warning message to the user and further behavior 

depends on the bank's settings. 

3. When importing a statement for enterprises that do not have accounts 
 

Option 1 For an enterprise that is monitored by a client and for which the 

user does not have rights to any of its accounts, the user can import 

a payroll, but only from an account in another bank. 

Option 2 The user can import payroll only for the enterprise that is monitored 

by the client and for which the user has rights to its accounts. 

4. Depending on the availability of the salary card project and enterprises to the user 
  

Option 1 If the user does not have the right to any of the client's current 

account, then he can import payroll for all salary card projects of 

enterprises that are monitored by the client, but only from an 

account in another bank. 
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If the user has the right to at least one current account of the client 

(if the current account is specified), then he can import the payroll 

for salary card project of enterprises, if he has the right to the 

current account of this salary card project 

If the user has the right to at least one current account of the client 

(if the current account is not specified), then he can import the 

payroll in the national currency of the enterprise of this salary card 

project. 

Option 2 The user can import payroll only for those salary card projects of 

enterprises that are monitored by the client, and the user has rights 

to accounts of these enterprises. 

Note. If the payer account with mask 2604 is specified in the import file, the commission 

account must be specified (see the description of the import and export files in a separate 

document). 

3.4.2. Employee applications 

On the form with a list of employee applications, you can perform the following actions: 

1. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list 

forms”). 

2. Go to the form with detailed information about the selected employee. 

 

In order to view the application for a specific employee, select the required line in the list 

- a form with detailed information will be displayed. The form is available for viewing only. 
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Items description  

Item Description 

Section "Employee information" 
  

Last name The fields display the name of the employee 
First name 

Patronymic 

Client name transliteration 
 

The field displays transliterated first and last name of the 

employee 

Code The field displays employee identification code 

Sex The field displays the sex of the employee. 

Values: "male" / "female" 

Tab "Passport data" 

Birth date The field displays employee's date of birth 

Place of birth The field displays employee's place of birth 

Citizenship The field displays name of the employee's country of citizenship 

Passport 
The field displays employee document data (series and number) 

Date of issue 
The field displays date of issue of the document to the employee 

Place of issue 
The field displays place of issue of the document to the employee 
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Country of residence 
The field displays name of the employee's country of residence 

Checkbox "Residency" An option shows that the employee is a resident 

Tab "Address"  

Country The fields display employee address 

 
Postal code 

Region 

Oblast (District) 

Place 

Street 

House number 

Apartment 

Address The field displays full address of the employee 

Tab "Contacts"  

Home phone The fields display employee phone numbers 

 
Business phone 

Mobile phone 

Email of employee  The field displays employee email address 

Tab "Enterprises"  

Enterprise 
Employee salary project name 

Salary project Name of the employee's enterprise salary project 

Branch Bank branch code (MFO) in which the company is incorporated 

Pers. No Employee's personnel number 

Details Detailed information about the employee's relationship with the 

salary project of the enterprise (for example, position) 

Date of hire Date of admission (binding) of the employee to the salary project 

of the enterprise 

Date of leaving Date of dismissal (unbinding) of the employee from the salary 

project of the enterprise 

Status Application processing status in the bank system 

3.4.3. Salary projects 

On the "Salary projects" form you can view the list of enterprises and their salary 

projects. 

If necessary, you can sort the data in the list (see “Filtering, sorting, and updating data 

on list forms”). 
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If you want to see the salary projects in the "Closed" status, check the "Show closed 

salary projects" checkbox. 

To view detailed information, click on the line with the salary project you need. 

 

The "Salary project employees" form displays detailed data on the selected salary 

project and a list of employees with accounts linked to this salary project. 

Items description  

Item Description 

Section "Enterprise data"  

Enterprise code 
Enterprise USREOU code 

Date of the salary project agreement 
 

Enterprise Enterprise name 

Contract number 
Contract number of the salary project 

 

Contract date 
Contract date of the salary project 

Section "Enterprise employees"  
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(the list displays employees associated with the selected salary project)  

Employee  Last name, first name and patronymic of employee  

Taxpayer number Employee taxpayer number 

 

Account number Employee account binded to the selected salary project 
 

Account state 

 

Employee account state: 

Reserve - the account is reserved 

Open - the account is open 

Closed - the account is closed 

Limited - the account is limited 

Account arrested - account arrested 

Blocked by the decision of the State Tax Inspectorate - the 
account was blocked by the decision of the State Tax 
Inspectorate (debit blocking, except for budget payments) 

Unauthorized - the account is not yet authorized 

Full blocking - the account is completely blocked 

Debit blocking - the account is blocked by debit 

Blocked by decision ... - account blocked by decision ... (debit 
blocking) 

Inactive - the account is not active (debit blocking) 

Not registered in the State Tax Inspectorate - the account is 
not registered with the State Tax Inspectorate (debit blocking) 

Transit account - the account is in transit 

Date of hire Employee hiring date (date of binding to the selected salary 

project) 

Date of leaving Date of employee dismissal (date of unbinding from the selected 

salary project) 

Dismissal mark Sign of dismissal of an employee (the checkbox is checked if the 

employee is dismissed) 

You can also save data on employees' accounts to .dbf or .csv file format (click the 

"Export" button, select the file format, click the "Export" button to upload data, or "Cancel" 

to cancel the action). 
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3.5. Statement and account balances 

3.5.1. Account statement 

In the Statement section of the menu, you can request the generation of an account 

statement. To do this, follow these steps: 

1. Select the period for generating the statement: for the previous working day or for 

the period. To select the statement period, enter the dates in the field from ... to ... 

manually or use the built-in calendar (button ). 

2. Set the type of movements that will be displayed in the statement by switching the 

appropriate tab: "All payments", "Debit", "Credit". 

3. Set the type of accounts you want to display by switching the appropriate tab: "All", 

"National currency", "Foreign currency". 

4. Mark the account (list of accounts) to build the statement using the symbol . 

5. Please note: you can select no more than 100 accounts to build a statement. 
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6. In the "Statement parameters" section mark the required parameters using the 

symbol . 

Statement parameters 

Parameter Description 

Descending dates 

 

Mark the checkbox if you need to get a statement with descending sort 

documents 

Sort by the posting 

date 

Mark the checkbox if you want data in a statement to be sorted by the date of 

document posting in a descending order 

Send to another e-

mail 

 

If you need to send the statement to an e-mail different from the one 

specified in the user settings, set this parameter, and in the field that 

appears, enter the required e-mail address 

Separate digits 

 

Mark the checkbox if you want document amounts to be shown with a 

separator (1 000 000 instead of 1000000) 

Fees in one line Mark the checkbox if you want documents for specified conditions to be 

displayed in one line 

Show revaluation Mark the checkbox if you want to get not only values of revaluation but also 

non-operating rate difference in a statement 

7. To display the statement on the monitor screen and further print it, click on the 

"View and print" button. 

8. To save the statement to a file click the "Export" button. In the form that opens, 

select the file format from the drop-down list: 

 Microsoft Excel (.xls); 

 Text file (.iBank2) (Excel .csv); 

 Text file (.txt); 

 Text file (.xml); 

 Database file (.dbf); 

 Database file (.dbf) alternative (available only when "All payments” and "Foreign 

currency" tabs are active); 

 Camt.053 (.xml) – select only national currency accounts and turn off the statements 

options (the availability of the format is regulated by the settings in the bank).  

Сlick the "Export" button to confirm the action ("Cancel" - to cancel the action). 

 

 

9. To send the statement to the e-mail specified in your account, or to the address 

specified in the Send to another e-mail field, click the "Send on e-mail" button. 
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3.5.2. Account balances 

In the menu section Statement and Account Balances/Account Balances, you can 

view the balances on current accounts and the last movement of funds. 

 

Using the radio buttons, select the date for reflecting the balances (for the current 

working day, for the previous working day) or specify your own date By date or display period 

From… to... using the built-in calendar (button ). Click on the "Apply" button. 

The list will display data for the specified date/period. 

In order to go to the form with detailed information, click on the required line: 



User manual                                                                                                                               OTPAY system 

Page 107 of 147 

 

3.6. Documents uploading 

In this section of the menu, you can upload files of necessary documents (for example, 

copies of contracts, invoices, etc.), view them, sign and send them to the bank's storage. 

 

Displaying the number of signatures 

Please note: on all tabs of the section, information on the number of signatures applied to the 

document is visually displayed (the upper indicator corresponds to the first signature, the 

lower indicator corresponds to the second): 

 Gray - there is no signature of the corresponding level; 

 Green – 1st signature applied; 

 Yellow – 2nd signature applied; 

 Blue - the 3rd signature has been applied (if the user has been granted the right to 

work with the third signature). 
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When hovering over the indicator area, a hover with information about signers will be 

displayed. 

 

Setting display period  

Please note: in the Document upload section on the "All documents" tab in the field For 

the period "from" to " the current date is displayed by default. 

If the user sets a different period/date on this tab, the system will display it during the current 

session. 

3.6.1. List of uploaded documents 

On a form with a list of your requests, you can do the following: 

1. Select the data display period (by default - the period from the date of the previous 

ODB to the date of the current ODB). To do this, enter dates manually or use the built-in 

calendar (the  button).  

2. Sort and filter documents in the list (see “Filtering, sorting, and updating data on list 

forms”). 

3. Upload a new document (see "Loading a new document"). 

4. Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: save the documents 

after editing it (the "Save" button), sign (see “Documents signing”) or remove the 

document (the "Remove" button). 

 

5. On the form with detailed information, you can view the current status of the 

document, date of upload, document number, client name, branch, type and subtype of 

the operation; view the comment and the link between the document and the orders 

("Linked to requests"). For a detailed description of the form fields, see the section 

"Loading a new document". 

6. For documents with the "Attached" status, sign the required document by clicking 

the button  (see "Documents signing"). 

7. For documents in the "Attached" status, sign one or several documents by checking 

the boxes next to the required documents  and clicking on the "Sign a document" 

button. 

8. For documents in the "Attached" status and in the "Not linked" link, delete one or 

more documents by marking the checkboxes next to the required documents  and 

clicking on the "Delete a document" button. 
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9. For documents in the "Linked to N orders" linking, you can view the linked orders to 

which this document was attached. To do this, click on the  button ("Expand"). 

 

To go to the detailed form for viewing the order to which the document is attached, click 

on the "Switch to the order" link.  

You can collapse the section with detailed information about document links by clicking 

on  ("Minimize"). 

10. Depending on the subtype of the operation, the uploaded document may be included 

in a bunch. In this case, the bunch ID will be displayed at the top of the form with 

detailed information. The bunch number is a link to the list of all uploaded documents 

contained in the bunch. 

 

11. For documents with the "Rejected" status, the icon  is displayed, when you hover 

over which you can see the reason for the rejection of the document.  

3.6.2. Unsigned documents 

To go to the list of documents requiring signing, select the "Unsigned" tab. 

On the "Unsigned" tab, you can do the following: 

 Select the data display period (by default - the period from the date of the 

previous ODB to the date of the current ODB). To do this, enter dates manually or 

use the built-in calendar (the  button). The specified period should not exceed 

30 days, including the current day. 

 Sort and filter documents in the list (see “Filtering, sorting, and updating data on 

list forms”). 

 Go to the form with detailed information on the selected document, where, 

depending on the status of the document, you can do the following: save the 

document after editing it (the "Save" button), sign (see “Documents signing”) or 

remove it (the "Remove" button).  

 Sign the required document by clicking on the  button (see “Documents 

signing”). 

 Sign one or more documents by checking the appropriate boxes  and clicking 

on the "Sign" button. 

 Remove one or more documents by checking the corresponding boxes  and 

clicking on the "Remove" button. 
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3.6.3. Loading a new document 

To upload a new document, follow these steps: 

1. On the form with a list of uploaded documents, click on the "Upload document" 

button. The "Document upload" form will open: 

 

 

2. In the "Document parameters" section: 

 In the Client field from the drop-down list of companies (the  button) select 

the customer name. If the user has the right to work with accounts of only one 

client, the field will be filled in automatically. 

 In the Branch field from the drop-down list, select the client's branch (the  

button). If there is only one available compartment, the field is filled in 

automatically. 

 In the Operation type field from the drop-down list, select the required operation 

type (the  button). 

 In the Operation subtype field from the drop-down list, select the required 

operation subtype (the  button). 

 In the Add a file section, click on the  button and provide the path to the 

file(s) you want to download. If necessary, you can also add the file (s) by clicking 

on the  button. 

 The name and size of the uploaded file (s) will be displayed in the List of uploaded 

files field. If necessary, you can delete the file by clicking on the button. 

 In the Comment field, if necessary, you can add a comment to the uploaded file. 

3. To save the payment without signing, click on the "Save without signature" button. 

4. To sign the uploaded file (see “Documents signing”). 

After you have successfully completed the «Save without signature” and sign actions, the 

document status changes to  Attached. 
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Note. For some document subtypes, uploaded documents are included into bunches. When a 

document is successfully saved, the bunch number is displayed, which is a link to the list of 

documents in the bunch. 

3.7. Deposits 

If you have the appropriate right, you can view information about deposit transactions of 

your enterprises and perform operations with them - select the menu item Deposits. 

 

3.7.1. Demand deposits 

To view the list of "Demand deposits" transactions and enterprises (active and already 

closed), select the menu item Deposits/Demand deposits. 

 

On the form with a list of deposits, you can perform the following actions: 

1. Sort and filter data (see “Filtering, sorting, and updating data on list forms”). 
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2. Create a deposit operation - click on "A new deposit operation" button (see “New 

deposit operation”) 

3. Using the buttons /  you can show/hide the section with detailed information 

about the deposit, where the following is available: 

 Request the history of future interest accruals by deposit - click on the "Future 

interest accrual" button (see “Future interest accrual”). 

 Request the history of transactions by deposit - click on the "History of 

transactions" button (see “History of transactions”). 

 Request a statement for the deposit - click on the "Statement" button (see 

“Deposit statement on demand”). 

3.7.2. Operations with deposits 

To view the list of user-created and executed/outstanding operations with deposit 

transactions, select the menu item Deposits/Operations with deposits. 

Displaying the number of signatures 

Please note: on all tabs of the section, information on the number of signatures applied 

to the document is visually displayed (the upper indicator corresponds to the first signature, 

the lower indicator corresponds to the second): 

 Gray - there is no signature of the corresponding level; 

 Green – 1st signature applied; 

 Yellow – 2nd signature applied; 

 Blue - the 3rd signature has been applied (if the user has been granted the right to 

work with the third signature). 

When hovering over the indicator area, a hover with information about signers will be 

displayed. 

 

Setting display period  

Please note: in the Operation with deposits section on the "All operations" tab in the 

For the period "from" to" field the current date is displayed by default. 

After the user sets a different period/date on this tab of the section, the system will 

display it during the session for this tab only. 
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On the form with a list of deposit operations, you can perform the following actions: 

1. Sort and filter data (see “Filtering, sorting, and updating data on list forms”). 

2. View the list of unsigned operations and sign the necessary ones – the "Unsigned" 

tab. 

3. Switch to the form with detailed information about the deposit operation by clicking 

on the line with the required operation, where, depending on the status of the operation, 

you can: 

 Save unsigned application – click on the "Save without signature" button. 

 Sign a document – click on the "Sign" button (see “Documents signing”). 

 Delete application – click on the "Remove" button. 

 Withdraw the application – click on the "Withdraw" button. 

To return to the previous page click on the button  at the top of the page. 
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3.7.3. New deposit operation 

To create a request for new operation with valid deposit, follow these steps: 

1. Go to the page for viewing deposit transactions Deposits/Demand deposits. 

2. On the line with the required deposit, click the "New deposit operation" button. 

3. In the section "Document parameters": 

 The Document number field is filled in automatically by the system but you can 

edit it (no more than 10 characters). 

 The Document date is set automatically as the date of the current operating day 

of the bank. The field is not available for editing. 

4. In the section "Operation info": 

 The Enterprise field displays the name of the company. The field is not editable. 

 In the Amount field, enter the transaction amount. 

 The Agreement number field is filled in automatically by the system. The field is 

not available for editing. 

 In the Deposit operation field select the required type of operation from the drop-

down list: "Not selected" (by default), "Deposit replenishment", "Partial 

withdrawal". 

 The fields Deposit account number (IBAN) and Amount (the amount of the deposit 

account balance) are filled in automatically by the system. The field is not 

editable. 

 The fields Current account number (IBAN) and Amount (the amount of the current 

account balance) are filled in automatically by the system. The field is not 

editable. 

 The Payment purpose field is filled in automatically when you select the types of 

operations "Deposit replenishment" and "Partial withdrawal". 

5. The section "Signatures" displays the surname, name, patronymic of the user who 

signed the document with the 1st and 2nd signature. 
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To save an unsigned application, click the "Save without signature" button. 

To send a document to the bank, sign the document (see “Documents signing”). 

To return to the previous page click on the button  at the top of the page. 

 

3.7.4. Deposit tranches 

On the page "Deposit tranches" the user is presented with a list of general transactions 

and tranches. 

 

In order to receive a statement of the deposit account, select the required line in the list 

and click on the button "Deposit account statement" (see “Deposit account statement”). 

To view the tranches, you must open the form with detailed information. To do this, click 

on the required line. 
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Items description  

Item Description 

Section "Deposit tranche main info" 

Master agreement Number of contract  

Enterprise Enterprise name 

Deposit account (IBAN) 
Account number  

Currency 
Currency symbolic code  

Current balance 
Current balance amount  
 

Status 
Deposit tranche status: "Active" or "Closed" 

Tranche allocation agreement 
No 

Number of the agreement for the tranche 

Tranche allocation date Tranche allocation date 

Tranche ending date 
Tranche expiration date 

Section "Amounts and Interests"  

Tranche amount  Tranche amount 

Interest rate 
The value of the interest rate on the tranche 

Forecasted amount of accrued 
% 

The projected amount of accrued interest on the tranche 

Type of interest payment  Tranche interest payment type 

Interest rate for early 
termination 

Interest rate in case of early termination 

Next date of interest payment  Date of next payment of interest on the tranche 

Pledged deposit  Checkbox showing whether the deposit is pledged 

On the form for viewing detailed information about the tranche, you can perform the 

following actions: 
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1. Request future accruals of interest for the tranche – click on the "Future interest 

accrual" button (see “Future interest accrual”). 

2. Request the transaction history for the tranche – click on the "Transaction history" 

button (see “History of transactions”). 

To return to the page "Deposit tranches" click the button  at the top of the page. 

3.7.5. Future interest accrual 

To view future interest accruals for the tranche, follow these steps: 

1. Go to the menu item Deposits/Deposit tranches. 

2. Click on the line with the required tranche and then click on the "Future interest 

accrual" button on the detailed information form. 

3. The Tranche field will display information about the selected tranche. 

4. Specify the period using the "Whole term" or "Specified term" radio buttons. When 

selecting the radio button "Specified term", specify the dates from... to... using the built-

in calendar - the button . 

5. Click the "Perform the request" button. 

 

To return to the previous page click on the button  at the top of the page. 

3.7.6. Future interest accrual on deposit agreement 

To view future interest accrual under the deposit agreement, follow these steps: 

1. Go to the menu item Deposits/Demand deposits. 

2. Click on the line with the required tranche and then click the "Future interest accrual" 

button. To go to the extended/compact view of the sections of deposit agreements, using 

the buttons / . 

3. In the Deposit field, select the deposit agreement from the drop-down list. By 

default, the field will display the contract from which the transition was made. 

4. Specify the period using the "Whole term" or "Specified term" radio buttons. When 

selecting the radio button "Specified term", specify the dates from... to... using the built-

in calendar - the button . 

5. Click on the "Perform the request" button. 

 

To return to the previous page click on the button  at the top of the page. 
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3.7.7. History of transactions 

To view the history of transactions under a deposit agreement or tranche click the 

"History of transaction" button on the form with detailed information about deposit or a deposit 

tranche.  

In the displayed form, do the following: 

1. Select the deposit/tranche from the drop-down list. By default, the field will display 

the contract from which the transition was made. 

2. Specify the period using the "Whole term" or "Specified term" radio buttons. When 

selecting the radio button "Specified term", specify the dates from... to... using the built-

in calendar - the button . 

3. Click the "Perform the request" button. The system will display the transaction 

history with the ability to print or save the data. 

 

To return to the previous page click on the button  at the top of the page. 

3.7.8. Deposit statement on demand 

To view the statement of the deposit: 

1. Go to the menu item Deposits/Demand deposits. 

2. Click on the line with the required deposit and then click on the "Statement" button 

on the detailed information form. 

3. Specify the period using the "For the current month" or "For a period" radio buttons. 

When selecting the radio button "For a period", specify the dates from... till... using the 

built-in calendar - the button . 

4. Click the "Create a statement" button. 

 

To return to the previous page click on the button  at the top of the page. 
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3.7.9. Deposit account statement 

To view the statement of the deposit account: 

1. Go to the menu item Deposits/Deposit tranches. 

2. On the line with the required deposit, click on the "Deposit account statement" 

button. 

3. Specify the period using the "For the current month" or "For a period" radio buttons. 

When selecting the radio button "For a period", specify the dates from... till... using the 

built-in calendar - the button . 

4. Click the "Create a statement" button. 

 

To return to the previous page click on the button  at the top of the page. 

3.8. Guaranteed payments 

If you have the appropriate rights, the user can access the Guaranteed payments 

menu item. 

Depending on the user's rights (HUB or counteragent), the system reflects a certain set 

of available operations: 

1. Users with "HUB" rights have access to the following operations: 

 Creating of a request for a new product (see "New product creation"). 

 Creating and viewing requests for connecting counteragents (see "Counteragents 

connecting"). 

 Counteragent limits (see "Counteragent limits"). 

 Counteragent payments (see "Counteragent payments"). 

2. The user with the “counteragent” rights can view and create a regular payment in 

favor of the HUB (see “The "Counteragent" role”).  

3.8.1. The “HUB” role 

3.8.1.1. New product creation 

In order to create a new product, go to your personal account, select the "Guaranteed 

payments" tab and click on the "Order" button. 
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The mechanism for filling out the form for creating a new product and connecting a 

counteragent coincides with the creation of a new request for connecting a counteragent 

(see "Counteragents connecting"). 

Note: the operation of request creating for connecting a counteragent from a personal 

account is available under one of the following conditions: 

 HUB does not yet have any created request for connecting a counteragent; 

 all previously created requests were rejected; 

 all previously approved limits are closed. 

The user can create requests for connecting new counteragents in the section 

Guaranteed payments/Counteragents connecting (see "Counteragents connecting"). 

3.8.1.2. Counteragents connecting 

To create a new request for connecting a counteragent or view existing ones, go to the 

Guaranteed payments/Counteragents connecting menu item. 

 

On the form with a requests list, you can:  

1. Sort and filter (see “Filtering, sorting, and updating data on list forms”). 

2. Create a new request for connecting a counteragent - the "Add a counteragent" 

button (see below). 

3. View rejected requests for counteragent connecting - the "Show rejected" checkbox. 

4. Send a request in the "Not sent" status. To do this, go to the line with the required 

request and click on the  button. 
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5. Delete a request in the "Not sent" status. To do this, go to the line with the required 

request and click on the button. 

6. View detailed information on the request. To do this, click on the line with the 

required operation, where, depending on the status of the request, you can do the 

following: 

 Make changes to the request and save. To do this, edit the required fields and to 

save changes without sending them to the bank, click on the "Save draft" button. 

 Send a request to the bank - the “Send " button. 

 Delete request - the “Remove" button. 

New request for counteragent connecting 

To create a request for counteragent connecting, follow these steps: 

1. On the form with a list of requests, click on the "Add a counteragent" button. The 

"Request to the bank" form will open. 

2. The Enterprise field displays the name of the company from which the request is 

created. The field is not editable. 

3. In the Request category field from the drop-down list, select "Заявка на 

подключение контрагента" ("Order for connecting a counteragent"). 

4. In the Request type field from the drop-down list, select "Подключение 

контрагента" ("Сounteragent connection"). 

5. Date of request set automatically by the current date. The field is not editable. 

6. Enter the counteragent code (8-10 characters). 

7. Select the region of the counteragent from the drop-down list. 

8. Add a comment, if necessary (up to 250 characters). 

9. If necessary, in the «Уполномоченное лицо контрагента» ("Authorized person of 

the counteragent") section, indicate the full name, phone number (12 characters in the 

380XXXXXXXXX format) and the email address of the authorized person. 

10. If necessary, in the «Уполномоченное лицо HUBа» (“Authorized person of the HUB”) 

section, indicate the full name, phone number (12 characters in the 380XXXXXXXXX 

format) and the email address of the authorized person. 

In order to send a request to the bank, click on the "Send" button. If you want to save 

the request without sending it to the bank, click on the "Save draft" button. 

In order to return to the previous form, click on the  button. 
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3.8.1.3. Counteragent limits 

In order to view the list of counteragents with the limits approved by the bank, go to the 

Guaranteed payments/Counteragent limits menu item. 

On the "counteragent limits" form, you can perform the following actions:  

 Select the data display period. To do this, enter dates manually or use the built-in 

calendar (the  button).  

 Sort and filter (see “Filtering, sorting, and updating data on list forms”). 

 Print or save a simple report with a list of limits for the set filters - the "Print" 

button. 

 Export the list in .CSV format - the "Export" button. 

 Show inactive counteragent limits in the list. To do this, check the "Show inactive" 

box. 

Each line contains information about a separate counteragent: 

 HUB name. 

 Counteragent USREOU code. 

 Counteragent name. 

 The region where the counteragent is located. 

 The total limit on counteragent accounts for guaranteed payments and the 

symbolic currency code. 

 The amount of the available limit on the counteragent's accounts for guaranteed 

payments and the symbolic currency code. 

 The expiration date of the limit on the selected order for this counteragent. 

 Limit status for the current day: "Active" (if the expiration date has not passed) 

and "Not active" (if the expiration date has passed). 
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3.8.1.4. Counteragent payments 

In order to view the list of guaranteed payments created by counteragents in favor of the 

HUB, go to the Guaranteed payments/Counteragent payments menu item or on the 

"Private office" page select the "Guaranteed payments" tab with the "Active" filter set. 

On the "Counteragent payments" form, you can perform the following actions:  

 Select the data display period. To do this, enter dates manually or use the built-in 

calendar (the  button).  

 Sort and filter (see “Filtering, sorting, and updating data on list forms”). 

Each line represents a separate payment and contains the following information: 

 HUB name. 

 Counteragent USREOU code. 

 Counteragent name. 

 Date of guaranteed payment order creation by the HUB counteragent. 

 Guaranteed payment order number. 

 The planned date of the guaranteed payment. 

 Guaranteed payment amount and currency symbolic code. 

 Purpose of the guaranteed payment (the first 50 symbols of the purpose are 

displayed. You can view the full text of the payment purpose by hovering the 

cursor over the text). 

 The date of the guaranteed payment by the bank (displayed for entries in the 

“Executed” status). 

 The current status of the guaranteed payment. 

Note: rejected guaranteed payments are not shown in the list. 
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3.8.2. The "Counteragent" role 

3.8.2.1. Guaranteed payment list 

To view the list of guaranteed payments, select the Guaranteed payments side menu 

section. 

On the form "Counteragent payments" you can perform the following actions:  

 Select the data display period (by default - the period from the date of the 

previous ODB to the date of the current ODB). To do this, enter dates manually or 

use the built-in calendar (the  button). The specified period should not exceed 

30 days, including the current day. 

 Sort and filter documents in the list (see. “Filtering, sorting, and updating data on 

list forms”). 

 Create a new guaranteed payment - the "Create guarantee payment" button (see 

"Guaranteed payment creating"). 

 View information on a counteragent, counteragent work parameters with the HUB 

and a list of guaranteed payments (see description below). 

  Note: deleted tickets are not displayed in the list. 

 View detailed information on an individual guaranteed payment. To do this, click 

on the required payment in the list (see “"). 

 For documents with the "Rejected" status, the icon  is displayed, when you 

hover over it you can see the reason for the rejection. 

Each line of the list is a link by which you can go to the form of the document detailed 

viewing or editing, depending on its status and type. 

Please note: information on the number of signatures applied to the document is 

visually displayed in the page (the upper indicator corresponds to the first signature, the lower 

indicator corresponds to the second): 

 Gray - there is no signature of the corresponding level; 

 Green – 1st signature applied; 

 Yellow – 2nd signature applied; 
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 Blue - the 3rd signature has been applied (if the user has been granted the right to 

work with the third signature). 

When hovering over the indicator area, a hover with information about signers will be 

displayed. 

 

 

The description of the form fields is given in the table below.  

Field Description 

The "Enterprise" section 

Enterprise 

A drop-down list of enterprises that the user has in the system, connected as a 
counteragent to the HUB, and with not expired limits. By default, no companies 
are selected in the field 

Information in the sections below is displayed on this enterprise 

An enterprise 
account 

Counteragent account for guaranteed payments to work with this HUB. 

For such an account, the user should have the “Account available” right to be 
able to see it and use it when creating guaranteed payments. 

The "Information about the HUB" section 

Name HUB name 

Code HUB code 

Total limit amount The total limit on counteragent accounts for guaranteed payments during the 

period of its validity for this HUB, and the symbolic currency code  
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Used limit amount 
The amount of the used limit on counteragent accounts for guaranteed payments 
during the period of its validity for this HUB, and the the symbolic currency code 

Available limit 
amount 

The amount of the available limit on the counteragent accounts for guaranteed 
payments and the symbolic currency code 

Limit expiration 
date 

Calendar date of the limit expiry for this HUB 

The "Guaranteed payments" section 

Date of creation Date of the guaranteed payment creation in the DD.MM.YYYY format  

Payment request 

number 
Guaranteed payment number 

Planned execution 
date 

The planned date of the guaranteed payment in the DD.MM.YYYY format 

HUB account HUB account for guaranteed payment 

Amount Guaranteed payment amount and currency 

Payment purpose Purpose of guaranteed payment 

Actual payment 

date 

Date of the guaranteed payment approved by the bank in the DD.MM.YYYY 
format. 

Displayed for records in the "Executed" status 

Status Current status of guaranteed payment 

Note. You can view brief information on guaranteed payments by enterprises on the 

“Guaranteed payments” tab in your private office. The list displays the following information: 

HUB name, HUB code, total limit amount, amount of limit, limit validity period, number of 

payments.  

 

3.8.2.2. Guaranteed payment creating 

To create a new guaranteed payment, follow these steps:  

1. Select the Guaranteed payments menu item and click on the "Create guaranteed 

payment button.  
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Note: the "Create guarantee payment" button may be inactive, and you will not be 

able to create a payment if: 

 the amount of the available limit on the counteragent's account for guaranteed 

payments is zero; 

 the date limit on the counteragent account for guaranteed payments has expired. 

2. On the opened form in the "Document parameters" section: 

 The Date of creation field of the guaranteed payment is filled in automatically with 

the date of the current ODB without the possibility of editing. 

 In the Payment request number field is substituted by the system automatically 

with the possibility of editing (maximum - 10 characters). 

3. In the "Payer" section: 

 The Account field automatically displays account No. without editing possibility. 

Note. The user should have the right to such an account. If such an account does not 

exist or the user does not have rights for it, then if trying to create a guaranteed 

payment (when opening the creation form), the system will display a corresponding 

message indicating that the user needs to contact the bank. Under this condition, the 

user cannot create a guaranteed payment. 

4. In the "Beneficiary" section: 

 The HUB field displays the name of the HUB and its USREOU code. The field is 

filled in by the system automatically. 

 In the HUB Account (IBAN) field, enter the account number (29 characters). 

 Please note: the user can save the guaranteed payment only with an account in 

the OTP bank. 

 The HUB Bank field displays the name and bank code of the OTP bank. 

5. In the "Payment details" section: 

 In the Planned execution date field specify the date manually or using the built-in 

calendar (the  button). 

 Please note: the planned execution date should be greater than the request date 

and less than or equal to the limit expiration date. By default: the expiration date 

of the limit minus one day. 

 The Available limit amount field displays the amount of the available limit on the 

counteragent's accounts for guaranteed payments and the symbolic currency 

code. 

 In the Amount field enter the amount of the guaranteed payment. 

 Please note: the amount of the new guaranteed payment cannot exceed the 

amount of the available limit. 

 In the Payment purpose window enter the purpose of the guaranteed payment. 

The maximum number of characters is 160, the minimum is 4. 

6. The "Signatures" section displays the names of the persons who signed the payment 

with 1 and 2 signatures. 

To save an unsigned request, click on the "Save without signature" button. 

To send a document to the bank, sign the document by clicking on the "Sign" button 

(see “Documents signing”). In order to sign a request on behalf of another user, click on the 

"Sign on behalf of another user" button. 

To return to the previous page, click on the  button at the top of the page. 
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3.8.2.3. Guaranteed payment viewing and editing  

In order to view detailed information on a guaranteed payment or edit a payment, select 

the Guaranteed payments menu item or go to your Private office and select the "Guaranteed 

payments" tab, and in the list click on the line with the required payment. For a detailed 

description of the form fields, see “Guaranteed payment creating”. 

Note. A payment in the "Not all signatures" status is opened in the editing mode, 

payments in other statuses - only in the viewing mode. 
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On the form with detailed information, depending on the status of the payment, you can 

perform the following actions: 

 Delete guaranteed payment in the "Not all signatures" and "Rejected" status - the 

"Remove" button. 

 Save payment without signature in the "Not all signatures" status - the "Save" 

button. 

 Sign the document in the "Not all signatures" status - the "Sign" button (see 

“Documents signing”). 

 Sign a document in the "Not all signatures" status on behalf of another user - the 

"Sign on behalf of another user" button (see “Documents signing”). 

Please note: for payments with the "Rejected" status, information about the reasons 

for the payment rejection is displayed at the top of the form. 

To return to the previous page, click on the  button at the top of the page. 

3.9. Beneficiaries 

In the Beneficiaries menu section, you can view the list of beneficiaries of your financial 

transactions. 

3.9.1. Beneficiaries in national currency 

To work with the list of beneficiaries of your financial transactions in national currency, 

select the "Beneficiaries in UAH" tab. 
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On the tab "Beneficiaries in UAH" you can do the following: 

1. Filter the list of beneficiaries by the type of the payment, selecting the "Incoming" or 

"Outgoing" tab. 

2. You can use the contextual search line by specifying one of the beneficiary 

credentials (beneficiary name, beneficiary code, beneficiary bank, bank code or account 

number). 

3. Sort records in descending/ascending order by clicking on the field name. 

4. For each beneficiary from the list you can switch to the form for creating a payment 

(button , see “Creating a new payment to the counteragent”). In this case, the 

beneficiary credentials will be automatically substituted as the recipient's ones. 

5. For each beneficiary from the list you can switch to the form for generating a 

statement (button , see “You can also save data on employees' accounts to .dbf or 

.csv file format (click the "Export" button, select the file format, click the "Export" 

button to upload data, or "Cancel" to cancel the action). 
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6. Statement and account balances”), where the selected beneficiary will be 

automatically placed. In this case, an extract is generated only for payments with this 

beneficiary (for all its user accounts and the selected beneficiary). 

7. If the beneficiary has several accounts in different banks, then in the columns 

Beneficiary bank and Account the records "and N more banks", "and M more accounts" 

will be displayed, when you click on these records, the remaining records for the 

beneficiary will be displayed. 

8. To remove one or several beneficiaries, select them from the list by ticking . 

Then click the "Remove" button. 

3.9.2. SWIFT beneficiaries 

To work with the list of SWIFT beneficiaries, select the "SWIFT beneficiaries" tab. 
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You can use the contextual search line by specifying one of the beneficiary credentials 

(Recipient account, name or address, beneficiary bank SWIFT/BIC, Intermediary SWIFT/BIC). 

For each beneficiary from the list you can switch to the form for creating a payment 

(button , see “Payments (SWIFT)”) with automatic substitution of requisites from this 

reference book. The created SWIFT payment is characterized by the sign "within the bank" or 

"outside the bank", depending on the SWIFT/BIC of the beneficiary bank. 

To remove one or several beneficiaries, select them from the list by ticking . Then 

click the "Remove" button. 

3.10. Messages 

To view the messages received and sent in internet banking, click on the button 

, located on the right at the top of the page. The button displays the number of 

unread messages from the bank. 
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The message list contains general information: 

 Date; 

 Message type: incoming, outgoing; 

 Sender; 

 Enterprise; 

 Subject; 

 State of reading: read, unread. 

 Message state: in process, not all signatures, entered, sent to the bank, received 

from the bank, virus check, virus detected, error. 

There are filters on the form, apply them to get information only on the category of 

messages you need (see “Filtering, sorting, and updating data on list forms”).  

You can delete one or several messages by marking them with a symbol  and then 

clicking the "Remove" button. 

To view detailed information on a message, click on the line with the message you need. 

On the viewing form, you can view full information about the message and open attachments. 

 

Create a new message 

Follow these steps to create a message: 
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1. Click on the "Create a message" button at the bottom of the message list form.  

2. In the form that opens, specify the subject of the message. 

3. Select a company from the drop-down list by clicking the button . 

4. Write your message text (no more than 2,000 characters). 

5. To attach a file to the message, click the button . If you need to attach more 

than one file, click the button again . If you need to remove the attachment, click 

 next to the file name. 

6. Please note: a message cannot contain several files with the same name.  

7. To send a message to the bank, click the "Sign" button (or "Sign on behalf of 

another user") (see “Documents signing”). 

8. To save the message without signature, click on the "Save without signature" button. 

9. To return to the page with a list of messages, click . 
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4. SETTINGS  

The Settings menu allows you to switch to the following items: 

 Personal settings. 

 Security. 

 Reference books. 

 

4.1. Personal settings 

In the section of personal settings, you can do the following: 

1. Go to the account settings form, where you can: 

 view a list of all available accounts;  



User manual                                                                                                                               OTPAY system 

Page 136 of 147 

 assign your own name to the account for the convenience of working with it (the 

 button); 

 enable the account to be displayed on the "Accounts" page (see "Accounts"); 

 enable the account to be displayed on the statement generation page (see "You 

can also save data on employees' accounts to .dbf or .csv file format (click the 

"Export" button, select the file format, click the "Export" button to upload data, 

or "Cancel" to cancel the action). 

 

 Statement and account balances"); 

 view information about the account status; 

 set your own order of displaying accounts on the "Accounts" page (see 

“Accounts”) by dragging the required account to the required position (move the 

mouse pointer over the account number, press the left mouse button and drag the 

account to the required position); 

 save changes (the "Save" button). 
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2. Set the time (in minutes) before auto session disconnection in the range from 1 to 

10, if there are no actions performed on the system. 

3. Set the "Show closed accounts" option, which controls the display of accounts in the 

"Closed" status and information on them in the "Accounts" section. 

4. Reset counters for selected counteragents and document types. 
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5. Set the "Show closed deposits" option, which regulates the display of deposits in the 

"Closed" state and information on them in the Deposits menu item. 

6. Go to the form for configuring account settings. On the form, you can specify or edit 

the phone number for SMS mailings and email addresses for mailings. 

 

7. Set the "Show closed loans" option, which controls the display of loans in the 

"Closed" state and information on them in the "Loans" section. 

8. Specify how many days in advance you should be notified about the expiration of the 

login password (1 - 365 days). 

9. Set the "Show closed cards" option, which regulates the display of cards in the 

"Closed" state and information on them in the "Accounts" section. 

10. Set the option "Use the reference book of payment purposes without linking to the 

reference book of correspondents".  

11. Go to the form for setting up mailings and information on the movement of funds via 

SMS and e-mail. By checking the necessary options, you can set individual parameters 
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for sending reports on the movement of funds for each account, as well as set the limit 

amounts, and when exceeding them you will receive SMS notifications about debit and 

credit transactions on the account. 

 Note: The availability of this option depends on your bank settings. 

12. You can view the user's activity log - 10 last user actions in the system. The log 

records information about the operations of creating, removing, changing documents and 

messages, information about logging into the system, about regenerating certificates, 

etc. To view the details of the operation, click on the selected line. 

 

4.2. Security 

In the "Security" section you can do the following: 

1. Change phone number for OTP confirmation of actions with keys (see “Change of 

phone number for working with keys OTP confirmation”).  

2. View and print information about a valid certificate (see “Certificate printing”). 

3. Change login password (see “Change the login password”). 

4. Transfer the secret key to the mobile client (see “Key transfer to mobile client”). 

5. Change the private key (see “Private key change”). 

4.2.1. Change of phone number for working with keys OTP 
confirmation 

To change the phone number for working with keys OTP confirmation, select the 

Settings/Security/Change of phone number menu item. 

A field with the current phone number will appear on the screen. Enter a new phone 

number and click on the "Change" button. 
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The form will display fields for selecting a private key and a password to it to confirm the 

change of the phone number. After filling in the fields, click on the "Sign" button. 

 

If you successfully change your phone number, you will receive a correspondent 

notification. 

4.2.2. Certificate printing 

To print information about your public keys (certificate), select the 

Settings/Security/Printing the certificate menu item. 

Information about the certificate will appear on the screen. 
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Click on the  button - "Print" to print the certificate. To save the certificate, click on 

the  button - "Save", the certificate will be saved to a file.  

4.2.3. Change the login password 

In order to change the password for logging in, select the Settings/Security/Change 

the login password menu item. 

On the “Change the login password” form, do the following: 

1. Enter your current login password in the Current password field. 

2. Enter a new password in the New password field and retype it in the Re-enter the 

new password field. 

3. Click on the “Apply” button. 

 



User manual                                                                                                                               OTPAY system 

Page 142 of 147 

 

Note: the system verifies the password for valid characters. Only Latin letters of different 

registers, numbers and symbols are allowed:! "# $% & '() * +, -. /:; <=>? @ [\] ^ _` {|} ~ 

All other characters, space and Cyrillic letters are ignored. 

4.2.4. Key transfer to mobile client 

To transfer the private key to the mobile client, follow these steps: 

1. Go to the Settings/Security/The key transfer to mobile client menu item.  

2. A message will be displayed on the form: 

 

3. According to the instructions, go to the mobile client with your account and go to the 

Settings/Key transfer menu item. The linking code will be displayed on your screen. 
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4. Click on the “Continue” button on the web page. Enter the linking code received in 

the mobile client in the Linking code field on the form that opens. Specify the path to the 

private key ( ) and enter the password for it. Click on the "Continue" button. 

 

5. After clicking on the "Continue" button, the system verifies the correctness of the 

data and sends the encrypted key to the server for further transmission to the mobile 

client. You will proceed to the next step and receive a notification: “All necessary 

operations have been completed. To finish accepting certificates and keys on your mobile 

device, enter the password for the secret key." To perform the operation, click on the 

"Finish" button. 

4.2.5. Private key change 

To change the private key, follow these steps: 

1. Go to the Settings/Security/Private key change menu section. 

 Depending on the types of certificates you are working with, the form may 

contain: 

 The field for entering the current password for the private key. 

 A field for entering a password for a new private key. 

 The field for confirming the password for the new private key. 

 Field for specifying the path to the current private key (the  button).  

 Field for selecting the type of device. 

 Device selection field. 
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2. After filling in the fields, click on the "Continue" button. 

3. To confirm the operation, you may be sent an SMS with a code that you will need to 

enter in the appropriate field. After entering the code, click on the "Confirm" button. If 

necessary, you can apply for sending the code once again by clicking the button to re-

send the request . 

 

Note. If the user does not have a phone number for OTP confirmation of working with 

keys, the system will not be able to generate keys. A corresponding notification will be 

displayed on the screen and the user will be prompted to fill in the phone number. 

4. If the user does not have the right to confirm the generation of keys with OTP code, 

the system generates and sends a request to obtain a private key and certificate to the 

server. The user will see a window with a notification: “The operation was successful. The 

new key has been activated. Use it to log in. Attention! Be sure to save the *.dat private 

key file on your PC. " 

5. Upon successful replacement of the private key, a notification will be displayed on 

the screen and you will be prompted to save the private key file to the file system. The 

private key is then ready for use. 

4.3. Reference books 

In the "Reference books" section you can perform the following actions: 

 View the list of existing reference books. 

 Go to managing the settings of the selected reference book. 

4.3.1. Details of payment 

You can use the reference book of payment purposes when creating a payment 

document in national currency by clicking the button  in the section "Details of payment". 

 When you select one of the reference book templates, the Details of payment field will 

be filled in automatically.  

To set up this reference book, go to the Settings/Reference books/Details of 

payment menu item.  

In the form that opens, you can perform the following actions: 

 View a list of existing templates; 

 Search for a template by the specified parameters (see “Filtering, sorting, and 

updating data on list forms”); 

 Go to the form for editing and deleting a template; 

 Add new template. 
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 Each line of the list is a link, using it you can switch to the form for editing and 

deleting a template. 

To edit the template, make the necessary changes to the fields and click on the "Save" 

button. To delete a template, click on the "Remove" button. 

 

Creating a new "Details of payment" template 

Follow these steps to create a new template: 

1. Select the Settings/Reference books/Details of payment menu item. 

2. Click the "Add payment details" button. 

3. Fill in the template fields with the required values: 

 In the Account (IBAN) field (button ) select the required counteragent from 

the list that opens in a new form.  

 The Beneficiary name field will be filled in automatically after selecting a 

counteragent from the list. The field is not available for editing. 

 If necessary, enter the Details of payment (maximum 160 characters).  

4. Click the "Save" button to save the template. 

5. To return to the list of templates click .  
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5. SYSTEM SAFETY INFO 

Providing of security while operating via the Internet 

The security of data exchange at operation via the Internet is assured by accurate 

mutual authentication of data exchange participants. 

 The client application sends to the server a connection request which is signed with the 

digital signature of the user; after that the crypto-safety libraries create the required private 

parameters and keys and confirm connection establishment. So, every connection has its 

unique parameters and makes it possible to identify data exchange participants definitely.  

 The data exchange can be started only after establishment of cryptographic connection 

between «Client» and «Server» units. All the data exchange between client and system server, 

including sending of client’s authentic authorities (passwords) for registration and access to the 

data and operation, is performed in an encrypted way. The operation of data 

encryption/decryption is provided by crypto-safety libraries and performed on application level 

at the time of data preparation for sending to the bank.  

Hold in confidence your login and password 

The system identifies a user by their login and password. To prevent illegal access to 

your confidential information do not disclose your credentials to other persons. 

Do not share your username and password with third parties 

The system identifies the user by login and password. To avoid unauthorized access to 

your confidential information, do not disclose your data to third parties. 

It is not recommended to operate the system: 

 in internet cafes and other places of the kind where there is no guarantee that 

user actions are not followed by outliers; 

 in places with visual inspection units using which it's possible to get the password 

information; 

 if you are not confident in the used software safety (presence of viruses, 

programs that send password information to unauthorized people etc). 

If you suspect any security breach, please contact the bank's contact center immediately. 

Save your private key on an external media device 

The working private key and certificate will be generated during your first login. 

Keeping this information on the external media device ensures not only protection of 

your confidential information in the “OTPAY” system but also assures the safety of private keys 

at sudden failures of your computer. 

Do not keep the external media device with your private key together with login 

and passwords 

Do not keep the external media device with your private key together with login and 

passwords. In case of loss other people can use this information for their needs. 

Use the «Exit» button to finish the system session 

If you are distracted from the computer when the system is running without logging out, 

an outlier may be provoked to use the situation. 

Do not forget to extract the external media device as soon as you finish working with the 

«OTPAY» system 

Do not forget to extract the external media device as soon as you finish working with the 

«OTPAY» system – this information may be used by unauthorized persons, it may be 

irretrievably lost or damaged when using other applications. 
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User rights 

Subject to the mode of operation mentioned in the agreement for the connection and 

service of the “OTPAY” system client, a user may be provided with a full or restricted access to 

the system menu, accounts, and rights for carrying out operations or for viewing information 

only. 

The limitation of rights may be also stipulated. For example, a user has the right to 

prepare documents but not to sign them. 

To change the user rights it’s necessary to contact the system administrator in the bank. 

 

 


